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Preface

There are two basic methods of error control for communication, both in-
volving coding of the messages. The differences lay in the way the codes
are utilized. The codes used are block codes, which are the ones treated
in this book, or convolutional codes. Often the block codes used are linear
codes. With forward error correction, the codes are used to detect and cor-
rect errors. In a repeat request system, the codes are used to detect errors,
and, if there are errors, request a retransmission.

Usually it is a much more complex task to correct errors than merely
detect them. Detecting errors has the same complexity as encoding, which
is usually linear in the length of the codewords. Optimal error correcting
decoding is in general an NP-hard problem, and efficient decoding algo-
rithms are known only for some classes of codes. This has generated much
research into finding new classes of codes with efficient decoding as well as
new decoding algorithms for known classes of codes.

There are a number of books on error control, some are listed in the
bibliography at the end of this book. The main theme of almost all these
books is error correcting codes. Error detection tends to be looked upon
as trivial and is covered in a few pages at most. What is then the reason
behind the following book which is totally devoted to error detecting codes?
The reason is, on the one hand, that error detection combined with repeat
requests is a widely used method of error control, and on the other hand,
that the analysis of the reliability of the information transmission system
with error detection is usually quite complex. Moreover, the methods of
analysis are often not sufficiently known, and simple rules of the thumb are
used instead.

The main parameter of a code for error detection is its probability of
error detection, and this is the main theme of this book. There are many
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viii Codes for Error Detection

papers devoted to the study of the probability of undetected error, both
for symmetric channels and other channels, with or without memory. They
are spread over many journals and conference proceedings. In Klgve and
Korzhik (1995), which was published twelve years ago, we collected the re-
sults then known, mainly for linear codes on the binary symmetric channel,
and presented them in a unified form. We also included a number of new
results. In the last twelve years a number of significant new results have
been published (in approximately one hundred new papers). In the present
book, we have included all the important new results, and we also include
some new unpublished results. As far as possible, the results are given
for both linear and non-linear codes, and for general alphabet size. Many
results previously published for binary codes or for linear codes (or both)
are generalized.

We have mainly restricted ourselves to channels without memory and to
codes for error detection only (not combined error correction and detection
since these results belong mainly with error correcting codes; the topic is
briefly mentioned, however).

Chapter 1 is a short introduction to coding theory, concentrating on
topics that are relevant for error detection. In particular, we give a more
detailed presentation of the distance distribution of codes than what is
common in books on error correction.

Chapter 2 is the largest chapter, and it contains a detailed account of the
known results on the probability of undetected error on the g-ary symmetric
channel. Combined detection and correction will be briefly mentioned from
the error detection point of view.

Chapter 3 presents results that are particular for the binary symmetric
channel.

Chapter 4 considers codes for some other channels.

Each chapter includes a list of comments and references.

Finally, we give a bibliography of papers on error detection and related
topics.

The required background for the reader of this book will be some ba-
sic knowledge of coding theory and some basic mathematical knowledge:
algebra (matrices, groups, finite fields, vector spaces, polynomials) and el-
ementary probability theory.

Bergen, January 2007
T. Klgve
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Chapter 1

Basics on error control

1.1 ABC on codes

1.1.1 Basic notations and terminology

The basic idea of coding is to introduce redundancy that can be utilized to
detect and, for some applications, correct errors that have occurred during
a transmission over a channel. Here ”transmission” is used in a wide sense,
including any process which may corrupt the data, e.g. transmission, stor-
age, etc. The symbols transmitted are from some finite alphabet F'. If the
alphabet has size ¢ we will sometimes denote it by F;;. We mainly consider
channels without memory, that is, a symbol a € F' is transformed to b € F
with some probability m(a,b), independent of other symbols transmitted
(earlier or later). Since the channel is described by the transition prob-
abilities and a change of alphabet is just a renaming of the symbols, the
actual alphabet is not important. However, many code constructions utilize
a structure of the alphabet. We will usually assume that the alphabet of
size q is the set Z; of integers modulo ¢. When ¢ is a prime power, we will
sometimes use the finite field GF'(q) as alphabet. The main reason is that
vector spaces over finite fields are important codes; they are called linear
codes.

As usual, F™ denotes the set of n-tuples (a1, az,- - ,a,) where a; € F.
The n-tuples will also be called vectors.

Suppose that we have a set M of M possible messages that may be sent.
An (n, M;q) code is a subset of F™ containing M vectors. An encoding is a
one-to-one function from M to the code. The vectors of the code are called
code words.
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1.1.2 Hamming weight and distance

The Hamming weight wy(x) of a vector x is the number of non-zero posi-
tions in x, that is
wp(x) =#{i|1<i<nandx; #0}.

The Hamming distance dy(x,y) between two vectors x,y € F' is the
number of positions where they differ, that is

du(x,y) =#{i|1<i<nand z; #y;}.
If a vector x was transmitted and e errors occurred during transmission,
then the received vector y differs from x in e positions, that is dy(x,y) = e.

Clearly,
du(x,y) = wu(x —y).
For an (n, M;q) code C, define the minimum distance by
d=d(C) =min{da(x,y) | x,y € C, x#y},
and let
d(n,M;q) = max{d(C) | C is an (n, M;q) code}.

Sometimes we include d = d(C) in the notation for a code and write
(n, M, d;q) and [n, k,d; q]. The rate of a code C' C F is

B log, #C
-—
Define R
5(n7R;q)=—d(n’ {qn lia)
and

0(R; q) = limsup é(n, R; q).

n—oo

1.1.3 Support of a set of vectors

For x = (z1,22,...,2n),y = (11, Y2, .. .,Yn) € F™, we define the support of
the pair (x,y) by
x(x,y)={ie{l,2,....,n} | z; # vy}

Note that

#x(x,y) = du(x,y).
For a single vector x € F™, the support is defined by x(x) = x(x, 0).

For a set S C F", we define its support by
x$) = |J xtxy).
x,y€S

In particular, x(S) is the set of positions where not all vectors in S are
equal.
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1.1.4 Extending vectors

Let x = ('731;3:27"' 7'7;77«) € Fna y = (ylvaa"' 7ym) € '™ and u € I\
Then

ux = (ux1, uTa, -+ , UTy),
(X|U) = (fEl,ng,' o 7x’n7u)a

(X|y) = (xhx?a' T, Y1, Y2, 7ym)

The last two operations are called concatenation. For a subset S of F'™,

uS = {ux|x € S},

(Slu) = {(x|u) [ x € S}.

1.1.5 Ordering

Let some ordering < of F' be given. We extend this to a partial ordering of
F™ as follows:

(iC]_,fQ,"' 7xn) S (yhy?;"' 7y’n) 1f$7, Syz for 1 SZSTL

For Z, we use the natural ordering 0 <1 <2--- <¢g—1.

1.1.6 Entropy
The base g (or g-ary) entropy function Hy(z) is defined by
z
Hy(z) = —zlogq(q_—l) — (1 —2)log, (1 — 2)

—1 =0, and

and

for 0 < z < 1. Hy(%) is an increasing function on [ ,
H,y (452) = 1. Define p(2) = py(2) on [0.1] by py(2) € [
Hy(po(2)) =1 — 2.

J. #,00)
0_1

1.1.7 Systematic codes
An (n,¢*;q) code C is called systematic if it has the form
C={(xlfx)|xeF}

where f is a mapping from Fq”C to Fq"’k. Here (x|f(x)) denotes the con-
catenation of x and f(x).
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1.1.8 Egquivalent codes

Two (n, M;q) codes Cp,Cy are equivalent if Co can be obtained from Cj
by permuting the positions of all code words by the same permutation.
We note that equivalent codes have the same distance distribution, and in
particular the same minimum distance.

1.1.9 New codes from old

There are a number of ways to construct new codes from one or more old
ones. We will describe some of these briefly. In a later section we will
discuss how the error detecting capability of the new codes are related to
the error detecting capability of the old ones.

Ezxtending a code

Consider an (n, M;q) code C. Let b = (b1,ba, -+ ,b,) € F'. Let C* be
the (n + 1, M;q) code

Cc™* = {(al,ag,--- ,an,—;aibi) ‘ (ar,a9, - ,ay) € C’}.

Note that this construction depends on the algebraic structure of the al-
phabet F, (addition and multiplication are used to define the last term).
For example, let n =2, b = (1,1), and a = (1, 1). If the alphabet is GF(4),
then a1by + azbo = 0, but if the alphabet is Z4, then a1b; 4+ asbs = 2 75 0.

Puncturing a code

Consider an (n, M;q) code. Puncturing is to remove the first position from
each code word (puncturing can also be done in any other position). This
produces a code CP of length n — 1. If two code words in C' are identical,
except in the first position, then the punctured code words are the same.
Hence the size of CP may be less than M. On the other hand, any code
word ¢ € CP is obtained from a vector (a|c) where a € F,. Hence, the
size of CP is at least M/g. The minimum distance may decrease by one.
Clearly, the operation of puncturing may be repeated.
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Shortening a code
Consider an (n, M;q) code C with the first position in its support. Short-
ening (by the first position) we obtain the (n — 1, M’; q) code
Cs = {X c Fn! ‘ (0]x) € C’},

that is, we take the set of all code words of C' with 0 in the first position
and remove that position. More general, we can shorten by any position in
the support of the code.

We note that shortening will not decrease the minimum distance; how-

ever it may increase it. In the extreme case, when there are no code words
in C with 0 in the first position, C* is empty.

Zero-sum subcodes of a code

Consider an (n, M;q) code C. The zero-sum subcode C* is the code

c*® = {(al,ag,--- ,an) € C ‘ iai 20}.
i=1

Also this construction depends on the algebraic structure of the alphabet.
In the binary case, >, a; = 0 if and only if wg(a) is even, and C* is
then called the even-weight subcode.

1.1.10 Clyclic codes
A code C' C F™ is called cyclic if

(@n—1,Gn—2, -+ ,ap) € C implies that (ap_2,an_3, - ,a0,an—1) € C.

Our reason for the special way of indexing the elements is that we want to
associate a polynomial in the variable z with each n-tuple as follows:

a=(an_1,0n-2,...,a0) < a(z) = Ape12"" N+ a0z 2+ ag.

This correspondence has the following property (it is an isomorphism): if
a,b € F™ and c € F, then

a+b < a(z)+b(z),
ca < ca(z).

In particular, any code may be represented as a set of polynomials. More-
over, the polynomial corresponding to (an—2,@n—3, " , a0, @p_1) is

n—2
Qp—1+ Z a;z"" = za(z) — an_1(z" — 1) = za(z) (mod 2™ — 1).
=0
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1.2 Linear codes

An [n, k; q] linear code is a k-dimensional subspace of GF(¢)™. This is in
particular an (n, ¢";q) code. Vector spaces can be represented in various
ways and different representations are used in different situations.

1.2.1 Generator and check matrices for linear codes

Suppose that {g1,82, - ,8r} is a basis for C. Then C is the set of all
possible linear combinations of these vectors. Let G be the k& x n matrix
whose k rows are g1,g2, - ,8r. Then

C = {xG | x € GF(q)"}.
We call G a generator matriz for C. A natural encoding GF(q)* — GF(q)"
is given by
x — xG.
If T:GF(q)* — GF(q)" is a linear invertible transformation, then TG
is also a generator matrix. The effect is just a change of basis.
The inner product of two vectors x,y € GF(q)™ is defined by

n

X-y:th :Zgjly“
=1

where y' is the transposed of y. For a linear [n, k; |, the dual code is the
[n,n — k; q] code

Ct ={x € GF(¢)" | xc" =0 for all c € C}.
If H is a generator matrix for C*, then
C={xeGF(q)" |xH" =0},

where H' is the transposed of H. H is known as a (parity) check matriz
for C. Note that GH" = 0 and that any (n — k) x n matrix H of rank n —k
such that GH® = 0 is a check matrix.

1.2.2 The simplex codes and the Hamming codes

Before we go on, we define two classes of codes, partly because they are
important in their own right, partly because they are used in other con-
structions.
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Let 'y, be a k x % matrix over GF(q) such that
(i)  all columns of T'y, are non-zero,
(ii) if x #y are columns, then x # jy for all j € GF(q).

k
The matrix 'y generates a [qull,k,qk_l;q} code S whose non-zero

code words all have weight ¢*~1.

k k
dual code is an qu_ll, qu_ll -k, 3; q} code known as the Hamming code.

It is known as the Simplex code. The

1.2.3 Equivalent and systematic linear codes

Let C; be an [n, k; ¢] code and let
Co={xQU|x€Cy}

where @ is a non-singular diagonal n x n matrix and II is an n X n permu-
tation matrix. If G is a generator matrix for Cy, then GQII is a generator
matrix for Cs.

Let G be a k x n generator matrix for some linear code C. By suitable
row operations this can be brought into reduced echelon form. This matrix
will generate the same code. A suitable permutation of the columns will
give a matrix of the form (I;|P) which generates a systematic code. Here
I, is the identity matrix and P is some k X (n — k) matrix. Therefore, any
linear code is equivalent to a systematic linear code. Since

(It|P)(=P*|I,,_x)* = =P+ P =0,

H = (—P"1,_) is a check matrix for C.

1.2.4 New linear codes from old
Extending a linear code

If C is a linear code, then C'* is also linear. Moreover, if H is a check
matrix for C, then a check matrix for C** (where C is extended by b) is

H ot
b1/’
In particular, in the binary case, if by = by = -+ = b, = 1, we have

extended the code with a parity check. The code (GF(2)")®* is known as
the single parity check code or just the parity check code.
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Shortening a linear code

Shortening a linear code gives a new linear code. If G = (I|P) generates a
systematic linear code and the code is shortened by the first position, then
a generator matrix for the shortened code is obtained by removing the first
row and the first column of G.

Puncturing a linear code

Consider puncturing an [n, k, d; ¢] code C. If the position punctured is not
in the support of C, then CP is an [n — 1,k,d;q] code. If the position
punctured is in the support of C, then CP is an [n — 1,k — 1,d’; q] code.
Ifd >1,thend =dord =d—1. If d =1, then d’ can be arbitrary
large. For example, if C' is the [n,2,1;2] code generated by (1,0,0,...,0)
and (1,1,1,...,1), and we puncture the first position, the resulting code is
a[n—1,1,n—1;2] code.

The *-operation for linear codes

Let C be an [n, k; q] code over GF(q). Let C* denote the {n—i— %,k;q}
code obtained from C' by extending each code word in C by a distinct
code word from the simplex code Si. We remark that the construction is
not unique since there are many ways to choose the code words from Sy.
However, for error detection they are equally good (we will return to this
later).

We also consider iterations of the *-operation. We define C™* by

c” =c,
O(rJrl)* _ (Cr*)* .

Product codes

Let Cy be an [nq, k1,d1; q] code and Co an [ng, ko, da; g] code. The product
code is the [nina, k1ka, d1ds; q] code C whose code words are usually written
as an ny X ng array; C is the set of all such arrays where all rows belong to
C4 and all columns to Cs.

Tensor product codes

Let Cy be an [nq, k1; q] code with parity check matrix

0
Hy = (hj )1<i<ni—ki1<i<n
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and Cy an [ng, k2; ¢] code with parity check matrix
Hy = (W< :
2 ij J1<i<nz—k2,1<j<ngz-

The tensor product code is the [n1nz, niks+mn2k1 —kikz; q] code with parity
matrix H = (h;;) which is the tensor product of H; and Ho, that is

_ pll 72
hil(n2—k2)+i2,j1n2+j2 - hil,jl hi2,j2'

Repeated codes

Let C be an (n, M;q) code and let r be a positive integer. The r times
repeated code, C" is the code

C" ={(ci|ce| - -|cr) | €1,¢ca,...,¢p € C},

that is, the Cartesian product of r copies of C. This is an (rn, M"; q) code
with the same minimum distance as C.

Concatenated codes

Codes can be concatenated in various ways. One such construction that
has been proposed for a combined error correction and detection is the
following.

Let C; be an [N, K; ¢] code and C3 an [n, k; ¢] code, where N = mk for
some integer m. The encoding is done as follows: K information symbols
are encoded into N symbols using code C'y. These N = mk are split into
m blocks with k£ symbols in each block. Then each block is encoded into n
symbols using code Cs. The concatenated code is an [mn, K; ] code. If Gy
and G, are generator matrices for C'; and C5 respectively, then a generator
matrix for the combined code is the following.

Gy 0 0

0 Gy - 0
Gy

0 0 - Gy

The construction above can be generalized in various ways. One gener-
alization that is used in several practical systems combines a convolutional
code for error correction and a block code (e.g. an CRC code) for error
detection.
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1.2.5 Cwyclic linear and shortened cyclic linear codes

Many important codes are cyclic linear codes or shortened cyclic linear
codes. One reason that cyclic codes are used is that they have more alge-
braic structure than linear codes in general, and this structure can be used
both in the analysis of the codes and in the design of efficient encoders
and decoders for error correction. For example, the roots of the polyno-
mial g(z), given by the theorem below, give information on the minimum
distance of the code. Hamming codes is one class of cyclic codes and short-
ened Hamming codes and their cosets are used in several standards for data
transmission where error detection is important. This is our main reason
for introducing them in this text.

Theorem 1.1. Let C be a cyclic [n,k;q] code. Then there exists a monic
polynomial g(z) of degree n — k such that

C ={v(2)g(2) | deg(v(z)) < k}.

Proof. Let g(z) be the monic polynomial in C' of smallest positive degree,
say degree m. Then z%g(z) € C for 0 < i < n—m. Let a(z) be any non-zero
polynomial in C, of degree s, say; m < s < n. Then there exist elements
Cs—m, Cs—m—1," " ,Co € GF(q) such that

M) =az) — Y arialz)
1=0

has degree less than m (this can easily be shown by induction on s). Since
C is a linear code, r(z) € C. Moreover, there exists a ¢ € GF(q) such that
cr(z) is monic, and the minimality of the degree of g(z) implies that r(z)
is identically zero. Hence a(z) = v(z)g(z) where v(z) = > i " ¢;z. In
particular, the set

{g(Z), zg(z), T 7Zn717mg(z)}
of n — m polynomials is a basis for C and so n — m = k, that is
k=n—m. 0
The polynomial g(z) is called the generator polynomial of C.

If g(1) # 0, then the code generated by (z—1)g(z) is an [n+1, k; ¢] code.
It is the code C°* obtained from C' extending using the vector 1 = (11---1),
that is

n
{(al,GQ,"',an,_Zai)‘(al,ag,"',an)ec}.
i=1
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Encoding using a cyclic code is usually done in one of two ways. Let
v = (Vp_1,Vk_2, -+ ,v0) € GF(q)* be the information to be encoded. The
first, and direct way of encoding, is to encode into v(z)g(z). On the other
hand, the code is systematic, but this encoding is not. The other way of
encoding is to encode v into the polynomial in C "closest” to 2" Fuv(z).
More precisely, there is a unique a(z) of degree less than k such that

—r(z) = 2" *u(2) — a(2)g(2)
has degree less than n — k, and we encode into
a(2)g(z) = 2" Fu(z) 4+ r(2).
The corresponding code word has the form (v|r), where r € GF(q)"~*.

Theorem 1.2. Let C be a cyclic [n,k;q] code with generator polynomial
g9(z). Then g(z) divides z™ — 1, that is, there exists a monic polynomial
h(z) of degree k such that

g(2)h(z) = 2" — 1.

Moreover, the polynomial

is the generator polynomial of C+.

Proof. There exist unique polynomials h(z) and r(z) such that
2" —1=g(2)h(z) +r(z)

and deg(r(z)) < n — k. In particular r(z) = h(z)g(z) (mod z"™ —1) and so
r(z) € C. The minimality of the degree of ¢g(z) implies that r(z) = 0.
Let g(z) = Z?;ok g:2" and h(z) = Zf:o hizt. Then

—1if =0,
Zgl—ihi = 0if 0<l<n,
i 1if [ =n.

Further, h(z) = —go Zf:o hj—_;z'. Since —gohg = 1, h(2) is monic. Let
vV = (0,07 aovgnfka"' 7.90)7 u= (0,07 707h07"' 7h/€)7
and let v!, u! be the vectors [ times cyclicly shifted, that is

u' = (hg—iq1, hi—142, - b, 0, -+ 0, hoy by - hyy),
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and v! similarly. First, we see that

k

v-ul = ng+l—ihi =0
i=0

for —k <l < n — k. Hence,
vi.oul=v.u"m =0

for 0 < m < kand 0 <[ < n — k; that is, each basis vector for C is
orthogonal to each basis vector in the code C' generated by h(z), and so
C=ct O

The polynomial g(z) of degree m is called primitive if the least posi-
tive n such that g(z) divides z” — 1 is n = (¢" — 1)/(¢ — 1). The cyclic

code C generated by a primitive g(z) of degree m is a q::ll, q;l:ll —m; q}

Hamming code.

The code obtained by shortening the cyclic [n, k; ¢] code C m times is
the [n —m, k —m;q] code

{v(2)g(2) | deg(v(2)) < &'} (1.1)

where k' = k — m. Note that (1.1) defines an [n — k + k', k’; ¢] code for
all ¥ > 0, not only for ¥* < k. These codes are also known as cyclic
redundancy-check (CRC) codes. The dual of an [n — k + k', k; q] code C
generated by g(z) = Z;:Ok g;z" where g,_ = 1 can be described as a
systematic code as follows: The information sequence (G,—g—1,--.,a0) is
encoded into the sequence (an—k—14+k,---,00) Where

n—k—1
a; = — E GiQj—n—+k+i-
i=0

This follows from the fact that
i
—
(@n—k—l—&-k’aa/n—k—Q-‘rk’v R a’O) ' (0707 s 70agn—k7 -+ -5 90, 07 ceey O) =0
i
. o, . ﬂh

for 0 < ¢ < k' by definition and that (0,0,...,0,gp—k,---,90,0,...,0)
where 0 < ¢ < k/ is a basis for C.

A number of binary CRC codes have been selected as international
standards for error detection in various contexts. We will return to a more

detailed discussion of these and other binary CRC codes in Section 3.5.
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1.3 Distance distribution of codes

1.3.1 Definition of distance distribution
Let C be an (n, M;q) code. Let

A =A;(C) = %#{(x, y) | x,y € C and du(x,y) = i}.

The sequence Ag, A1, -+, A, is known as the distance distribution of C' and

n
= E AZ z"
=0

is the distance distribution function of C.

We will give a couple of alternative expressions for the distance dis-
tribution function that will be useful in the study of the probability of
undetected error for error detecting codes.

1.3.2 The MacWilliams transform
Let C be an (n, M; q) code. The MacWilliams transform of Ac(z) is defined
by

1 1-=2
AL 1 —1)2)"A — . 1.2
5:) = 370+ = 02" de (1752 (1.2
Clearly, A5(2) is a polynomial in z and we denote the coefficients of AS(2)

by A} = A} (C), that is,

n
_ 1
—E A; 2t
i=0

In particular, Ag = 1.

The reason we use the notation Aj(z) is that if C is a linear code,
then A%(z) = Ag1(2) as we will show below (Theorem 1.14). However,
A$(2) is sometimes useful even if C' is not linear. The least i > 0 such that
A+ (C)#£0 s known as the dual distance d*(C).

Substituting ( for z in the definition of A% (z) we get the follow-
ing inverse relation.

q— 1)z
Lemma 1.1.

M " 1—-2
Ac(z) = q—n(l +(g—1)2)" A (m) : (1.3)
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Differentiating the polynomial (1.3) s times and putting z = 1 we get
the following relations which are known as the Pless identities.

Theorem 1.3. Let C be an (n, M;q) code and s > 0. Then
ya(,) =g A va- v () 2)
i=0 57
In particular, if s < d*, then
Saly) =5 (0)
=0 q §

From (1.2) we similarly get the following relation.

Theorem 1.4. Let C be an (n, M;q) code and s > 0. Then
AL(Y) = A i (MY,
; : (s) M Z a1 <s—j

In particular, if s < d, then

5 ()-=42()

Two important relations are the following.

Theorem 1.5. Let C be an (n, M;q) code over Z, and let ¢ = ¢*™V=1/4,
Then

A =15 X el

uezy ceC
w g (u)=i

for 0 <i<n.

Note that (¢ =1, but ¢/ # 1 for 0 < j < ¢q. Before we prove Theorem
1.5, we first give two lemmas.

Lemma 1.2. Let v € Z,. Then

Z Cuvwa(u) _ {1+ (q_ 1)1‘ va =0,

ez, 1—=z if v 0.
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Proof. We have

qg—1
Z Cuvwa(u) =1 +xzcuv

u€Zy u=1

If v =0, the sum is clearly 1 + z(¢ — 1). If v # 0, then

g—1 g—1 v
ZCHUZ_I+Z(<U)HZ_1+ 1—C 4 - 1.
u=0

1—Cv

u=1
Lemma 1.3. Let v € Z,;. Then

> ¢rvarn ) = (1 — 2 (14 (g - D) er ),
uGZ;Z

Proof. From the previous lemma we get

Z Cu»vxwy (u)

uezy
— E Culvlme(ul) E <u2v2me(u2) . E Cunvnwa(u)
u1€Z4 U2€EZy Un€Z4

= (1= )L+ (g = Day ),

We can now prove Theorem 1.5.

Proof. Since dy(c,c’) = wy(c —c’), Lemma 1.3 gives
n 1 n

ZAiinZMZA (1—2)(1+ (g —1)z)"~
=0
=2 E > (1 —a) e (14 (g — 1)) dmlee)

ceCc'eC

LYY e

ceCc’'eCuezy
1 wg (u) u-c —u-¢/
T IR DD DS
uezy ceC c’eC
Observing that

)BNSb SES ) Sanl

ceC c’'eC ceC

the theorem follows.



16 Codes for Error Detection

When the alphabet is GF(q), there is a similar expression for A3 (C).
Let ¢ = p", where p is a prime. The trace function from GF(q) to GF(p)
is defined by

r—1
a) = Z a?".
i=0
One can show that Tr(a) € GF(p) for all a € GF(q), and that Tr(a+b) =
Tr(a) + Tr(b).

Theorem 1.6. Let ¢ = p” where p is a prime. Let C be an (n, M;q) code
over GF(q) and let ¢ = e2™V=1/P. Then

AL Z ‘ZCTTUC)

ueGF(@)" ceC
wpr(u)=1i

for0<i<n.
The proof is similar to the proof of Theorem 1.5.

Corollary 1.1. Let C be an (n, M;q) code (over Z, or over GF(q)). Then
Af‘(C) >0 for0<i<n.

1.3.3 Binomial moment

We have

Xn:ijj = Xn:ijj(x +1—a2)"
j=1

j=1
n n—j .
= Zijj Z (n ; j)xl(l S
—Zx l—x"ZZA( J) (1.4)
i—j
The binomial moment is defined by
i n—j
=Y 4;(0) (n 3 Z)
j=1

for1 <i<n.
The relation (1.4) then can be expressed as follows:
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Theorem 1.7. Let C be an (n, M;q) code. Then
Ac(z) =1+ A(C)a'(1—z)"
i=1

We note that the A; can be expressed in terms of the A?.

Theorem 1.8.
- i n—j
ae) = Yzt 2)
j=1
for1<i<n.
Proof.

k=1 =k
-Ea(s)er ()
- k; A(C) (Z:’:) (=1 4+ 1)+
= A4,(C)
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We can also express A in terms of the AjL. We have

n

- %nZAjL(l_l‘)j(qﬂi—Fl—x)"—j_(3;+1_x)n

"=

n—j

:-—E:A (1-a) ;;Cij>¢ﬂﬁ—xﬁji
S

S0 [BE ()

J

Hence we get the following result.

Theorem 1.9. Let C be an (n, M;q) code. Then, for 1 <i<n,

w52 ()
j=0 !

::(?)Uwf_”—1)+Al¢”1§: <”;j>Aj.
j=dt

From the definition and Theorem 1.9 we get the following corollary.

Corollary 1.2. Let C be an (n,M;q) code with minimum distance d and
dual distance d*+. Then

A(C) =0 for1<i<d-1,
AS(C) > rnax{()7 (?) (Mg==" — 1)} ford <i<n-—d*,
and
AL (C) = (n) (Mq™™ —1) forn—d+ <i<n.
i

There is an alternative expression for A¢(C) which is more complicated,
but quite useful.



Basics on error control 19

For each set E C {1,2,...,n}, define an equivalence relation ~g on C
by x ~g y if and only if x(x,y) C F (that is, x; = y; for all i € F). Let
the set of equivalence classes be denoted Xpg. If two vectors differ in at
least one position outside E, then they are not equivalent. Therefore, the

number of equivalence classes, that is, the size of Xz, is ¢" #%.

Theorem 1.10. Let C be an (n,M;q) code. Then, for 1 <i<mn,
1
Aj(C) = 47 > > HU#U - 1),

EC{1,2,..n} UeXp
#E=j

Proof. We count the number of elements in the set
V={(Exy) | ECc{l,2,....n},#E=j,x,y € C,x#£y,Xx~gy}

in two ways. On one hand, for given E and an equivalence class U € X,
the pair (x,y) can be chosen in #U(#U — 1) different ways. Hence, the
the number of elements of V' is given by

#V= > N #URHU-1). (1.5)

Beil2 n) UEXp

On the other hand, for a given pair (x,y) of code words at distance i < j,
E must contain the ¢ elements in the support x(x,y) and j —i of the n — 1
elements outside the support. Hence, E can be chosen in (';:;) ways. Since
a pair (x,y) of code words at distance i can be chosen in MA;(C) ways,
we get

J .
#V =" MA(C) (7_ ?) — MA3(C). (1.6)
i=1
Theorem 1.10 follows by combining (1.5) and (1.6). O

From Theorem 1.10 we can derive a lower bound on A$(C) which is
sharper than (or sometimes equal to) the bound in Corollary 1.2.
First we need a simple lemma.

Lemma 1.4. Let my,mo,...,my be non-negative integers with sum M.
Then
>tz (g )N g e oo
S (e o
with equality if and only if
M M
7l =mi<|F]

for all i.
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2 .

L . N
Proof. Let x1,x2,...,2n be non-negative integers for which > ", «7 is

minimal. Without loss of generality, we may assume that 1 < z; < zn
for all 7. Suppose zny > x1 +2. Let y7 =21+ 1, yvy = a2y — 1, y; = z;
otherwise. Then, by the minimality of " 22,

N N
OSny—fo: (x1 +1)2 =22 4 (an — 1)® — 2% =2(xy — 2y + 1),
i=1 i=1

contradicting the assumption xn > x1 + 2. Therefore, we must have
Ny =x1+1orazy =21.

Let o = |[M/N] and M = Na+ § where 0 < 8 < N. Then  of the z;
must have value o + 1 and the remaining N — 3 have value a and so

N

>z =pla+1)? + (N - pa’ = (2a+ 1)+ Na.

i=1
This proves (1.7). We have

M , M :
[W—‘ =« if =0, and [ﬁ—‘ =a+1if 5>0.
Hence (1.8) follows by rewriting (1.7). O

Using Lemma 1.4, with the lower bound in the version (1.8), we see that
the inner sum » ;o -, #U(#U — 1) in Theorem 1.7 is lower bounded by

> #@v -1 2 ([25] - 1) (M- [ 25]),

UeXg

independent of E. For E there are (7;) possible choices. Hence, we get the
following bound.

Theorem 1.11. Let C be an (n, M;q) code. Then, for 1 <j <mn,
0= (1) ([25]-1) - L[ A2]).

1.3.4 Distance distribution of complementary codes

There is a close connection between the distance distributions of a code
and its (set) complement. More general, there is a connection between
the distance distributions of two disjoint codes whose union is a distance
invariant code.
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An (n, M;q) code is called distance invariant if

> e = Ao(2)

yeC

for all x € C. In particular, any linear code is distance invariant. However,
a code may be distance invariant without being linear.

Example 1.1. A simple example of a non-linear distance invariant code is
the code

{(1000), (0100), (0010, (0001)}.

Theorem 1.12. Let the (n, M1;q) code C1 and the (n, Ma;q) code Cy be
disjoint codes such that C1 U Cy is distance invariant. Then,

Mi{Acyuca(2) = Acy (2) } = Mo{ Ac,uc, (2) = Acy(2) }-

Proof. Since C7 U (Y5 is distance invariant, we have

MiAcyue,(2) = Y Y 20y

xe€C1 yeCi1UCy

SDIDIELED ») oE

xeCyyeCy xeC1 yGCQ
SLAHERS o SR
xeC1yeCs
and so
Ml{A01UC2( ) Acl } Z Z ZdH(x y)
x€C1yeCs
Similarly,
MQ{A01UC2( )= Ao, (= } Z Z LA (ey),
xeCy yeCsy
and the theorem follows. O

If Cy = C}, then the conditions of Theorem 1.12 are satisfied. Since
C1 UCy = F} we have My = ¢" — My and Ac,uc,(2) = (1 + (¢ —1)2)".
Hence we get the following corollary.

Corollary 1.3. Let C be an (n,M;q) code. Then

M n—2M
Aoz 4 L2 2M

@
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From Corollary 1.3 we immediately get the following corollary.

Corollary 1.4. Let C be an (n,M;q) code. Then, for 0 <i <n, we have

A+ T2 (M) -

A;(C) =
Using Corollary 1.4 we get the following.

Corollary 1.5. Let C be an (n,M;q) code. Then, for 1 <i <mn, we have

M q" —2M

#0) = e+ L2 (V) -,

Proof. We have

5@ =40 (")

i=1
M < n—j> q" —2M (n—])(n) .
= A;(C )+ () (g -1y
Q"—M; i )(n—z L]"—M; n—1i)\J (=1
M q" — 2M <~ [\ (i .
Y (@) o 2 \i)\ (¢—1)
M o q" —2M (n i
- M 1(C)+q"—M<i>( 2 O

1.4 Weight distribution of linear codes

1.4.1 Weight distribution

Let
AY = A¥(C) = #{x € C | wu(x) =1i}.
The sequence AY, AY,---, AY is known as the weight distribution of C' and
Af(z) =D AYZ
=0

is the weight distribution function of C.
We note that dg(x,y) = wg(x—y). If C is linear, then x—y € C when
x,y € C. Hence we get the following useful result.

Theorem 1.13. For a linear code C we have A;(C) = A¥(C) for all i and
Ac(z) = AG(2).
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If C and C’ are equivalent codes, then clearly A4;(C) = A;(C’). In
particular, for the study of the weight distribution of linear codes we may
therefore without loss of generality assume that the code is systematic if
we so wish.

1.4.2 Weight distribution of x-extended codes

The x-operation for linear codes was defined on page 8. The code Sy is a

constant weight code, that is, all non-zero code words have the same weight,

namely ¢F1.

Therefore, Ac+(z) only depends on Ac(z). In fact
Ac-(z) = 1= 29" (Ac(2) — 1)
since each non-zero vector is extended by a part of weight ¢*~!.

1.4.3 MacWilliams’s theorem
The following theorem is known as Mac Williams’s theorem.

Theorem 1.14. Let C be a linear [n, k; q] code. Then
AF(C) = 4i(CH).
Equivalently,
L
%

AcL (Z) = p

(14 (q—1)2)"Ac (ﬁ) .

Proof. We prove this for ¢ a prime, using Theorem 1.5. The proof for
general prime power g is similar, using Theorem 1.6. First we show that

MifueCt

u-c __ I
2. ¢ _{0 ifug Ct. (1.9)
Ifue C+, thenu-c=0and ("° =1 for all c € C, and the result follows.

If u ¢ C+, then there exists a code word ¢’ € C such that u-c’ # 0 and
hence C“'c/ # 1. Because of the linearity, ¢ + ¢’ runs through C' when ¢

does. Hence
Z Cu.c _ Z Cu-(c+c’) — <u~c’ Z <u~c.

ceC ceC ceC
Hence » . ("¢ = 0. This proves (1.9). By Theorem 1.5,

AZ#(C):% > \Zc“'cgzﬁ > M= 4(CH).

wezld ceC wect
w gy (u)=1 wpr(u)=1i D
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Corollary 1.6. Let C be a linear [n,k;q| code. Then
d*+(C) = d(C™H).

1.4.4 A generalized weight distribution

Many generalizations of the weight distribution have been studied. One
that is particularly important for error detection is the following.

Let C be an [n, k] code and m a divisor of n. Let A;, 4,.... i,, (C) be the
number of vectors (x|xz| - - - [Xm,) € C such that each part x; € GF(q)"/™
and wi(x;) =14, for j =1,2,---,m. Further, let

Ac(zl,ZQ,"' ,Zm) = Z Aihi%...,im(C)ZilZ;z"'Zf,gl.
11,82, 5 im
For m = 1 we get the usual weight distribution function. Theorem 1.14

generalizes as follows.

Theorem 1.15. Let C be a linear [n, k; q] code. Then
Ac(z1, 22, 2m) :qkin H(1+(q_1)zj) ACL(Ziﬂzév"'Z;n)
j=1
where
, 1-— Zj

Z; = ——
J 1—|—(q—1)zj

1.4.5 Linear codes over larger fields

There is an alternative expression for the weight distribution function that
is useful for some applications. Let G be a k X n generator matrix over
GF(q). Let mg : GF(q)* — N =1{0,1,2,...}, the column count function,
be defined such that G' contains exactly m(x) = mq(x) columns equal to
x for all x € GF(q)*. We use the following further notations:

laly = TTi=o (0" = 0,
s(U,m) =Y cpym(x) for all U € GF(q)*,
Sk is the set of I dimensional subspaces of GF(q)¥,

or(m, 2) = Y yes,, 25Um) where U = GF(q)F \ U,
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U= {y e GF(¢")* |y - x=0for x € GF(q)* if and only if x € U},
C, = {yG |y € GF(¢")*}, the code generated by G over GF(q"),

C=0C.

Theorem 1.16. For r > 1 we have

k
E k la'kl m, Z
=0

Proof. First we note that if y € U, then

wu(yG) = Z m(x)wn(y - x) = Z m(x) = s(U,m).

x€GF(q)* xe€U
Hence
Z > ZZ“’”G)—Z > 20yl
=0 UeSy; yEU =0 UeSy; yGU
Since
Z 1= [r]k—1,
yEU
the theorem follows. O

For r = 1, we get the following alternative expression for the weight
distribution of C.

Corollary 1.7. We have
Ac(z) =1+ Z 25(Um)

UESk, k-1
1.4.6 Weight distribution of cosets

Theorem 1.17. Let C be an [n, k;q] code and S a proper coset of C. Let
D be the [n,k + 1;q] code containing C and S. Then

45() = —={Ap() - Ac ()}

g—1
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Proof. For each non-zero a € GF(q), aS = {ax | x € S} is also a proper
coset of C'and Ayg(z) = A§(2). Further D = CUJ,, S (disjoint union)
and so

Ap(z) = Ac(z) + (¢ — 1)AS(2), (1.10)
and the theorem follows. O

Using the MacWilliams identity we get the following alternative expres-
sion.

Corollary 1.8. Let C be an [n,k;q| code and S a proper coset of C. Let
D be the [n,k + 1;q] code containing C and S. Then

Theorem 1.18. Let C be an [n, k;q] code and S a proper coset of C. Then
A%(z) > 2" FAq(2) (1.11)

for all z € 0,1].

Proof. We may assume without loss of generality that the code C' is

systematic. There exists a v € S such that S = v + C and such that

v = (0|b) where b € GF(q)" .
Let (x|x) € C where x € GF(q)* and x’ € GF(¢)"*. Then

w((x[x') + (0|b)) = wu(x) + wu(x' + b)
<wyg(x)+n—k
<wp((x|x'))+n—k

and so
Lwn(Gel)+0IB)) 5 n—k jwn((xlx)).

Summing over all (x|x’) € C, the theorem follows. d

Corollary 1.9. Let C be an [n,k;q] code and D an [n,k + 1;4q] code con-
taining C. Then

Ap(z) > {1 +(q— l)z"’k}Ac(z).

Proof. Let S C D be a proper coset of C. By (1.10) and Theorem 1.18

we have

Ap(2) = Ac(2) + (¢ = DAY (2) 2 Ac(2) + (¢ = 1)2"FAc(z).
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Theorem 1.19. Let C be an [n, k; q] code and S a proper coset of C. Then
1— yk+1
AV () < ——
sBI <1y (g — yk+t

for all z € [0,1], where y = (1 — 2)/(1 + (¢ — 1)z).

Ac(z)

Theorem 1.20. Let C be an [n, k; q] code and D an [n, k+1;q] code which

contains C'. Then

1+ (¢ —Dy**!
q

for all z € [0,1], where y = (1 — 2)/(1 + (¢ — 1)z).

AC(Z) > AD(Z)

Proof. By Corollary 1.9 we get
Ao(z) = ¢ (14 (g = 1)2) Acs (y)
> ¢ (14 (= 1)2) (14 (0= D) Ape (9)
=g (1+ (g 1)y™") Ap(2)
=g (1+ (g = 1)) (Ac(z) + (- 1AY(2))
and the theorems follow. O

Corollary 1.10. If C is an [n, k;q] code and k < n, then

(1+(g—-1)2)"
qnfk

n

[T a+@-1y),

j=k+1

Ac(z) Z

for all z € [0,1], where y = (1 — 2)/(1 + (¢ — 1)z).

Proof. The corollary follows from Theorem 1.20 by induction on k. O

1.4.7 Counting vectors in a sphere

The sphere S¢(x) of radius ¢ around a vector x € GF(q)" is the set of
vectors within Hamming distance t of x, that is

Si(x) ={y € GF(q)" | du(x,y) < t}.

Let N¢(i,7) be the number of vectors of weight j in a sphere of radius ¢
around a vector of weight .
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Theorem 1.21. We have
t min(l_%J,n—e) . )
J (L . 8 ;
Ni(ij) = Y > @ —1)%a—2)
e=|i—j| d=max(i,j)—e 6 '}/56

where =e—i+d,vy=e—j+6, e=i+j—e—26.
Proof. Let wy(x) =1 and let y € S;(x) such that wy(y) = j. Let

a=#{l|z =y =0},

B=#{l|x =0,y #0},

vy =#{l|x #0,y =0}, (1.12)

§=#{l |z =y # 0},

e=#{x #0,y1 # 0,21 # yi}.

Then

i=wp(x) =7+ +e,
j=wu(y)=8+d+e,
e=du(x,y) =0+ +e,
n=a+0+v+J+e.

(1.13)

Hence
B=e—i+9,
y=e—j+9, (1.14)
e=i+j—e—26
Further,
li —jl <e<t,
d=i—e+pB>i—ce,
d=j—e+y>j—e, (1.15)
d=n—e—a<n-—e,
20=i+j—e—e<i+j—e.
On the other hand, if e and § are integers such that (1.15) is satisfied, then

there are
n—1 i .
( 3 >W(q—1)ﬁ(q—2)

ways to choose y such that (1.12)—(1.14) are satisfied. O

For ¢ = 2, the terms in the sum for N;(7, ) are 0 unless e = 0. We get
the following simpler expression in this case:

R

NG )= Y )(71211)(;) (1.16)

y=max(0,i—j
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1.4.8 Bounds on the number of code words of a given weight

Some useful upper bounds on A; for a linear code are given by the next
theorem.

Theorem 1.22. Let C be a linear [n,k,d = 2t + 1;¢q| code. If Ni(i,j) > 0,
then

Proof. Counting all vectors of weight 7 and Hamming distance at most
t from a code word of weight i we get

aitig) < (1) a=1y.

In particular, Ny(i,7 — t) = (z) > 0 for all 4 > d, and so
(%) » () '
g —1)T = (g - 1)
0 79
Similarly, Ny(i,i+t) = (";")(g—1)* > 0 for d <i <n —t and so

") g -t |

a0 )y

( t )(q_ 0% ( t )

Theorem 1.23. For an [n,k;q] code C we have A, < (g — 1)*.

A; <

~+

Proof. Since equivalent codes have the same weight distribution, we may
assume without loss of generality that the code is systematic, that is, it is
generated by a matrix
g1
G = (I|P) =

8k
where Ij is the k x k identity matrix, P is a k X (n — k) matrix, and
g1,...,8k are the rows of G. If ¢ = Zle a;g; has weight n, then in
particular a; = ¢; # 0 for 1 <4 < k. Hence there are at most (g — 1)* such
c. g
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There are many codes for which we have A,, = (¢ — 1)¥. For example,
this is the case for any code that has a generator matrix where all the
columns have weight one.

1.5 The weight hierarchy

For a linear [n, k; ¢] code C' and any r, where 1 < r < k, the r-th minimum
support weight is defined by

d, =d,(C) = min{#x(D) } D is an [n,r; q] subcode of C’}.

In particular, the minimum distance of C' is di. The weight hierarchy of
C' is the set {dy,ds, - ,dr}. The weight hierarchy satisfies the following
inequality:

-1
dy > dy <1+ a ) : (1.17)
q —q
In particular, we have
dr>d.—1+ 1. (1.18)

An upper bound that follows from (1.18) is the generalized Singleton bound
dr <n—k-+r. (1.19)

1.6 Principles of error detection

1.6.1 Pure detection

Consider what happens when a code word x from an (n,M) code C is
transmitted over a channel K and errors occur during transmission. If the
received vector y is not a code word we immediately realize that something
has gone wrong during transmission, we detect that errors have occurred.
However, it may happen that the combination of errors is such that the
received vector y is also a code word. In this case we have no way to tell
that the received code word is not the sent code word. Therefore, we have
an undetectable error. We let Pye = Pyo(C, K) denote the probability that
this happens. It is called the probability of undetected error. If P(x) is the
probability that x was sent and P(y|x) is the probability that y is received,
given that x was sent, then
Pu(C,K)=> P(x) Y  P(ylx).

xeC yeC\{x}
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In most cases we will assume that each code word is equally likely to be

sent, that is, P(x) = Under this assumption we get

=2 Y PO

x€CyeC\{x}
The quantity P,e(C, K) is a main parameter for describing how well C
performs on the channel K, and it is the main subject of study in this
book. In Chapter 2, we study Pu.(C, K) for the g-ary symmetric channel,
in Chapter 3 we describe results that are particular for the binary symmetric
channel, in Chapter 4 we study other channels.

1
M-
Pue(C,

Remark 1.1. It is easy to show that for any channel K with additive noise
and any coset S of a linear code C' we have Py(C, K) = Pu(S, K).

1.6.2 Combined correction and detection

In some applications we prefer to use some of the power of a code to correct
errors and the remaining power to detect errors. Suppose that C is an
(n, M; q) code capable of correcting all error patterns with ¢g or less errors
that can occur on the channel and suppose that we use the code to correct
all error patterns with ¢ errors or less, where ¢ < to. Let M;(x) be the set
of all vectors y such that dy(x,y) < t and such that y can be received
when x is sent over the channel. For two distinct x;,xs € C, the sets
Mi(x1), Mi(x2) are disjoint. If y € My(x) is received, we decode into x. If
y & M(x) for all x € C, then we detect an error.

Suppose that x is sent and y is received. There are then three possibil-
ities:

(1) y € M(x). We then decode, correctly, into x.

(2) y € M (x) for all X' € C. We then detect an error.

(3) y € My (x) for some x’' € C'\ {x}. We then decode erroneously into x’,
and we have an undetectable error.

Let Pé? = Pé? (C, K) denote the probability that we have an undetectable
error. As above we get

POCK)=> Px) Y > Plykx).

xeC x'€C\{x} yeM(x’)
Assuming that P(x) = 4 for all x' € C, we get

PO(C,K) = Z > Y Pk

xeC x'€C\{x} yeM:(x’)
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1.7

1.1

1.2
1.3

1.4

Codes for Error Detection

Comments and references

Most of this material can be found in most text books on error-
correcting codes, see the general bibliography. However, many of the
books restrict themselves to binary codes.

Again, this is mainly standard material.

Some of this material is standard. Most textbooks restrict their pre-
sentation to linear codes and, therefore, to the weight distribution.
Theorem 1.3 is due to Pless (1963).

Theorems 1.5 and 1.6 are due to Delsarte (1972).

Binomial moments seems to have been used for the first time by
MacWilliams (1963). Possibly the first application to error detection
is by Klgve (1984d). A survey on binomial moments was given by
Dodunekova (2003b).

Theorem 1.9 and Corollary 1.2 were given in Klgve and Korzhik (1995,
pp. 51-52) in the binary case. For general ¢, they were given by
Dodunekova (2003b).

Theorems 1.10 and 1.11 is due to AbdelGhaffar (1997).

Theorem 1.12 is essentially due to AbdelGhaffar (2004). Corollary 1.3
(for ¢ = 2) was first given by Fu, Klgve, and Wei (2003), with a different
proof.

Theorem 1.14 is due to MacWilliams (1963). Theorem 1.15 (for ¢ = 2)
was given by Kasami, Fujiwara, and Lin (1986).

Theorem 1.16 is from Klgve (1992).

Theorem 1.17 and Corollary 1.8 are due to Assmus and Mattson (1978).
Theorem 1.18 is essentially due to Ancheta (1981).

Theorem 1.19 with ¢ = 2 is due to Sullivan (1967). An alternative proof
and generalization to general g was given by Redinbo (1973). Further
results are given in Klgve (1993), Klgve (1994b), Klgve (1996¢).

We remark that the weight distribution of cosets can be useful in the
wire-tap channel area, see Wyner (1975) and Korzhik and Yakovlev
(1992).

Theorem 1.21 is essentially due to MacWilliams (1963). In the present
form it was given in Klgve (1984a).

Theorem 1.22 was given in Klgve and Korzhik (1995, Section 2.2).
Special cases were given implicitly in Korzhik and Fink (1975) and
Kasami, Klgve, and Lin (1983).

Theorem 1.23 is due to Klgve (1996a).

The weight hierarchy (under a different name) was first studied by
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Helleseth, Klgve, and Mykkeltveit (1977). The r-th minimum sup-
port weight is also known as r-th generalized Hamming weight, see Wei
(1991). The inequality (1.17) was shown by Helleseth, Klgve, and Ytre-
hus (1992) (for ¢ = 2) and Helleseth, Klgve, and Ytrehus (1993) (for
general q).

1.6. A more detailed discussion of combined error detection and correction
is found for example in Klgve (1984a).
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Chapter 2

Error detecting codes for the g-ary
symmetric channel

The g-ary symmetric channel (¢SC) is central in many applications and we
will therefore give a fairly complete account of the known results. Results
that are valid for all ¢ are given in this chapter. A special, important case
is the binary case (¢ = 2). Results that are particular to the binary case
will be given in the next chapter.

2.1 Basic formulas and bounds

2.1.1 The g-ary symmetric channel

The g-ary symmetric channel (¢SC) with error probability parameter p is
defined by the transition probabilities

1l—pifb=a,
P(bla) = .
(bla) {qf;l if b # a.

The parameter p is known as the symbol error probability.

2.1.2 Probability of undetected error

Suppose x € F' is sent over the g-ary symmetric channel with symbol er-
ror probability p, that errors are independent, and that y received. Since
exactly dp(x,y) symbols have been changed during transmission, the re-
maining n — dg(x,y) symbols are unchanged, and we get

n—dH(an).

du(x,y)
P ) (1-p)

P(ylx) = (-2

v = (25

Assume that C' is a code over F; of length n and that the code words are
equally likely to be chosen for transmission over ¢SC. For this situation,

35
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we will use the notation Pue(C,p) = Pue(C,¢SC) for the probability of
undetected error. It is the main subject of study in this chapter.
If Ac(z) denotes the distance distribution function of C, then

Poe(C,p) = — Z > (q = 1) ’Y)(l — p)nduxy)

xecyeC\{x}
= A0 Zg) G-
- —p>";Ai(C>((q_ S )

=(1 _p)n{AC(m) — 1}.

We state this basic result as a theorem.

Theorem 2.1. Let C be an (n, M;q) code. Then

Pue(Cip) = — Z > (q — 1) ’y)(l — p)n-dnxy)

xécyec\{x}
N AP Ny e
_;Am(q_l) (1-p)

=(1 _p)n{AC(m) — 1}.

An (n,M;q) code C is called optimal (error detecting) for p if
Pue(C,p) < Pue(C',p) for all (n,M;q) codes C'. Similarly, an [n,k;q]
code is called an optimal linear code for p if Pue(C,p) < Pue(C’,p) for all
[n, k; ] codes C'. Note that a linear code may be an optimal linear without
being optimal over all codes. However, to simplify the language, we talk
about optimal codes, meaning optimal in the general sense if the code is
non-linear and optimal among linear codes if the code is linear.

When we want to find an (n, M;q) or [n,k;q] code for error detection
in some application, the best choice is an optimal code for p. There are
two problems. First, we may not know p, and a code optimal for p’ # p
may not be optimal for p. Moreover, even if we know p, there is in general
no method to find an optimal code, except exhaustive search, and this is
in most cases not feasible. Therefore, it is useful to have some criterion by
which we can judge the usefulness of a given code for error detection.

We note that Py (C q;ql) = Négl. It used to be believed that since

p= q—l is the "worst case”, it would be true that Pu(C,p) <
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p € [0, %1]. However, this is not the case as shown by the following simple
example.

Example 2.1. Let C = {(a,b,0) | a,b € F,}. It is easy to see that for each
code word ¢ € C there are 2(q¢ — 1) code words in C at distance one and
(¢ — 1) code words at distance 2. Hence

AOZ ]-7 Al :2((1_1)7 A2 = (q_1)27

and
_ P N2 e P 2 oy N2, 201
Pue(C,p) = 2(q l)q_ 7 (1=p)"+(g-1) 1 (1=p) = 2p(1—p)“+p~(1-p).
This function takes it maximum in [0, %] forp=1- % In particular,
1 2 ¢ —1 q—1
Pue(C, 1— —) = 2 ~0.3849 > - Pue(O, —)
V37, 3V3 ¢ q
for all ¢ > 2.

In fact, Pue(C, p) may have more than one local maximum in the interval

[0,(¢—1)/q].

Example 2.2.
Let C be the (13,21;2) code given in Table 2.1.

Table 2.1 Code in Example 2.2.
(1111111111110)  (1111000000000)  (1100110000000)  (1100001100000)
(1100000011000)  (1100000000110)  (0011110000000)  (0011001100000)
(0011000011000)  (0011000000110)  (0000111100000)  (0000110011000)
(0000110000110)  (0000001111000)  (0000001100110)
(1010101011101)  (0101011001000)  (1010101010101)
(1010010110011) (1001100101011) (0101100110101)

The distance distribution of C' is given in Table 2.2.

Table 2.2 Distance distribution for the code in Example 2.2.

% 1 2 3 4 5 6 7 g8 9 10 11 12 13

2104, 1 0 O 52 10 9 68 67 1 2 0 0 0

The probability of undetected error for this code has three local maxima
in the interval [0,1/2], namely for p = 0.0872, p = 0.383, and p = 0.407.
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An (n, M;q) code C is called good (for error detection) if

-1 M—-1
Pue(07p) < Pue(cvq—) = (21)
q q"
for all p € |0, %]. Note that ”good” is a technical and relative term.

An extreme case is the code F;' which cannot detect any errors. Since
Pue(F',p) = 0 for all p, the code is "good” in the sense defined above even
if it cannot detect any errors!

An engineering rule of thumb is that if a code, with acceptable param-
eters (length and size), is good in the sense just defined, then it is good
enough for most practical applications. It has not been proved that there
exist good (n, M;q) codes for all n and M < ¢™, but numerical evidence
indicates that this may be the case.

We shall later show that a number of well known classes of codes are
good. On the other hand, many codes are not good. Therefore, it is
important to have methods to decide if a code is good or not.

A code which is not good is called bad, that is, a code C is bad
it Pue(C,p) > ]\{1;1 for some p € [0, %]. If C satisfy the condition
P(C,p) < év—f for all p € [0, %], we call it satisfactory. Clearly, ”satisfac-
tory” is a weaker condition than "good”. A code that is not satisfactory is
called ugly, that is, a code C is ugly if Py(C,p) > an for some p € [0, %].
Some authors use the term good for codes which are called satisfactory here.

The bound an in the definition of a satisfactory code is to some extent
arbitrary. For most practical applications, any bound of the same order of
magnitude would do. Let C be an infinite class of codes. We say that C is

asymptotically good if there exists a constant ¢ such that

PuslC.p) < P (€, 1)
forallC' e Candallp € [0, %} . Otherwise we say that C is asymptotically
bad.

A code C is called proper if P,e(C,p) is monotonously increasing on
[0, q;ql]. A proper code is clearly good, but a code may be good without
being proper.

A simple, but useful observation is the following lemma.

Lemma 2.1. Fori < j andp € [0, %} , we have

(2 0-m= = (2) a - 22
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Proof. We note that (2.2) is equivalent to
P ‘ P J
(Tva) 2 ([Toa)

and this is satisfied since

p
TEDE -

When we want to compare the probability of undetected error for two
codes, the following lemma is sometimes useful.

Lemma 2.2. Let x1,22,...2, and y1,72, - -.,Yn be real numbers such that
Ty Zw 222y 20

and

j
Z%’ZOforjzl,Q,...,n

i=1

Then
Z Yix; > 0.
i=1

Proof. Let oj =71 +72+---+7;. In particular, oy = 0 and by assump-
tion, o; > 0 for all j. Then

n

n—1
§ Yili = § i — O0i—1 371 § O;XT; — § O;Ti41
=0

=1

—Onxn-f—ZO'l x; —xiy1) > 0.

Corollary 2.1. If C and C' are (n, M;q) codes such that

forallj=1,2,....,n, then

for allp €10,(q —1)/q].
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Proof. The results follows from Lemma 2.2 choosing v; = 4;(C") —A;(C)

and z; = (qf;l) (1—p)"

Lemma 2.2 is satisfied; the second condition is satisfied by assumption. O

. Lemma 2.1 shows that the first condition in

Example 2.3. We consider the possible distance distributions of (5,4;2)
codes. There are 38 different distance distributions of (5,4;2) codes; of
these 10 occur for linear codes. It turns out that 2A4; is always an integer.
Therefore, we list those values in two tables, Table 2.3 for weight distribu-
tions of linear codes (in some cases there exist non-linear codes also with
these distance distributions) and Tables 2.4 for distance distributions which
occur only for non-linear codes.

Table 2.3 Possible weight distributions for linear [5,2; 2] codes.

2A1 2As  2A3 2A4 2As  type* no. of nonlinear no. of linear
0 0 4 2 0 P 0 3
0 2 0 4 0 P 0 2
0 2 2 0 2 P 0 2
0 2 4 0 0 P 12 6
0 4 0 2 0 P 24 3
0 6 0 0 0 S 4 2
2 0 0 2 2 G 0 1
2 0 2 2 0 G 0 4
2 2 2 0 0 S 24 6
4 2 0 0 0 U 0 2

aP: proper, G: good, but not proper, S: satisfactory, but bad, U: ugly.

We note that if C is a (5,4;2) code, and we define C’ by taking the
cyclic shift of each code word, that is

C" = {(cs,c1,¢2,¢3,¢4) | (c1,¢2,¢3,c4,¢5) € C},

then C’ and C have the same distance distribution. Moreover, the five
codes obtained by repeating this cycling process are all distinct. Hence,
the codes appear in groups of five equivalent code. In the table, we have
listed the number of such groups of codes with a given weight distribution
(under the headings ”"no. of nonlinear” and ”no. of linear”).

Using Corollary 2.1, it is easy to see that Pye(C,p) < Pue(C’,p) for
all (5,4;2) codes C and all p € [0,1/2], where C' is the linear [5,2;2]
code with weight distribution (1,2,1,0,0,0). A slightly more complicated
argument shows that Pye(C,p) > Pue(C”,p) for all (5,4;2) codes C' and all
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Table 2.4 The other distance distributions for (5, 4;2) codes.

N
B
[\
S
]
[\
S
w
[\
S
IS

2A5  type* no. of nonlinear

24
24
12
24
48
32
24
24
24
24
16
24
72
48
24
12
60
48

WWNNNNNNNRHRRRRERRRBRRR0O000000O0O
WNWN =R~ +H2OWNNINNERERF =R OO WWWw NN - =
O HF KR NFFRFOFRNWNINRFR WNNRFR WO WNOWWINR~W
COOR P NRNNOOROHRRFRNFCFNNHROOWRORRN
0O 00000 HHROOORHOOHROOOHROORROO
ccnnnnnnnihnndydydvvdvrnnwdddddYYd

aP: proper, G: good, but not proper,
S: satisfactory, but bad, U: ugly.

p € [0,1/2], where C” is the linear [5,2;2] code with weight distribution
(1,0,0,2,1,0).

For a practical application we may know that p < pg for some fixed py.
If we use an (n, M, d;q) code with d > pgn, then the next theorem shows
that Pue(p) < Pue(po) for all p < pg.

Theorem 2.2. Let C be an (n,M,d;q) code. Then Pu(C,p) is

monotonously increasing on [0, %} .

Proof. Since p‘(1 — p)"~* is monotonously increasing on [0, ﬂ, and in
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particular on [0, %} for all i > d, the theorem follows. O

2.1.3 The threshold

Many codes are not good for error detection (in the technical sense). On
the other hand, p is usually small in most practical applications and (2.1)
may well be satisfied for the actual values of p. Therefore, we consider the
threshold of C, which is defined by

6(C) = max {p' € [0, %} ‘ PLa(C,p) < Pug (C, %) for all p € [07p']} :

(2.3)
For p < 6(C) the bound (2.1) is still valid. In particular, C' is good for error
detection if and only if §(C) = (¢ — 1)/q. Note that 6(C) is a root of the
equation P,q(C,p) = Pua(C, (¢ — 1)/q), and it is the smallest root in the
interval (0, (¢ — 1)/q], except in the rare cases when P,4(C, p) happens to
have a local maximum for this smallest root. To determine the threshold
exactly is difficult in most cases and therefore it is useful to have estimates.

Theorem 2.3. Let 1(d;q) be the least positive oot of the equation

(LY a-w=t

q—1 q
If C is an (n, M,d;q) code, then 0(C) > 1(d/n;q).

Proof. For p < =1(d/n;q) we have, by Lemma 2.1,
< (i) 1-p" > A
i=d

q—1
= () a-p ) 0r -

(-2) a-wr=)"ar-y

qin(M—l) ud(c q%ql)

IN

Hence 6(C) > 1. O
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Example 2.4. For m > 1, let C,, be the binary code generated by the
matrix

m m m

~
1...10...00...0
0...01...10...0
0...00...01...1

Clearly, C,, is a [3m, 3, m; 2] code and
Pue(Cmm) — 3pm(1 _ p)2m + 3p2m(1 _ p)m +p3m.

For m < 3, C), is proper. The code Cy is good, but not proper. For the
codes C,,, d/n =1/3. For m > 5, we have

Pue(Cm, 1/3) > 3(4/27)m = g (32)m > ].7

Poo(Cm, 1/2) = 7/8m  — 7\27

and the code C,, is bad.

We have
w(52)(1-0(52)) =3

and so 1(1/3;2) ~ 0.190983. Hence 6(Cy,) > 0.190983. On the other hand,
if o, is the least positive root of 30™(1 — ¢)?™ = 7.273™ that is

o(l-0)* = (g)l/m%7

then

1
Poe(C,0) = 30™(1 — 0)2™ + 302™(1 — o)™ + 0% > 7-273™ = Py, (0, 5)

and so 0(Cy,,) < opm. Since (3/7)Y/™ — 1 when m — oo, we see that
Om — ¥(1/3,2). In Table 2.5 we give the numerical values in some cases.
The values illustrate that o, is a good approximation to 6(C.,).

Table 2.5 Selected values for Example 2.4.

5 0.3092 0.3253
6 0.27011 0.27055
10  0.22869306 0.22869335

30 0.201829421660768430283  0.201829421660768430299
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2.1.4 Alternative expressions for the probability of unde-
tected error

There are several alternative expressions for Py(C,p). Using Lemma 1.1,
we get

P M - qp
el = M- )
G na-p) TP A
and so Theorem 2.1 implies the following result.

Theorem 2.4. Let C be an (n, M;q) code. Then

Mo e L s
Pue(cap)_ anC(]' q—l) (]- p) .

In particular, if C is a linear [n, k;q] code, then

_ k—n _ ap _ N
Pae(Cop) =" A (1= 7) — (1 =)

g~ "iAl o) (1_ —1)i_(1_p)”.

Example 2 5. As an illustration, we show that Hamming codes are proper.

The [n = £51k = 25
q

— m;q] Hamming code C' is the dual of the

q—1
weight ¢! = (n(¢g—1)+1)/gand ¢™ —1 = n(qg—1). Since ¢F " =¢~™ =
1/(n(g —1) + 1), we get

[qm_l ,M; q Slrnplex code S,,. All the non-zero code words in S, have

q n(g—1)+1
Pue y :7(1 —]_(]_——) 1 )_1_ n
(C,p) P +n(g—1) P (1-p)
Hence for p € (0, q;ql} we get
L pe(C.p) ( )W, B 1-p)nt
- 1ue U, = - = n{l —
” p q_lp p
(n=1)(a=1) (n=1)(a=1)
=o{(@-pen) T (- 2p) T )0
q—1

since

(1— p)q/(qfl) > (1 — qi—lp)

Therefore, C' is proper.
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We go on to give one more useful expression for Pue(C, p).

Theorem 2.5. Let C be an (n, M;q) code. Then
A q n—i
Pue(Cyp) = ZA° (77) (- 750)

Proof. Combining Theorems 1.7 and 2.1, we get

Puel(C,p) = (1 —p>"{Ac(%) -1}
ZAQ (q—l)]i p)i(l_m)m
S (-

L)
q—1 0

2.1.5 Relations to coset weight distributions

We here also mention another result that has some applications. The result
follows directly from Theorem 1.19.

Theorem 2.6. Let C be an [n, k;q] code and S a proper coset of C. Let 0
be sent over ¢SC, and let 'y be the received vector. Then

Priyes) 0= A% () S (1-gm)"
Pr(y € C) (1—p)”Ac(m) q_1< )k+1'

2.2 P, for a code and its MacWilliams transform

Let C be an (n, M;q) code. Define P (C,p) by

= iAﬂc)(q%l)i(l —p)

If C is linear, then Theorem 1.14 implies that P (C,p) = P.(C*,p).
Similarly to Theorem 2.4 we get

PLC.p) = 3pAc (1= 25) —(1=p)", (2.4)

Theorem 2.7. Let C be an (n, M;q) code. Then

—-1- M
Pue(C,p) = M(1 —P)nPuLe(Ca ﬁ) +——-01-p)"
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and
—1—gqp 1
P L pyrp(c, =2y L gy,
) = 370 =) Pae(C =) 4 4 = (=)
Proof. From (2.4) we get
p
Pue(Cip) = (1 —p)"{ Ag( ———) —1
©n) == {Ac(—g7=) 1)
g q—l—gqp
=1-p)™{Ac(1- -1
( p){ C( q—l q—qp ) }
(1 _mn Lf(ra=1—ap g 1l—gp\"
—(1-p) {MPHE(O, — )+M(1 q_qp) 1}
gq—1—-gp\ M
=M1 -p)"PL(Cc,t—=)+=-(1-p"
O e (e R ()
The proof of the other relation is similar. (|

The dual of a proper linear code may not be proper, or even good, as
shown by the next example.

Example 2.6. Consider the code Cy defined in Example 2.4. It was shown
in that example that Cs is bad. On the other hand,

Pac(Cp) = {14301~ 20)° 430 2)° + (1 = 20)°} — (1= )",

and this is increasing on [0,1/2]. Hence C3 is proper, but the dual is bad.

There are a couple of similar conditions, however, such that if Py (C,p)
satisfies the condition, then so does P:(C, p).

Theorem 2.8. Let C be an (n, M;q) code.

(1) Pue(C,p) < Mq™™ for all p € {0, ‘1%1},

if and only if PL(C,p) < 1/M for all p € [ ,q;},
(2) PaclCp) < Mg {1 = (1= p)*} for all p € [0, 2],

if and only if Py (C,p) < I/M{l —(1-pr 7]9} for all p € [07 %}
(3) PaclCyp) < 841 = (1= p)"} for atlp e 0,22,

if and only if Py (C,p) < M{l -1 —p)”} for all p € [O,q;ql}'

n—1
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Proof. Assume that P,.(C,p) < Mg~ " for all p € [0, %1]. Using The-
orem 2.7 we see that if Pu(C,p) < M¢™", then

n _ 1 _ qp 1
PL(Chp) = 4 1—p”Pue(C,q7)+—— 1—p)"
(m =ty q—qp - 4p)
q" M 1 1
< (1 =p)"— — (1 =p)" = .
- ]\4 ( p) qn + M ( p) M
The proof of the other relations are similar. 0

Note that for a linear code C, the relation (1) is equivalent to the state-
ment that C is satisfactory if and only if C* is satisfactory.

2.3 Conditions for a code to be satisfactory, good, or proper

2.3.1 How to determine if a polynomial has a zero

In a number of cases we want to know if a polynomial has a zero in a given
interval. For example, if d%Pue(C, p) > 0 for all p € (0, %), then C is
proper. If Py (C, %) — Pue(C,p) > 0 then C is good (by definition). If
Ac,(z) — Ac,(2) > 0 for z € (0,1), then Puye(C1,p) > Pue(Ca,p) for all
pE (O, q;ql), and so (5 is better for error detection than Cy. The simplest
way is to use some mathematical software to draw the graph and inspect
it and/or calculate the roots. However, this may sometimes be misleading.
Therefore, we give a short description of the systematic method of Sturm
sequences.

Let f(z) be a polynomial and [a,b] an interval.
Define the sequence fo(z2), f1(2),- -, fm(z) by the Euclidean algorithm:

fO(Z) = f(Z)7

fi(z) = f'(2),

fi(z) = —fi—2(2) (mod fi—1(2)), deg(fi(z)) < deg(fi-1(2)) for 2 <i <m,
fm(2) divides f,—1(2).

Define go(2),91(2), -+ , gm(2) by
fi(2)

If go(a) = 0 we divide all g;(z) with (z — a); and if go(b) = 0 we divide all
gi(z) with (z — b).
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Lemma 2.3. The number of distinct zeros for f(z) in (a,b) is given by
#{i]gi—1(a)gi(a) <0, 1 <i<m}—F#{i| gi—1(b)gi(b) <0, 1 <i<m}.

Another method which is not guaranteed to work, but is simpler when
it does, is to rewrite f(z) into the form

n

f2) =) aiz—a)'(b—2)""

=0

where n = deg(f(2)). If a; > 0 for all ¢, then clearly f(z) > 0 for all
z € [a,b]. For example, this is the method behind Theorem 2.5.

Example 2.7. As a further example, we show that the [2,2™ —m — 1, 4]
extended Hamming code is proper. For convenience we write M = 2™~
Then

Pae(p) = T2 1+ (AM = 2)(1 = 2p)™ (1 = 2pM } — (1= p),

and so

d ~ _ _
d—pPue(p) =2M(1—p)*M " —(2M - 1)1 —2p)M ! — (1 —2p)*M "
=2M(p+1—2p)*M~1

—(2M = 1)(2p+ 1 —2p)™ (1 = 2p)M " — (1 — 2p)*M~!
2M—1

2M — 1\ . )
—9M i(1—2 2M—1—3
> (Y ra-
Mo .
—eM-1)3° ( i )W(l —2p) M (1 )Mt
1=0
2M—1 ‘ )
_ Z Oﬁpz(l_2p)2M71717
1=0

where ag = a1 = as =0, and

ilo; = 2M (2M — 1)(2M — 2){ﬁ(2M—j) - ﬁ(ZM —2j+ 2)} >0
j=3 j=3

for 3 < i< 2M — 1. Hence d%Pue(p) >0 for all p € [0, %}, that is, C is
proper.
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2.3.2 Sufficient conditions for a code to be good

Theorem 2.5 may be useful to show that a code is good or proper. First,

-1 M -1 n
Pue(C,qq )— (q P +1-— g )

= p

q" q—1 q—1

M—-1<~/n\ ./ p \¢ q n—i

= ) (11— —— .

q" ;(i)q (q—l) ( q—lp)

Therefore, if
a2 < TV (") (2.5)
T = q" i !

for 1 < i < n, then C is good. We can now use the results in Corollary 1.7.
For 1 < i < d we have A? = 0 and so (2.5) is satisfied. For 0 <n —i < d*+
we have A? = (Mg~ —1)(") and so

200 () o

and (2.5) is again satisfied. Therefore we get the following theorem.

Theorem 2.9. Let C be an (n, M, d;q) code with dual distance d+. If
po < M=) (m
1 — qn—i 7

ford <i<mn—d*, then C is good.

2.3.3 Necessary conditions for a code to be good or satis-
factory

We will give some necessary conditions for a code to be good.

Theorem 2.10. Let C be a good (n, M;q) code. Then, for alli, 0 <i<n
we have

M—-1 n"(q—-1)"  M-1
AO) S = G — T~ A

Proof. Choosing p = % we get

M (o) =S ()

> () () = Al
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This proves the inequality. The equality follows directly from the definition
of the g-ary entropy function H(z) since
—Hg(z) _ o )z N\ 1-z
q q (q 1 (1 Z) . O
Theorem 2.11. Let C be a satisfactory (n,M;q) code. Then, for all i,
0 <7 <n we have

M  n"(qg—1)
) PO s
Al(c) — qn Zi(n_z)n—z’
Aty < . e l)

M it(n — i)t
Proof. The proof of the first inequality is similar to the proof of Theorem
2.10. For the second inequality, we first note that

Mg~ > Pu(C,p)

-1
j=1
> Mg ”+Mq*”Af(l - z Ip) —(1-p)"
and so ,
1 a N4 n
_ <2 (1_
A; (1 = p) < 571-»)
Choosing 1 — Llp = m we get
AR (— 1 ) <= :
1((n—i)(q—1)) *M(n—i) O
Theorem 2.12. Let C be a good (n, M;q) code. Then
MA; < (g —1)n.
Proof. From Pu(C,p) = Mq "> ", Al(l — —p) — (1 —p)™ we get
d . qz q i-1
g Pue(Cp) = n(1—p)"™" — Mg Z A1 q_lp) :

Since P,e(C,p) cannot be decreasing at p = T for a good code, we get
d
0 < _Pue Ca ‘
S (C.p)
n M

_ q 1
SeT g g1

m{(q—l)n—MAf}. 0

—g—1
pP="
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A class of necessary conditions can be obtained by considering a
weighted average of P,(C,p) over some interval. We first formulate this as
a general theorem, and thereafter we specialize it in two ways.

Theorem 2.13. Let C be a good (n, M;q) code. Let
0<a<b<(¢—1)/q

and let f(p) be a continuous non-negative function on [a,b] such that
f; f(p)dp =1 (that is, a probability distribution). Then

b p—
/J@mmmngf

Proof. Since C is good, Pye(C,p) < Ng;l for all p € [a, b], and so

b b
M-1
[ toracndr< [ 1o)==
M—1 [ M—1
— [T
q a q U
To compute the integral f; f(p)Pye(C, p)dp we use one of the explicit
expressions we have for Pu,.(C,p). Let us first consider a constant f(p),

that is f(p) = ﬁ for all p. For this case, it is most convenient to use
Theorem 2.4, that is,

Puc = 43t (1- ) -

q—1

This gives

/abf(p)Pue(C,p)dp = WM_G)gAiL(C)/a (1 - ﬂ)idp
—rlco/f( Py
lz qz+1)
e

{ n+1 1 _ b)"+1}.

This gives the following corollary.
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Corollary 2.2. Let C be a good (n, M;q) code and let
0<a<b<(¢g—1)/q.
Then

ﬁg(éb__lc)l) - Aii(C){(l_ qq_al)i+1 - (1 qq_bl)z‘ﬂ}

=0

1
_m{(l — a)”“ —(1- b)n+1}
1

=

<
qn
For the next special case, we let ¢ = 0 and b = (¢—1)/b and for f(p) we

use a so-called beta function. More precisely, let a and 3 be non-negative
integers. Then (see e.g. Dweight (1961))

1 alB! 1
2%(1—2)8 = = .
[ -5 3

(¢—1)/q a .
[ ) b e

Therefore, a possible choice for f(p) is
o) = (a+ﬂ+1)q“+1(“25)( p )a(l_ qp )ﬁ
P q—1 q—1 qg—1/ "
For the application of this weighting, the most useful form of P,(C,p) is
the one given in Theorem 2.5:

Pue(C,p) = ZAO (q—l)i(l qq—pl)nﬂl'

Hence

This gives
(a—=1)/q
[ P
0
(o + B+ 1)got? a+5 n (a=1)/a ita n—i+g
_ (" E:A ”/ (2) " (1= )" gy

q—1 q—1 q—1
(04+5+1) a+1 a+ﬂ 2": g—1
a q—1 — n+a+ﬂ+1)qi+a+1(”jjj(jﬁ)
_ (a+0+1) iA (0‘25) .
(n+atf+1) i (")
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Since
(a+B+1)(F) ()
(n+a+B+1)(HetP) — (viedBy

we get the following corollary.

Corollary 2.3. Let C be a good (n,M;q) code and let a and 3 be non-
negative integers. Then

+6+1
= Aq0) (A ) < M -1
; TotprDy = :
o ¢ (e ) qa

For a linear [n, k, d; ¢] code, a general lower bound on A, is ¢—1, and for
a non-linear (n, M, d; q) code a general lower bound on A4 is 2/M. Now, let
A be some positive number. We will consider (n, M, d;q) codes for which
Ag > A. In the rest of the subsection we also use the notations

Q= a 7 and K =In(M/A) =InM —In A.
q—
By definition,
PA(CY) > 5t (- Qp)* (1 )"
we\LsP) =2 M M p p
Hence, if
A d n
A—Qnt=-pn, 2:6)
then PL(C,p) > ;. Taking logarithms in (2.6), we get the equivalent
condition

—k+dln(l —Qp) > nln(l — p).

Combining this with Theorem 2.8, 1), we get the following lemma.

Lemma 2.4. If C is an (n,M,d), code and

then C' is ugly.

Any choice of p, 0 < p < (¢ — 1)/q now gives a proof of the existence of
a p(d, k) such that if n > p(d, x) and C is an (n, M, d) code with A; > A,
then C' is ugly for error detection. The strongest result is obtained for the p
that minimizes h(p). We cannot find a closed formula for this, but consider
approximations.
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We will use the notations

f(p) = %, and g(p) = ﬁ-
Then
h(p) =d f(p) + kg(p). (2.7)

The function f(p) is increasing on (0, (¢ —1)/q), it approaches the value
Q when p — 0+, and it approaches infinity when p — (¢—1)/q—. Moreover,

_ QU -p)n(l—p)+ (1 - Cp)In(1 - Qp)

f'(p) (1-p)(1—Qp)In(1 —p)? 7
and
v f1(p)
P = S et
where

fi(p) = Q*(1 = p)*(In(1 — p))* +2Q(1 — p)(1 — Qp) In(1 — p)
—2(1 - Qp)*In(1 — Qp) — (1 — Qp)*In(1 — p) In(1 — Qp)

>0

for all p € (0,(q — 1)/q). Hence f is convex on (0,(q — 1)/q). Similarly,
the function g(p) is decreasing on (0, (¢ —1)/q), it approaches infinity when
p — 0+, and it takes the value —1/1Ingq for p = (¢ — 1)/q. Moreover,

—1 —(1-Qp)

90 = T = ~ =P - Qp) (i~ )%

—(2+1n(1 —p))
(1 —p)*(n(l —p))?

for all p € (0, (¢ — 1)/q), and so g(p) is also convex on (0, (¢ — 1)/q). This
implies that the combined function h(p) is also convex on (0, (¢g—1)/q) since
k > 0, and it takes its minimum somewhere in (0, (¢—1)/q). We denote the
value of p where minimum is obtained by p,, and the minimum by u(d, %).

From Lemma 2.4 we get the following necessary condition for a code to
be good.

>0

q"(p) =

Corollary 2.4. If C is good for error detection, then n < u(d, k).
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One can find good approximations for u(d, k) when d > k or k > d. Here
we give some details for d > k. Let kK = ad, where « is a parameter,
0<a<1. Then

) = a0
and
h'(p) _ —Q(1—p)In(1—p)+(1—-Qp)In(1—Qp) a
d (1-p)(1=Qp)In(1 — p)? (1 =p)In(l —p)?’

In particular A'(p) = 0 if (and only if)

Q0 —p)(—p) +(1—Qp)In(1 - Qp)
1-Qp

We want to solve this for p in terms of a. There is no closed form of this

solution. However, we can find good approximations. For a — 0+, we see

that p — 0 and h(p) — Q. We will first describe this important case in

more detail. We note that @ — 0+ implies that d — co. The parameter &

may also grow, but then at a slower rate (since d/x — 0).

=\

There exist numbers a; and b; for i =1,2,... such that, for any r > 0,

. (2.8)

Theorem 2.14. Let

pm =Y aiy' + 0@y,

=1

and

p(d, ad) = dQ {1 +2Q 1)) by + 0<yr“>}

=1

when y — 0 (that is « — 0). The first few a; and b; are given in Table 2.6.

Proof. First we note that a = 2Q(Q — 1)y? and so

_ . In(1-Qp) —2Q(Q — 1)y?
h(p) =d (= p) ;

and
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Table 2.6 a; and b; for Theorem 2.14

7 a; bz

1 2 1

2 —(8Q+2)/3 (2Q —1)/3

3 (26Q2 +22Q —1)/9 (2Q? —2Q —1)/18

4 —(368Q3 +708Q% —12Q +8)/135  —2(Q —2)(2Q — 1)(Q +1)/135
where

H(p,y) = —Q(1—p)In(1—p) + (1 - Qp) In(1 - Qp) —2Q(Q — 1)y*(1 - Qp).
Hence h'(p) = 0 if H(p,y) = 0. Taking the Taylor expansion of
H(> aiyt,y) we get

(Zazy y) - 4y +2 (Qa1+a1+6a2+12Q)

All coefficients for i < r should be zero. In particular, the coefficient of y2
shows that a = 4. Since ajy? is the dominating term in the expression
for p when y is small and p > 0, we must have a3 > 0 and so a; = 2.
Next the coefficient of y* shows that as = —(16Q + 4)/6. In general, we
get equations in the a; which can be used to determine the a; recursively.
Substituting the expression for p into h(p) and taking Taylor expansion, we
get the expression for u(d, k). O

Assuming that ko — 0 and taking the first three terms of approxima-
tion, we get

2Q — 1
3

w(d, k) = dQ + /2drQ(Q — 1) +

K,

(the other terms goes to zero with y).

By definition, h(p) is an upper approximation for any p. One way to
get a good upper approximation is to choose for p a good approximation
for p,,. For example, taking the first term in the approximation for p,,,
that is, p = /2a/(Q(Q — 1)), we get

u(d.x) < (V20/@QQ 1))

By similar analysis, one can determine approximations for u(d, ) when
k is larger than d. The main term is

w(d, k) =~ ng’
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2.3.4 Sufficient conditions for a code to be proper
An immediate consequence of Theorem 2.2 is the following theorem.

Theorem 2.15. If C is an (n,M,d;q) code and d > %n, then C is
proper.

A related condition is the following.

Theorem 2.16. If C is an (n, M,d;q) code and d*+ > %n, then C is
proper.

Proof. Any code of length one is proper, so we may assume that n > 2.
Let

(6) = Pun(Co) = o + q% S

i=dt q—1
Then
gp \i-1
P =t =y M S g 4wy
Hence
i1
ap
') )
_— — =1- 7. 2.9
n(l_p)nfl q_]_ nlz )71 ( )
We note that d+ > Q;qln implies that
dl—lz(q_l)”+1—1=q_1(n—1)-
q q

Hence, for all ¢ > d*+,

i—1 dt—1 (n—1)(¢g—1)/
(1= )™ o (1o )" o (g e

qg—1 g—1 q—1
and so
i1
_ ap_ (a-1)(n-1)/q
<1 q_l) B e <1
(L=p)n=t =\ (1 =p)/la=D T
Therefore, by (1.4)
!/
M
L),l >l Z iA}
n(l—p)" n(g—1)g"~t £
M qn 1

=1

n(qg—1)gn—1 M {(g—1)n— A1} >0.

Hence, f/(p) > 0 for all p € [0, (¢ — 1)/¢] and so C' is proper. O



58 Codes for Error Detection

Remark 2.1. The bound in the theorem cannot be improved in general,
in the sense that there exist bad (n, M, d; q) codes for which d+ = %ln

The idea of the proof of Theorem 2.16 can be carried further. Let
O0<a<(¢g—1)/q. If h(p) = (1——p) , then

q q a—1
W (p) = — __(1____)
(p) aq_l q_lp <0

and

h"(p):a(a—l)( d )2(1—Lp)a_2<0.

qg—1 qg—1

q «
1————) —1-
( P P

has a unique solution p(g, ) in the interval 0 < p < £==. We observe that if

a < 3, then (1 — —p) (1 — ﬁp) for all p. Hence, (g, ) > p(q, B).

Theorem 2.17. If C is an (n,M,d;q) code and

d d+—1
_Zp(qv )7
n n—1

Hence, the equation

then C' is proper.
Proof. By (2.9),

qp -1
f'(p) (1-7%) .
1 n—1 — L- 1 n—1 1 1 Z ZAlv
n(l—p) (1-p n(g—1)q —
(1 qp a1
g1 M q”fl
=1- : ~n—A
(1 —p)n—1 n(q — 1) n—1 M {(q )n 1}
( _l%) (@t -1)/(mn-1) )" "
z 1= >0
(1-p)
for

d+—1 g—1
p@, )<p<——<
n—1 q
Hence, f(p) is increasing in this interval. On the other hand, by Theorem
2.2, f(p) is increasing on [0, d/n]. Combining these two results, the theorem

follows. O
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Example 2.8. The equation for p(2,1/3) is (1 — 2p)'/3 = 1 — p, that is,
1 —2p = (1 — p)? which has the solution p(2,1/3) = (3 — v/5)/2 =~ 0.3819.
Hence, if C' is an (n, M, d;2) code such that (d+ —1)/(n — 1) > 1/3 and
d/n > 0.3819, then C is proper.

Example 2.9. Consider a code C for which d > 2 and d*+ = %n. Let

a= (%n— 1)/(n— 1). If
2 2
(1— L—) <1- 2, (2.10)
q—1n n
then p(q, @) < 2/n and the code C is proper by Theorem 2.17. A careful

analysis shows that (2.10) is satisfied for n > 5 when ¢ = 2 and for n > 3
when ¢ > 3.

To formulate the next sufficient condition for a code being proper, we
define the functions

s~ (n\( @ N, ap \"
Az(p)_jz_;(j)(q—l) (1 q—l) '
Theorem 2.18. Let C be an (n, M;q) code. Then

As(C A2(C) A2, (C)
ruicn = {5+ LD - TS o

Proof. Since
Alp) — A () = @w‘(i)i(l -y

Theorem 2.5 implies that

Pue(C,p) = ZAQ

i=1 (7;) i=2 (1‘—1)‘11_
_ A0, ~A3(C)  A7L(0) A
(s 1“’”;{ AT AT A

The representation in Theorem 2.18 is useful because of the following
result.

Lemma 2.5. The functions A;(p) are increasing on [0, %] for alli>1.
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) z (VG2 5 0-2)"
() (- 27 )
- 1;1(+) y(;2) (-2
() ><—>

1
_q (n (qp qp )”*i
= - >0
q—l() q—1

for all p € (0, 4 ) O

n

Combining Theorem 2.18, Corollary 1.7, and Lemma 2.5, we get the
following result.

Theorem 2.19. Let C be an (n, M;q) code. If
Af(C)  ATL(C)

- >q - (2.11)
(z) (1'—1)
ford+1<i<n—d*, then C is proper.
Remark 2.2. The condition (2.11) can be rewritten as
iA7(C) = q(n —i+1)A7_1(C) (2.12)
and also
~ i) w« (i =D
TAj(O) 2 QZ TAJ(C% (2.13)
j=1 7) j=1 (J)
where

2.3.5 Large codes are proper

The code Fy' is proper: Pue(Fy',p) = 1 — (1 —p)" and this is clearly

increasing with p. Hence, there exists a bound B(g,n) < ¢™ such that if
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M > B(q,n), then any (n, M, q) code is proper. We will give estimates for
B(g,n). Let
_(gn-ntq)+s

2(gn —n —q)

Blg,n) =

where

= V/(gn —n+q)? +4n(g — 1)(gn — n — q)g".
Lemma 2.6. If |C| < 3(q,n), then C is proper.
We note that if |C] > ¢" — 3(g,n), then
ICl < B(g,n).

Hence from the lemma we get the following equivalent result.
Theorem 2.20. For ¢ > 2 and n > 3 we have

B(g,n) < q" - B(g,n);
that is, any q-ary code of size at least ¢™ — B(q,n) is proper.

Proof. Combining Corollary 1.3 and Theorem 2.19 (with the condition
in the form (2.13)), a sufficient condition for C' to be proper is

i Otk @ 20 (1) (a - 1)

n(l

-1 ) n ;
> qz w{MAi + (¢" —2M) (l) (¢—1)}

We also note that

s (o= (ot

i=1 =1

for 2 < I < n. Hence, the sufficient condition for C' to be proper can be
written

l
I .
MZ%ArF(q —2M)(¢' - 1)

> qMZ ”A +(¢" —2M)q(g "' — 1) (2.14)

for 2 <[ <n. Omlttlng the term for ¢ = [ in the sum on the left-hand
side and rearranging, we get the following stronger sufficient condition for
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C to be proper (stronger in the sense that if (2.15) is satisfied, then (2.14)
is also satisfied):

(" —2M)(g-1) = M fj el (ot ECED

for 2 <1 <n. Since

UnR IO l 1 (1= 1) . )
om0 =gl —qgi 1) < —(qgl —q—1
n(l) 1 l—i n ('fl—l (i—1) (q qv )* n(q q )7
we get
i -1
(I =1 l 1 1
; e T < (al =1 q); ~(ql—1—a)( )

(2.16)
Combining (2.16) with (2.15), we see that a yet stronger sufficient condition
for C' to be proper is

(" ~2M)(g 1) > (gl ~ 1~ @) M(M ~1) (217)

for 2 < [ < n. The strongest condition is imposed for [ = n and this
condition is

(¢" —2M)(qg—1) >

3

(qn—n—q)M(M —1).
This is equivalent to
M < B(q,n).
This completes the proof of Lemma 2.6 and Theorem 2.20. ]

Using different estimates, we can obtain a stronger bound than Theorem
2.20; this bound is not explicit, however, but needs some computation. In
(2.15), the terms in the sum are non-positive for ¢ — /(I —4) < 0, that is
1 >1(q—1)/q. If we omit these terms, we get the stronger conditions

Li(g—1)/q] (1 —1)@ I
G UUERESTED DR (q— l_i) A (218)
i=1 ¢
for 2 <1 < n. We note that the condition for [ + 1 is stronger than the
condition for [ since

(l)u)( e ) _lgltg—gi-l-1)

(I =1Da (q—%) S+ 1—d)(gl—qi—1) ~

—1
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for i <1(q¢—1)/q. Hence, the strongest condition is the condition for [ = n,
namely
[n(g—1)/q] 1
(@ —2M)g-1)=M S —(gln—i)—n)A. (2.19)
- "

We have A; < (7)(¢ — 1)". We can use this bound on A;, but must take
into account that Y ;- | A; = M — 1. Let

M, Z<>q_1

Assume that M > M,_; where r < [n(q —1)/q], and let

5= (atn =) - (") 0=+ laln =)~ )1 = 1= 01, y)
i=1
Then
r—1 n } ln(q—1)/q]
523 ot (}) @0 i -m A
i=1
r—1
~atn=n-m Y (7)1
r—1 ) n(q—1)/a]

:Zq(r—ﬂ(?)(Q—l)i—i—(q(n—r)—n) ; A;

[n(q—1)/q] r—1 n
= Y o-wa T -o((]) -1 - 4)
i=1 i=1
[n(q—1)/q]
+ Z q(i — ’I‘)Ai
1=r+1
[n(q—1)/q]
> > ((g—i)—n)A.

i=1
Hence, by (2.19) we get the following stronger sufficient condition for C' to
be proper:

r—1
" =200 =) = 25 a1 - o)) a1
1=1
M

—l—;(q(n —r)—n)(M —1—-M,_1).
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Solving this inequality, we get a maximal value which we denote by 5,.(q, n).
Provided f,(q,n) > M,_; (this was a requirement for the derivation above)
we have

B(TL, q) S qn - 6r(q7n)‘
In particular, $1(q,n) = B(¢,n). The larger r is, the larger is the corre-
sponding (,-(¢,n). Therefore, we want to choose r as large as possible. We
know that we can use r determined by M,._1 < 3(q,n) < M,. Usually, but
not always, this is maximal.

Example 2.10. We illustrate the procedure by a numerical example,
namely ¢ = 3 and n = 21. The values of M, and (3,(3,21) are given
in Table 2.7. Note that this is an example where r determined by
M,_1 < B(¢g,n) < M, is r = 4, whereas the maximal r that can be used is
larger, namely, r = 5.

Table 2.7 Table for Ex-
ample 2.10

r My_q 6r(3,21)

0 106136.11

42 110468.15

882  115339.98

11522 120392.84

107282  121081.17
758450

S UL W N

A lower bound on B(g,n) is obtained by giving an explicit code which
is not proper. Let

v(2,n) = 9l(n+3)/2]
7(g,n) = ¢" "2 for ¢ > 3.
Theorem 2.21. For ¢ > 2 and n > 4 we have
B(g,n) > ¢" = (q,n).
Proof. Let C be the (n,q";q) code
[(x[0) € F | x € FY}.

A = <I:> (¢—1)

It is easy to see that
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for all 7. Hence,
Ok ,
Rl = 3 (£)a=p - = -

i=1

Therefore, if f(p) = (¢" — ¢*)P.(C,p), Corollary 1.3 shows that

fo)=d"(1-p)" "= (1-p™") + (" —2¢")1—-(1-p)")
=q"—2¢"+¢" 0 —p)" " = (¢" — "1 —p)".

Hence,
f'(p) = =(n = k)" (1 —p)" "' +n(g" - "1 -p)" 7,
and so
JH(%) =—(n =k " (" — ¢"g T <0
if

—¢*(n—k)+n(g"F-1) <o. (2.20)

Let k = (n+ «)/2 (where o = 1,2,3). Then (2.20) is equivalent to

q("_")/2(n—q°‘nga) —n <0.
For a = 3 and ¢ > 2 we have
JN—a 3n —3
n—q¢*——<n—-2>——<0forn>4.
2 2
For a = 2 and ¢ > 2 we have
JN—a oqn — 2
n—q¢*—— <n—-2°—— <0 forn>4.
2 2
For a =1 and ¢ > 3 we have

— -1
n—qo‘%gn—?)nTSOfornz?).

Hence, f’ -

q>3,k=|(n+2)/2], and n > 4. O

/N

ﬂ) <0forq=2,k=|(n+3)/2], and n > 4; and also for
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2.4 Results on the average probability

2.4.1 General results on the average

In this section we consider the average probability of undetected error for
the codes in some set C of codes of length n.

The common notations for the average and variance of a stochastic vari-
able X are E(X) and Var(X) = E(X?) — E(X)2 Further 0 = y/Var(X),
the standard deviation of X.

For our particular application use the notations

Py (C,p) #C > Pue(C,p),

ceC

and

Var(C,p) = Var({Puw(C,p) | C € C}).

For § C F", let
#{Cec|ScO}
#C

If S = {x1,x%2,...%X,}, we write for convenience a(S) = a(x1,X2,...Xy).
From the definitions and Theorem 2.1 we get the following result.

a(5) = ac(9) =

Theorem 2.22. Let C be a set of codes of length n and size M. Then

(xy)
Pue(c,p):% Z a(x’y)(i)dl*l y(l_p)n—dH(X,y).

-1
(x,y)e(Zp)? 1
XAy

Proof. We have

(x,y) —dn(x
uecp #CZ Z (q—l) (].—p)n du(x.y)

ceC (x,y)€C?
XAy

1 P dH(x)y) n— 1
RO MR - DV
y)e(zy)? q cec
xAy x,yeC
1 p du(x,y) d
== > a(XJ)(—) (1 —p)" o),
M (y)e(z)? ¢-1

XAy O
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For linear codes we get a simpler expression, using Theorem 1.13.

Theorem 2.23. Let C be a set of linear codes of length n. Then

Pue(C,p) = Z a(x)(L)WH(x)(l — p)nwn(),

xEGF(q)™ qg—1
x#£0

Let
Ai(C > Al
#C cec

Then clearly

Pue(C,p) ZA (q_ 1)i(l —-p)"

From Theorems 2.22 and 2.23 we get the following corollaries.

Corollary 2.5. Let C be a set of all codes of length n and size M. Then

A;(C) = % Z a(x,y).

(e y)e(F)?
dyy (x,y)=1

Corollary 2.6. Let C be a set of all linear codes of length n and dimension
k. Then

x€EGF(q)"
wiy (x)=4

2.4.2 The variance

For the variance we get similar results.

Theorem 2.24. Let C be a set of codes of length n and size M. Then

1
— 2
Var(C,p) = —Pue(C,p)” + 2 E a(u,v,x,y)
(). () E(Fg)2

uEv,x£y

( p )da<u,v>+da<x,y> a

. )Qn—dH(u,V)—dH(an).
q—1

-Dp
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Proof. We have

B(Pu(p) = 25 3 PaolC.p)

ceC
1 1 ( P )dH(mV) —d
T ()
#C ceC M (u,v)#EC2 q- 1
1 P du(x,y) n—d (x
3 TG
(x,y)eC?
XAy

1
= W Z OZ(U,V,X, Y)

(UYV),(x,y)E(F(T)Q
uFtv,x£y

( P )dH(U,V)+dH(x1Y)(1 B

2n—du (u,v)—du(x,y)
_Z p) .
q—1

O

Similarly, we get the following alternative expression for linear codes.

Theorem 2.25. Let C be a set of linear codes of length n and dimension
k. Then

Var(C,p) =
S alxy)pn (e (1 pesun(-us®) _ P, (C,p)°.

x,yEGF(q)"\{0}
2.4.3 Awerage for special classes of codes

Next, we consider the average for some special sets of codes. First, for some
fixed (n, L; q) code K, let

Con(K)={C|CCK and #C=M}
denote the set of (n, M;q) subcodes of K.

Theorem 2.26. Let K be an (n, L;q) code and M < L. Then

M-1

—PueK7 )
71 Fue(X,P)

Pue(C(M)(K)vp) =

Proof. First,

#C) (K) = (]Lw>
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We see that if x ¢ K or y ¢ K, then a(x,y) = 0. On the other hand, if
x,y € K and x # y, then

#{CeCan®) | xyech= (1 5).

and so

and

ACon(K) =17 Y alxy)

(x,¥)E(Z)2
dyy (x,y)=1

M(M —1)
2 L(L—1)

= Ai(K). (2.21)

Hence,

M—-1
Pue(C(M)(K)vp) = ﬁPue(Kap)' -

Choosing K = GF(q)™ we get the following corollary.

Corollary 2.7. We have

Puc(Con (GF@)")p) = oy {1 - (1 =0)"}.

Remark 2.3. Corollary 2.7 implies in particular that for any given n, M,
q, and p there exists an (n, M;q) code C such that

M-1
PulCp) < {1 - -p)}. (2:22)
It is an open question if, for given n, M, ¢, there exists an (n, M;q) code
C such that (2.22) is satisfied for all p € [0,(¢ — 1)/¢]. A code satisfying
(2.22) for all p € [0, (¢ — 1)/q] is clearly good. However, it is even an open
question if there exist good (n, M;q) codes for all ¢, n and M.
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A sufficient condition for the existence of codes satisfying (2.22) is the
following.

Theorem 2.27. Let C be an (n, M, d;q) code with d > q;qln. Then (2.22)
is satisfied for all p € [0, (¢ —1)/q].

Proof. First we note that

(g—1)n+1
7q )

d>6=

By Theorem 2.49 (which is an immediate consequence of Lemma 2.1), we
have

Pue(C,p) < (M — 1)(%)5(1 o (223)
Let
fp) = 2{:1{1—(1—19)"} _(M_l)(%)é(l_p)”fé-

We see that if f(p) > 0, then by (2.23), (2.22) is satisfied. We have

f'(p) = (Aq{%ll)n(l —p)" - (24__1)15135‘1(1 —p)" (5 — np)
n— n 1
= (M =D -p) - e) )
where
A G
9(p) 1-p)°
We have
. Spd—2 Spd—2 —1
J'(p) = (l_pw@—l—(n—l)iﬂ) = Jw("—l)(%—p) > 0.
Hence, g(p) is increasing on [0, (¢ — 1)/q]. Since
s (M —T1)n q(q—1\ M-1 n 1
110 = “a > 0ad F (=) = e (- ) <

this shows that f’(p) is first positive, then negative and so f(p) is first
increasing, then decreasing on [0, (¢ — 1)/q]. Since f(0) = f((¢—1)/q) =0,
we can conclude that f(p) > 0 for all p € [0, (¢ — 1)/g¢]. This completes the
proof. O
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Remark 2.4. By Theorem 2.15 we know that d > %n also implies that
C is proper. A simple example which shows that for d < %n, C may be
proper without (2.22) being satisfied, is the proper (5,4;2) code

C' = {(00000), (00001), (00110), (01111)}.

The distance distribution for this code is 1,1/2,1,1,1/2,0 and it is easy to
show that

%Ml—pf+p%1—m3+p%l—m2+%ﬁﬁfﬁﬁ>é%ﬂ—(l—m%

for all p € (0,1/2), that is, (2.22) is never satisfied for this code.
We get similar results for the average of linear codes. For some fixed
[n, k; q] code K, let
Ciy(K)={C|CC K and dim(C)=k}
denote the set of [n, k; ¢] subcodes of K.

Theorem 2.28. Let K be an [n, k;q] code and k < k. Then

-1

Pue(c[k](K)ap) ﬁpue(Kap)

Proof. First,
k=1, g i
H] _ [[ico (¢" — )
TS (6 = )
the Gaussian binomial coefficient. We see that if x ¢ K, then a(x) = 0.
On the other hand, if x € K, then

#Cp (K) = [

#C e Ixecy= ;7).

k—1
and so
){—1] k
(- q" -1
a(x) = 4E =
%] q
and
¢t —1
Ai(C(K)) = e 1Ai(K). (2.24)
Hence,
¢“ —1
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Choosing K = GF(q)™ we get the following corollary.

Corollary 2.8. We have
k

PuclCi(@F(@")op) = E=5 {1 - (1=},

Comparing Corollaries 2.7 and 2.8, we see that
Pue(c[k] (GF(q)n),p) = Pue(c(qk)(GF(Q)n)vp)' (225)

Even if the averages happen to be the same, there is no reason why, for
example, the variances should be the same. This is illustrated by the next
example where the variances are different.

Example 2.11. In Example 2.3 we gave a listing of the possible distance
distributions of (5, 4;2) codes. From these we can compute the average and
variance. For the average we get

PaolCin (GF(2°),) = Pao(C(GF(2),p) = {1 - (1= )7,

as we should by (2.25). For the variance we get

F i 1_ 10 z
Var(Cuy(GF(2)° 8992up
_ 10 1
Var(Crp(GF(2)°),p 3121)1]9 (1
where the wu; and wv; are given in Table 2.8. It turns out that

Var(Cuy(GF(2)%),p) < Var(Cig(GF(2)®),p) for all p € (0,1/2).

Table 2.8 The coefficients u; and v; in Example 2.11.

% 2 3 4 5 6 7 8 9 10

u; 369 720 1818 1800 1890 864 513 T2 45
v; 19 20 68 50 70 24 23 2 3

2.4.4 Average for systematic codes

Next we will consider the average probability of undetected error for some
classes of systematic codes (the variance can be found in a similar way). Let
SYS(n, k) be the set of systematic (n, ¢*; q) codes, SYSL(n, k) be the set
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of systematic linear [n, k; q] codes and SYSL(n, k,d) the set of systematic
linear [n, k, d; q] codes. We consider first general systematic codes. Then
we give a more detailed analysis of some classes of systematic linear codes.

Theorem 2.29. For 1 < k < n, we have
Pu(SYS(n,k).p) = ¢ {1~ (1 - p)*}.

Proof. We can write the vectors in the form (u|v), where u € F, qk and
v E F;"k. Let C be a systematic (n, ¢*; ¢) code. By definition, two distinct
code words of C' must differ in some of the first k& positions. Hence, for the
class SYS(n, k), we get a(x,y) = 0 if x and y are identical in the first &k

positions. To get a systematic code, the last n — k positions can be chosen
k

arbitrarily. Hence #SYS(n, k) = (q"‘k)q . On the other hand, if x and y

qF -2
differ in some of the first positions, then they are contained in (q”*k)

codes. Hence

()"
e (2.26)

q
()
From Theorem 2.22, we get

Pue(c,p) _ i}.@ Z q2k72n (L

-1
9 ((ulv),(u’ [v))e(Z7)2 9

u#u’

OZ(X, y) =

)dH (u,u')erH (V7V/)

(1 _ p)n—dH(u,u')—dH(v,v’)

k—2n p_)dH(mu/) 1 — p)E—du(uu)
q > (q_l (1-p)

(U,UI)E(Z,;)Q
u#u’

p du(v.v') n—k— v,v’
O

(v.v)e(zg™")?

=q’“*2”2{1—(1—p)k} >o1

uezk vezr~k
— g qk{l i _p)k} E

= q’“"{l -1 —p)k}.
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Theorem 2.30. We have

Ai(SYSL(n,k,d) =0 forl1<i<d-—1,

A{(SYSL(n, k,d)) < d(q U { <:L) - (n Z k) }

:0

l\.’)

~

with equality for d = 1.

Proof. Leti>d. A vector of the form (0|v), where v € GF(q)" %\ {0},
is not contained in any systematic code. Hence the number of vectors x of
weight ¢ which can be contained in a systematic code is

(Ha-v= ("7 a0y

Let x be such a vector. It remains to show that

a(x) <

(2.27)

nk Z q_l

The vector x contains at least one non-zero element in the first k positions.
Without loss of generality, we may assume that it is a 1 in the first position,
i.e. x = (1|z|v), where z € GF(q)*!. Let

( 1 z v )

0 I_1 P

be a generator matrix for a code in SYSL(n, k, d) which contains x. Then
(Ix—1|P) generates a code in SYSL(n — 1,k —1,d). Hence

#SYSL(n — 1,k —1,d)

oX) S TS k)

(2.28)

On the other hand, if G = (Ix_1|P) is the generator matrix for a code in
SYSL(n—1,k—1,d), then any non-zero linear combination of d — 1 or less
columns in the corresponding check matrix (P*|I,,—) has a non-zero sum.
Let y be a non-zero vector in GF(q)"* different from all sums of d — 2 or
less of these columns; y can be chosen in at least



Error detecting codes for the q-ary symmetric channel 75

distinct ways. Each choice of y gives a check matrix (y*|P*|I,,_) such that
any combination of d — 1 or less columns has a non-zero sum, that is, a
check matrix for a code in SYSL(n, k,d). Therefore,

#SYVSL(n, k,d) [y | l
#SySL(n—l,k—Ld)Zq _Z;( I )(q—l). (2.29)

Combining (2.28) and (2.29), we get (2.27). For d = 1 we get equality in
both (2.28) and (2.29). O

Theorem 2.31. Let C = SYSL(n, k,d), the set of all systematic [n, k, d; q]
codes. Then
d—1

L—(1=pk=> 30— (") }pi(l —p)"
Pue(C,p) < ZZld_Z
¢k =Y ("7 1)
1=0
with equality for d = 1.
Proof. Let
1
p= d—2
gk =Y (") @ 1)
1=0

By Theorem 2.30 we get

Pue(C,p) < ﬂ{é (T;)pi(l -p)" - i (n ; k)pi(l B p)n_i}
d—1

—s{1-(-p"- Z{C) - <n;k’) o=}, 0

i=1
From Theorems 2.29 and 2.31 we get
Pue(SySE(na k)vp) = Pue(SyS(na k)vp)a

that is, the average over all systematic linear codes is the same as the
average over all systematic codes (when ¢ is a prime power). We had a
similar result for the set of all [n,k;q] codes and all (n,¢*;q) codes. We
also note that on average, systematic codes are better than codes in general.
We state a somewhat stronger theorem.



76 Codes for Error Detection

Theorem 2.32. Let 1 <k <n andp € (0,(q—1)/q). The ratio

Pa(SYS(k),p) {10 -0
PaclCigy (F7)p) 2=ty — (1 - ppr}

qn—1

is increasing on (0,(q — 1)/q). For p — 0+ the ratio is ?&:Z:Z;, and for

p = (q—1)/q the ratio is 1.

Proof. Let
F(p) = PucSYS(n.k).p) = ¢ {1 = (1= p)*}.

00) = PuelCigny(Fp).0) = L2 01— (1))
h(p) = f(p)/9(p)-

Then
9(p)*h'(p) = f(p)g'(p) — f'(P)g(p)
ko
= q’“*”{l -1 —p)k}gn — 171(1 —-p)" !
—n —1 qk -1 n
—¢" k(1 — p)* ﬁ{l —(1-p) }
K
S (O}
where

Fp) =n{1—(1-p) 1 —p* —k{1-1-p)"}
=n(l—p)" " —k—(n—k)(1-p"
We have F'(0) =0 and
F'(p) = —n(n—k)(1—p)" "'+ (n—k)n(l —p)"*
— n(n—k)(1 —p)"_k_l{l 1 —p)k} >0
for all p € (0,(¢ — 1)/q). Hence h'(p) > 0 for all p € (0, (¢ — 1)/q). O

How good is the upper bound in Theorem 2.317 It is exact for d = 1.
We will next derive the exact value of Pyo(SYSL(n,k,2),p) and compare
this with the upper bound in Theorem 2.31.

Theorem 2.33. Let C = SYSL(n,k,2). For1<i<n we have

w2 ()£ ()
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wherer =n —k and ( = —-1/(q" — 1), and

Pue(C,p) = qir{l —6(p)F—q"(1-p)"+¢(1 —p)r5(p)’“},

where
'

o(p) =

oo
Proof. We see that (I;|P) is a generator matrix for a code in C if and

only if all the rows of P are non-zero. In particular, #C = (¢" — 1)*.
For given non-zero elements aq,ao,...«q;, consider representations of

veGF (g
V =o1X] + aoXg + -+ X (2.30)

where x; € GF(q)" \ {0} for j = 1,2,...,4. The number of such repre-
sentations depends on whether v is the all zero vector or not. Let 3(i) be
the number of representations of 0 € GF(q)" and (i) be the number of
representations of v € GF(q)" \ {0}.

We note that (2.30) is equivalent to

V — X = 0X] + QX + -+ oo 1X— 1. (231)

If v = 0, then the left-hand side of (2.31) is non-zero. Hence in this
case (X1,Xa2,...,X;—1) can be chosen in (i — 1) ways for each of the ¢" — 1
choices of x;. Hence

Bi) = (¢" = D(i = 1). (2.32)
Similarly, if v # 0, then the left-hand side of (2.31) is non-zero except when
a;x; = v. Hence we get

Bi) = (¢" =2(i = 1) + B —1). (2.33)

The pair of equations (2.32) and (2.33) constitutes a simple linear recursion
that can be solved by standard methods. The start of the recursion is the
obvious values (1) = 0 and (1) = 1. The result, that can easily be
verified, is

5 = T~ {@ -t - ),
1) == {@ -1 - 1)}

The number of codes in C containing a vector (u|0) where wg(u) =4
is B(i)(¢" — 1)*=* and the number of such vectors is (]:) (g —1)%. For 0 <
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[ < i, the number of codes containing a vector (u|v) where wg(u) = I
and wg(v) =i — 1 is y(I)(¢" — 1)*~!, and the number of such vectors is

(]lc) (zil) (¢ —1)%. Hence

o= <k> <(qqr_—11)>ii B (R e

SO Ho-on

() - (-0

> (1)) =()-()

we get the expression for A; given in the theorem. Putting this into the

Since

expression Pue(C,p) = Y iy Ai(c)(q%) (1 —p)"~" and rearranging, we

get the expression for Py.(C,p) given in the theorem. O
The upper bound in Theorem 2.31 is exact for p = 0 and too large by the
quantity - =T~ 1) — for p = %1. The difference between the upper bound
and the exact value appears to increase monotonously when p increases
from 0 to q;ql. The exact value of Pye(SYSL(n, k,d), p) for general d is not
known, and it is probably quite complicated both to derive and express.

Our final example is systematic binary even weight codes.

Theorem 2.34. Let C be the set of all systematic even weight [n, k; 2] codes.
Then

A;(C)=0 for odd 1,
1 n n—k .
Ai(C) = 2T—1{(i) - < ; )} for even i > 0,
and

PaolC.p) = g {1 (1= 20)" = (1= p)F — (1= 20)" (1~ ) .

Proof. The proof is similar, and we only give a sketch. All the rows of P
have to have odd weight. For a vector x = (u|v), where u # 0 and wg (x)

is even, we have

a(x) =270,
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and for even 7 there are (’Z) — (";k

the expression for A4;(C). Further,

[n/2]
— 9—(r-1) n\ _ (n—=k 21 . \n—2i
Pue(C,p) =2 ; {(2) < o )}p (1-p)

=27 {14+ (1= 2)" — (1-p)* = (1-2)"(1 - p)*}.

) such vectors of weight i. This proves

O

2.5 The worst-case error probability

In many applications we do not know the value of p, at least not exactly.
In other applications we may want to use one code for several different
values of p. Therefore, we will be interested in finding the worst-case error
probability

Pye(C,a,b) = Jnax, Pue(C,p)

for some interval [a,b] C [0, 1]. First we give an upper bound.

Theorem 2.35. Let C be an (n, M;q) code. Then

Py (Cya,b) < ZAiunﬂv(a,b) (2.34)

=1

where Ag, A1, ..., Ay is the distance distribution of C' and

If C is a constant distance code, we have equality in (2.34).

Proof. First we note that the function p?(1 — p)"~* is increasing on the
1.

interval [0, %} and decreasing on the interval Hence

i
n

e (e D ST
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and so
Py (C,a,b) = max Ai(L)i(l —p)"?
o a<p<b q—1
- Py nei
< . _
> s max (55) (1)
= Z AiMn,i(a7 b)
i=1
If C is a constant distance code we get equality. O

The bound in Theorem 2.35 may be improved by subdividing the inter-
val [a,b]: let a =ag < a; < -+ < an =b. Then clearly

Py (C,a,b) = 1%‘&%}1 Py (Craj-1,a; ).

It is easy to see that if

n

F=5% A max ’i((L)l(l —p)"_i)

a<p<b dp q— 1

3

i=1

then

Pye(C,aj-1,a;) < ZAi,Un,i(aj—haj)
i=1
< Pue(Caj-1) + (aj —aj-1)F
< PWC(C, a;—1, CLj) + (aj — aj,l)F.

Hence we can get as sharp a bound as we want by subdividing the interval
sufficiently.

Remark 2.5. It is possible to find an upper bound similar to the bound
in Theorem 2.35, but in terms of the dual distribution Ag-, A{,..., At

1

Puc(Cla.b) € o 37 Abvis(ah)
1=0

where vy, ;(a,b) is the maximum of the function f, ;(p) = (1 - qqup)l -
(1 — p)™ on the interval [a,b]. As in the proof above, the maximum is
obtained in a, in b or in an inner point in (a,b). In most cases we cannot
find explicit expressions for the maxima of f, ;(p), but we can find as good
approximations as we like. If we only want to find the worst-case of one code
on one interval, it is probably a better idea to do this directly. However,
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once we have computed the maxima of f,; for ¢ = 0,1,...,n, then it
is a simple task to compute vy ;(a,b) for any a and b, and since this is
independent of the code, we can compute the worst-case probability of any
code for which we know the dual distribution (of course, an alternative is
to compute the distance distribution of the code itself using MacWilliams’s
identity and then using Theorem 2.35. However, it may be simpler in some
cases to use the attack sketched above).

Next we consider a bound on the average value of Py.(C,a,b) over some
class C. Let

Pye(C,a,b) = #CZPWCOab)

ceC

From Theorem 2.35 we immediately get the following bound.

Theorem 2.36. Let C be a class of (n, M;q) codes. Then

Pue(C,a,b) < Ai(C)ptn,ila,b).

=1

<.

We now consider the worst-case over [0, 1]. Since

ns0.1)= (o) (-3

we get the following corollary to Theorem 2.36.

Corollary 2.9. For a set of (n,M;q) codes C we have

Pute.0. <30 () (- 1)

Some special cases of Corollary 2.9 are given in the following corollaries,
obtained using (2.21) and Theorem 2.30.

Corollary 2.10. We have

PWC(C(M) (GF(Q)n)v 0, 1) <

where

EOOEDT e

=1
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Corollary 2.11. We have

1
PWC(SySE(n7 k)a 07 ]-) S qn——k(Sn - Sn,k)a

where

se=3 (") @)

1=

(2.36)

Note that S, and Sy, 1 do not depend on g. Some relations for the sums 5,

and Sy, . are the following:

™ q—1<S< ™ 1+0.108918
V2 q " 2 3 N
ﬂ

2

1 V2T 1
n — -5 — h s
S, 3+24\/ﬁ+0( ) when n — oo
1 [(2k m™m 2 1
Sn = "o - o = hy )
’ q2k<k)\/ 2 3+(\/ﬁ) when e
for k> 1,
-1
Sn,lzq—Sn
q
For example,
1
PWC(C[I] (GF(q)n)aO7 1) = ﬁsna

and
1
Pyc(SYSL(n,1),0,1) = q_nS”'
For ¢ = 2 and the worst-case over [0,1/2] we get
1 1\? AN n
. )= (= - — ) < —
Mn’l(o’ 2) (n) (1 n) for i< 2’

1 1
un,i(O,—) =— for i> g

2 2n
Since
[n/2] iNi i\ n—i n 1 1
YR (-0 X m=gs
i= [n/2]+1
we get
kE_

(2.37)

(2.38)

(2.39)

(2.40)

(2.41)
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In particular, for given n and k, there exists an [n, k;2] code C such

that
1 %% 1 , [zm 1 0.108918
Poe(C0,2) <« —o—— (/T 2 2200000 2.42
(002)<2(2n—1)( > 3" T ) (242)

The following improvements have been shown.

Theorem 2.37. There is a constant v such that for given n and k, there
exists an [n, k; 2] code C' such that

1
Pye (C, 0, 5) <2k (yVInn 4 1).
For sufficiently large n, the result is true for v =2/\/n.

Theorem 2.38. There are constants v and -y, such that if k > v(Inn)?,
there exists an [n, k;2] code C' such that

1
Pre (O,o, 5) <y 2Fm

Corollary 2.10 shows that an average code is not too bad. However,
some codes may be very bad as shown by the next theorem.

Theorem 2.39. For each v > 0 and each € € (0, %), for all

1 Y
n > max|—,1+
(6 qf{l—qe/(q—l)})
there exists a code C' of length n such that

Pue(C,p) > 7+ Pue (C, qq—l)
for allp € [e,% —e]
Proof. Let C,, = {(al|0) € ' | a € F;}. Then
Pue(Cn,p) = fu(p) = (a - 1)%(1 —p)"t=p(l-p",

and
d

—fn(p) = (1 = p)" (1 — np).
dpf (p) =1 —=p)" (1 —np)
Hence, if n > %, then 1 —np < 0 for p > €, and so f,(p) is decreasing on

[6, 1] Further, if n Z 14 m, then

fu( - B
fi(thl))(quf)(l-&-qe) > (l—qzle)qs(n—1)>7,m

Example 2.12. For ¢ =2, N =4 and ¢ = 0.1, we can choose any n > 10.
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2.6 General bounds

Define
Pue(n, M, p; q) = min{ Pe(C,p) | C is an (n, M; q) code},
Pueln, k,p; q] = min{Pue(C,p) | C is an [n, k; q] code}.

In many cases one is not able to find the weight distribution. There-
fore, we give a number of lower and upper bounds on Py.[n,k,p;q] and
Pye(n, M, p;q) which may be used to estimate Pe.

2.6.1 Lower bounds

We have Aq > 2/M for an (n, M, d; q) code and Aq > g—1 for an [n, k, d; q]
code. Hence we get the following two trivial lower bounds.

Theorem 2.40. For any (n, M,d;q) code C' and any p € [0, %} we have

Theorem 2.41. For any [n, k,d;q] code C and any p € [0, %} we have

P \¢ e
Poe(Cp) 2 (¢ —1) (q——l) (1-p)" .
There are a couple of bounds that follow from Lemma 2.1.

Theorem 2.42. For any n, k, and any p € [0, q%l} we have

nqkfl n(qk_lfl)
Pue[n, k,p;q] > (qk - 1) (%) N

Proof. Let C = {xo = 0,x1,---,X,x_1} be an [n, k;q] code and let its
support weight be m. Let ¢; = wgy(x;), the Hamming weight of the x;.
Then

k_1
_ p b n—t;
Pue(Cip) = 2 (q——l) (L—p)" .
=
If j is in the support of C, then 1/q of the code words of C' have a zero in
position j, the remaining have a non-zero element. Hence

q"-1

Z t; = mqk_l.
i=1
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t; .
Let \; = (qul) (1 —p)" . Then P,(C,p) = gi;l Ai. Moreover

q"—1 af-1,
[T - (29) st
. q—
=1
( P )mqk_l(1 )(qk_l)n_mqk—l
q—1
If y1,y2, -+ ,yn are real numbers such that vazl y; = ¢ > 0, then it is

easily seen that sz\; yi > N c%, and the minimum is obtained when all
the y; are equal. In particular, we get

ot ()0
— (" -1 —p)n(m)mqk,l
> =00 (=)
for all p € [07 q;ql} )

Theorem 2.43. For any n, M, and any p € [0, q%l} we have

M
Pue(naMap; Q) 2 E - (]- _p)n
Proof. Let C be an (n, M;q) code. Then

M q M
Pu(Cp)=—AL(1—- —Lp)—(1-p)">— —(1—p)™
(C,p) 0 c( q_lp) (1-p) 0 (1-p) 5

Remark 2.6. The bound in Theorem 2.43 is negative and hence not in-
teresting for p < 1 — q;qlM /7 However, for p — %1 it is asymptotically
tight.

From Theorem 2.5 and Corollary 1.2 we get the following bound.

Theorem 2.44. For any n, M, and any p € [0, %1} we have

Pue(n, M,p; q) > > <T;> (qi\{i _1)((]?1)11(1_(1317’)”%'

i=n—[log, (M)]
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Using Theorem 1.11 we get a slightly stronger bound.
Theorem 2.45. For any n, M, and any p € [0, q%l} we have
n , .
Puo(n, M,p;q) > ) ai(L)l(l - Lp)nﬂ,

i=n—log, (M))

where

= ()41 )65 T2

For linear codes there is a bound of the same form as Theorem 2.43
which follows directly from Corollary 1.10.

Theorem 2.46. For any n, k, and any p € [0, q%l} we have

n

Pucln. ki, p;q) > qnl_k j_l;[ﬂ(l +@-1(1- qip)f) —(1-p).

Lemma 2.7. Let C be an (n,M;q) code, 0 < u < 1, and p € [0, %1]
Then

g[3

PulCp) = (M =13 {(g - 1) (-2=) " + (1)}

q—1
: (g — 1p" 3
Pue(cv (q _ l)pu + (q o 1)"(1 _p)u) .
Proof. Let
- (¢ —1)p*
P (q—Dpv+ (¢g—1)(1 —p)* (2.43)
Then

Pu

(q— 1)1 —pa) :<<q—1i1—p>) '
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Let Y7, A;2" be the distance distribution function of C'. Using the Holder
inequality (see e.g. Rudin (1970, page 62)) we get

Pue(Cypu) = (1 = pu)” ZAZ(mYH

N O™ ) 3 - £ N g1-u

7{((1_1)(‘1 1)u+(1_P)“}n i_1{ (q—l 1- p)) } A

S{(q1)((1(;1_713)7”1(1 } {i_lAl(my}u{;Ai}l_u
1

) {(q - 1)<ﬁ)u +(1 p)“}npue(c’p)U(M o

Solving for P,e(C, p), the theorem follows. O

Theorem 2.47. Let M = [¢"] and
R

a(n,R) = — .
( ) logq(qlfRJr% log,(2) _ 1) _ 1qu(q _ 1)

Then
P na(n,R) n(1l—aln

Pue(n, M,p;q) = (M — 1)((1_—1> (1= p)retmf),
Proof. From the definition of a = a(n, R) we get
Rja q17R21/n -1
q =

qg—1

which in turn implies
1

Rn—n _ ) )
(¢ —1)g~ /o +1

(2.44)

Let
R

alqu((q—l)p(l—p))
and define p,, by (2.43). Then

—Rjo _ 4 v Du
! ‘(<q—1><1—p>)‘<q—1><1—pu>
and so
1—pu:;.
(q—1)g= R +1
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By (2.44), this implies that

g™ =2(1 — p,)". (2.45)
We have M = [¢f*"] > ¢/ > M — 1 and so
1 —Rn
M1 >q .

Combining all this with Lemma 2.7 and Theorem 2.43 we get

RACW)2@4—DL%{@—lmggTya+u—pV}%

M (1—p) "
i (((q—l)q—”l)uﬂl—p)“)}

> - n0r-)He- () -}

1
u

P

n

> _ —Rn/u _ p v IR _ n/u
> (M =1 " {a-D (L) 0= )
p no
—M-1(—2 ) a-—pr
M -0 (G=pa=p) A7) s
Theorem 2.48. Let n, 2 < K < M andp € [0, %} be given. Then we

have

M—-K+1/ p \dnK)
Pye(n, M,p;q) > ( )
(n, M,p;q) 2 —5— =

Proof. Let C be an (n, M) code and let
E={(x,y) € C*|0 < du(x,y) <d(n,K)}.

We consider C' the vertex set and E the edge set of a graph. Let FF C C be
an independent set (no two vertices in F' are connected by an edge). Then

dH (Xa Y) > d(nu K)
for all x,y € F. By the definition of d(n, K), this implies that #F < K —1.
A result by Turan (see: Ore (1962, Theorem 13.4.1)) implies that

(1 _ p)nfd(n,K).

(M-K+1)M
FE>—
#E = K—-1
Hence
1 P du(x,y) n—d e (x
Pue(cap) > — Z (—) (1 —p) dr ()
M q—1
(x,y)€EE
M—K+1( P )d(n,K) )n—d(n,K)
=T K1 \g—1 P ' m
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2.6.2 Upper bounds

We now turn to upper bounds. From Lemma 2.1 we immediately get the
next theorem.

Theorem 2.49. For any (n, M, d;q) code C' and any p € [0, %} we have

Pue(C,p) < (M —~ 1) (q%)d(l —-p)"

The bound can be sharpened using upper bounds on A;. The proof is
similar, using Lemma 2.2.

Theorem 2.50. Let C be an (n, M, d;q) code and p € [0, q%l]. Suppose
that A;(C) < «; for d <i <n. Letl be minimal such that

iaiZM—l.
i=d
Then
Pue(cap)ﬁliiai(qf;l)i(l—p)”i—i—(M—l—liiai)(%)l(l—p)"l-
i=d i=d

Example 2.13. Consider an [8,4, 3;2] code. By Theorem 2.49 we get
Pue(C,p) < 15p%(1 — p)°.

Using the bounds on A; given in Theorem 1.22 we get

Ay < {2—38ng, A, <14

and so

Pue(C,p) < 9p3(1 — p)® + 6p*(1 — p)*.

q

Pue(C,p) < (%)d(l —p)”_di <l;> (a—1)"+ 2:: (I;)pi(l —p) .
i=1 i=d+1

q

Theorem 2.51. Let C be an [n,k,d;q] code and p € [0, Q;l]. Then

In particular

Pue(Cyp) < (L—p)"F — (1 —p)"

for any [n, k; q] code C.
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Proof. Let G be a generator matrix for C. Since equivalent codes have

the same probability of undetected error, we may assume without loss of

generality that G = (Ik|Q) where @ is some k x (n — k) matrix. We have
wi (xG) = wy (x) + wp (xQ) > wi(x).

Also wy (xG) > d. Hence

wi (xG)
P.(C,p) = Z (%1) H G(l_p)n—wH(xG)
x€GF(@F\{0} !
p d n—d
< ——) (1-p)
xEC’ZF(Q)’C (q_l)

1<wyy (x)<d

p wH (%) _ n—wg (x)
+ Z (—q — 1) (1-p) .
xEGF(q)k

d4+1<w g (x)<k

In particular

w (x)
Pue(C,p) < (1 —p)"F Z (Ll) " (1 — )k )

Remark 2.7. If C is the code generated by (Ik|0kx(n,k)), where Oy (n—k)

is the k x (n — k) matrix with all entries zero, then
Puae(Cip) = (L=p)"F = (L —p)".
Hence, Theorem 2.51 is best possible for [n, k, 1; g] codes.
Example 2.14. If we use Theorem 2.51 we get
Pue(C,p) < 14p°(1 = p)° +p*(1 — p)*

for an [8,4,3;2] code, and this is weaker than the bound obtained from
Theorems 1.22 and 2.50. In other cases, Theorem 2.51 may give a better
bound. For example, for a [14,5, 3;2] code C, Theorem 2.51 gives

Poe(C,p) < 25p*(1 = p)*' +5p*(1 = p)* +p°(1 - p)°,
whereas Theorems 1.22 and 2.50 give only
Pyuo(C,p) < 30p°(1 —p)*t +p*(1 = p)*.
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In Example 2.3, we gave the distance distribution of all (5,4;2) codes.
As shown in that example, P,(C,p) < (1 —p)® — (1 — p)® for all these
codes, linear and non-linear. However, for non-linear (n,¢";¢) codes C in
general, we may sometimes have P, (C,p) > (1 —p)" % — (1 —p)". We will
illustrate this with an explicit set of codes.

Example 2.15. Let k > 4 and n = (¢* —1)/(¢—1). Let C be the (n, ¢"; q)
code containing the zero vector and all vectors of weight one. Then it is
easy to see that

A1(C) = q(q - 1)n/q",
A3(C) = (q—1)*n(n—1)/q",
A;(C)=0fori> 3.
Therefore )
f(p) = Puc(C,p) = q—k{q(q - l)an;l(l —p)"!

Ha =100 - ) (L) @ -7
= qik{qnp(l —p)" (= 1)p*(1 - p)"’g}-

Computing the derivative and evaluating it for p = (¢ — 1)/q, we get

f/(q ; 1) - _qk+n—11(q _ 1) (qk - 1)(q2k - 2qk+1 - qk + qg)'
Let g(p) = (1 —p)* ™™ — (1 —p)". Then
g’(q%ql) = —m(q% — (¢ — k" + (¢ —1)%).
Hence

/(52 -5

1
= =1 ((kq —k=29)¢"" + (" - 1)+ qu+1) >0
if kg — k —2g > 0. This is satisfied for ¥ > 4 and all ¢ > 2 (and also for

k =3 when g > 3). Hence
(q—1 (q—1
0> (=) > 1 ()
for k > 4. Since f(q;ql) = g(%), this implies that f(p) > g(p) when p
is close to (¢ — 1)/q, that is,
Pue(C,p) > (1—p)* " = (1=p)"

when p > pg i for some p, ;. For example, p3 4 ~ 0.1687502258. The first
few values of p, ;, are given in Table 2.15.
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Table 2.9 The first few values of py j in Example 2.15.

k 4 5 6 7 8 9 10

p2rx  0.28262  0.15184  0.08380 0.04677  0.02618  0.01463  0.00814

It is an open question in general to determine
max{P,(C,p) | C is a (n, M;q) code}
for given n, M, q, p.
The average results clearly give upper bounds on Py[n, k, p; q|.

Theorem 2.52. If K is any [n,k;q| code and 1 < k < k, then

k _

1
L = - p.(K,p)

Pueln, k,p;q| <
[, k, p; q] o)

for allp € [0, %], In particular, for alln > k > k > 1 we have

k

q° —1
Pue[na k7p; q] S q,{ _ 1Plle[n7 ﬁvp; q]
Further, for allm > k > 1 we have

qk
Pue[n, k,p; q] < 0

:1{1 - —p)"},

and for all n > k > 1 we have

Pue[n, k, piq] < Zn:;{l + (g — 1)(1 - qq—lp)n —q(1 —p)"}-

Proof. The main result follows from Theorem 2.28, and the special cases
by choosing K = GF(q)" and K = {(z1,22,...,2n) | Yiejx; = 0},
respectively. O

There are sharper bounds in some cases.

Theorem 2.53. For any integersn > k > 1, any p € [0, q%l}, any u €

(0,1], and any prime power q we have

k

Pue[n, k, piq] < (Zn — 1{(((1 - 1)(%)u +(1 —p)“)n - —p)“"})

gl=
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Proof. Let C be an [n, k; q] code. Using the natural isomorphism between
GF(q)™ and GF(q"™) we may consider C' as a subset of GF(¢™). For any
non-zero g € GF(q"), the set

4C = {gz |z € C}
is again an [n, k; ¢] code. For convenience we write

k w n 1
7= (E={(e-0(Z5) +a-p") = a-p})"
the right-hand expression in the theorem. Define ((g) by
C(9) =1 if Pue(9C,p) > J,
((g) =0 if Pue(9C,p) < J.
Note that {(g) < M for all g. We will show that ((g) = 0 for at least
one g. First we show that

2\ ynmwn(ge)
O ((ql) (}7 ) )u (2.46)

zeC\{0}

wr (gz)
1t (ﬁ) A = pyrenen) S T for some x € O\ {0}, then (2.46) is

3 3 wH(gr) n—w x
clearly satisfied. On the other hand, if (qf;l) (1 —p)r—wnlon) < g
for all z € C'\ {0}, then

wr (gx)
Puc(9C,p) _ (—qfl) (1 — p)n—wn(ga)
o)< === 3 .

2€C\{0}
wH (9)
(qf‘l) (1—p)r—wnlon)

zeC\{0}
and (2.46) is again satisfied.
IfzeC \ {0}, then gz runs through GF(q™) when g does. Hence

SERTIS S < N

gGGF(q")\{O} g7#0 IGC\{O}

z€C\{0} 970

2 {((q - U(%V +(1 —p)“)n - _p)un}

zeC\{0}

= (- 0(E) v a-p) - a-p)

3=
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Therefore ((g) = 0 for at least one g # 0. O

Lemma 2.8. [f R=£ and

n

—1)(1—p(R))
_ logq (g )p((R)P(
logq (qfl)p(lfp) ’
then
k 1
q —1{( ( p )" u) u}) ( p )"P<R> n—np(R)
-1 (—— 1—- —(1— < (— 1— PR,
(Gt (@0 2) +0n) —0p}) < (29) 7 0on)

Proof. For this value of u we have

(-1 -pR) _ ((q -1 —p))"
p(R)

" (-1 ( 321
and so (¢ — 1) (q%l) +(1—p)= ﬁ Further,
_ _ R)\ r(R) _
1 = g Halo(R) (P( )) (1= p(R))—7(P).

Hence

O

Combining Theorem 2.53 and Lemma 2.8 we get the following theorem.
Theorem 2.54. If p € [0, ﬂ and R = £ < C(p) = 1 — Hy(p) (that is,
p(R) > p), then

NG
Pue[n, k,p; CI] < (m) (1 - p)n—np(R).
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2.6.3 Asymptotic bounds

It turns out that Pye(n, M, p; q) decreases exponentially with n. Therefore,
define

log, Pue(n, [¢""] ,p; q)
ﬂ—ue(naR7p; q) = - 1 ,nl: ~| 3

Tue(R, p; q) = limsup mue(n, R, p; q),

n—oo

Two(R,p;q) = liminf mye(n, R, p; q),

and
Tue(R, p;q) = lim mue(n, R, p;q)
when the limit exists. A lower (resp. upper) bound on Pye(n, M;q) will
give an upper (resp. lower) bound on mue(n, R, p; q).
From Theorems 2.48 we get the following bound.

Theorem 2.55. For 0 < R; < Ry <1 we have

Tue(Ra,piq) < —3(R1) 1ogq(q%l) — (1= 6(R1))log,(1 — p) + Ry — Ra.
From Theorem 2.44 we can get upper bounds on Tye(R, p; ¢). The sum

contains [log,(M)] + 1 terms. For the term for i = wn we get

(A R R

flw) =wlog,(w) + (1 -w)log,(1 —w) = (R+w—1)

~wlog, (qf;l) — (1 —w)log, (qq_—pl)
The function f(w) takes its minimum for w = % and the corresponding
minimum is 1 — R. The smallest value for w with 7 in the summation range
isw=1— R. Hence, if qq_—pl < 1—R, then f(w) > f(1 — R). This gives the

following theorem.
Theorem 2.56. (i) For 1 — % < R <1 we have

ﬁue(Rap; q) S 1-R.

(i) For0< R<1-— % we have

Tue(R, p;q) < R{logq(R) - logq(l - qq_—pl)}

+1- R){logq(l _R)— 1ogq(ﬂ)}.
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Theorem 2.57. For 0 < R < C(p) we have

o (R, pi0) > —p(R)log, (L ) = (1= p(R)) log, (1~ ).
For 0 < R <1 we have
Te(Rpig) 21— R.
Proof. The first bound follows directly from Theorem 2.54. From The-
orem 2.43 we get

Pac(n,¢",p;q) < Pucln, k,p;q) < ¢*™

and so
1 Pue ) Rn D
08 Pue(n, [¢""] . p; q) <R-1
n
for 0 < R < 1. This proves the second bound. The two bounds coincide
when R = C(p); the first bound is stronger when R < C(p). O

Combining Theorems 2.56 and 2.57 we get the following theorem.

Theorem 2.58. For 1 — qq_—pl < R <1 we have
71—ue(l%7p§ q) =1-R.

Any upper bound on §(R) will give an upper bound on Tye(R,p). The
best upper bounds on §(R) known is the LP-bound (see e.g. MacWilliams
and Sloane (1977, Chapter 17)). Using any upper bound on §(R), the first
of the bounds of Theorem 2.55 is better for small values of p, the other for
larger values of p.

Results that are sometimes stronger than Theorem 2.56 are known.
They are given for the binary case and we list those here, but omit the
proofs. To formulate the results, some additional notation is needed. Let

Supa(B) = £ —\/Hy (B)(1 — Hy ' (R))
Theorem 2.59. For 0 < R < Rppi(p) we have
Tue(R,p;2) <1— R — Hy(dLp1(R)) + T(drp1(R), p).
For 0 < R < Rpp(p) we have
Tue(R,p;2) <1~ R — Ha(drp(R)) + T'(0Lp(R), p).
For min{Rrp1(p), RLp(p)} < R <1 we have
Tue(R,p;2) =1 — R.
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2.7 Optimal codes

2.7.1 The dual of an optimal code

Theorem 2.60. If C is an [n, k;q| code which is optimal for p, then C+

. . 11—
1s optimal for == Moreover
q—qp ’

n q_l_qp -n n
Pucln, k,p;ql = ¢"(1 = p)" Pue [n,n—k, W} +g"r = (1 -p)™

Proof. Theorem 2.7 implies that if Pue(Cy,p) < Pue(Ca,p), then

e(Cf q—l—qp)<Pue(C¢ q- 1—qp>
g—ap )~ q—aqp

and the theorem follows. O

Since q;i—;}‘fp runs through [0, ‘J;ql} when p does, we have the following
corollary.

Corollary 2.12. If C' is a code which is optimal for all p € [0, q;ql} , then

so is C+.

2.7.2 Copies of the simplex code

Let k and s by any positive integers. In Subsection 1.2.2, we described the
simplex codes and the corresponding generator matrices I'y. Let C' be the

[S(q U q} code generated by the matrix obtained by concatenating s

copies of I'y. This code has minimum distance d = s¢*~!. From Theorems
2.42 and 2.49 we get

Pue(Cyp) = (¢" ~ 1)(%)%1 —p)" = Pue[%, ke, p; q]

Hence the code C' is optimal. In particular, for s = 1 we get the simplex
code whose dual is the Hamming code. Hence the Hamming codes are also
optimal.

In the next chapter (in Section 3.2) we describe the optimal binary codes
of dimension four or less.

2.8 New codes from old

As illustrated in the previous chapter, there are a number of ways to con-
struct new codes from one or two old ones. For many of these constructions,
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the new code may not be good even if the old is/are. We shall give a num-
ber of examples which illustrate this. The *-operation is atypical in this
respect. It gives a systematic way to make long good codes and we discuss
this construction first.

2.8.1 The *-operation

Theorem 2.61. Let C be linear [n, k; q] code.
(i) If C is good, then C* is good.
(i1) If C is proper, then C* is proper.
1 P
Proof. Since (q%l) (1 —p) o1 is increasing on {0, %} and

k—1

FhJCV,p)==(§%%T)q (1= p) T PuelC.p),
(i) follows. Further,
(L) aenE < ()
and so (i) follows. O

Theorem 2.61 shows that we can make longer good codes from shorter
ones. However, there is a stronger result which shows that starting from
any code and using the *
good code, and even a proper code.

-operation repeatedly, we will eventually get a

Theorem 2.62. If C is an [n, k,d;q] code and r > max{0, (¢ — 1)n — ¢d},
then C™ is proper.

Proof. 1If d > %n, then C is proper by Theorem 2.15. Consider d <
%n. Then r > 0 and C™ is an [n + r%, k,d+ qu_l;q} code. If

-1 k1
d—}—qu*l > g {n—l—rq },
q q—1
that is, » > (¢ — 1)n — ¢d, then C"* is proper by Theorem 2.15. O

If r > max{0, (¢ — 1)n — ¢}, then the condition on r is satisfied for all
d > 1. Hence we get the following corollary.

Corollary 2.13. If C is an [n, k; q| code and r > (¢ —1)n —q, then C™ is
proper.
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We can get the weaker conclusion that C™* is good under a condition
on r that is sometimes weaker.

Theorem 2.63. If C is an [n,k;q| code and r > (¢ — 1)(n — k), then C"™*
s good.

Proof. By Theorem 2.51, Py(C,p) < (1 —p)”*k{l —(1- p)k}. Hence,

k—1

Pue(C™,p) = {(qf;l)q (1- p)%}rPue(Cyp)
()" a-p Y Ao a -
- (%)WHO e el

Clearly, 1 — (1 — p)* is increasing on [0, (¢ —1)/q]. If r > (¢ —1)(n — k),
then
-1 k=1 _ 1
rgb1 > q {qu—l 42
q

= +(n—k:)},

k—1_
and pr" (1 — p) T S+ =h) g also increasing on [0, (¢ — 1)/q]. Hence
we get

(1 )qu_“rquq_lll +(n*k){1 (l)k}
q q

k
-1 -1
= 73_“’&71 = Pue (CT*, 4 p _).
g O

Pue(cr* ) p)

IN

In Remark 2.7 following Theorem 2.51 we gave an [n, k; g] code C for
which Py (C,p) = (1 — p)"’k{l -(1- p)k} It is easy to check that for
this code and r = (¢ — 1)(n — k) — 1 we get
k

—qu71 n) -1
=q ( =t {k—q 1}<0.

dPwe(C™, p)
dp p=(¢—1)/q
Hence, C™ is bad. This shows that the bound on r in Theorem 2.63 cannot
be improved in general. It is an open question if the bound on r in Theorem
2.62 can be sharpened in general.
As a final remark, we note that if (¢ —1)(n — k) > (¢ — 1)n — qd > 0,
that is,

-1 -1
q—k<d<q—n,
q q
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then Theorem 2.63 is weaker than Theorem 2.62.
From Corollary 2.13, we get the following theorem.

(6" -1-9)(¢"-1) :
Theorem 2.64. For any q, k, and n > e there exists a proper
[n, k; q] code.

Proof. Letnzr%—l—uwhereOﬁuS%—landTqu—l—q.
First, consider v > k. Let Cy some [v, k; q] code. Since

" —1
q—1

req"—1-g=@-)(t=-1)-a= - Dr-q

Corollary 2.13 implies that Cj* is a proper code of length n.
Next consider v < k. Let C7 be the % + v code generated by the

matrix
I,

that is, Iy, concatenated by v distinct unit vectors. The weight distribution
of (1 is easily seen to be:

Ay =1,
A1y =47 — 1,
v ke .
A1) /(q-1)+i = (z) (g—1)¢" " for1<i<uw.

Hence

k

‘1_*1 gk=1_1 y
Pue(Crp) = (@ =) (2=) T -p) T

qg—1
k - 14 : P q:%'” qk_lfl_i_ L
+g ”Z(.)m—w(—) (1-p)F
=\ q—1
p qqk:ll -l 3
— (-2 1 f{ v (11— }
(q_l) (1-p) « q (1-p)
a" -1 k-1

Since both (qf;l) T 1-p) T and gt

[0,(q —1)/q], Cy is proper. Hence C’fr_l)* is a proper code of length n. [

— (1 = p)¥ are increasing on

We believe that proper (n, M;q) codes exist for all g, n and M, but this
is an open question.
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2.8.2 Shortened codes

Consider a systematic [n,k;q] code C' and let C® be the shortened
[n — 1,k — 1] code:

> = {xeGFg""

(0[x) € o}.

Again the shortened code may be good or bad, whether the original code
is good or not, as shown by the examples in Figure 2.1.

C*® proper C® bad
100 1001
C proper 010 0100
001 0010
Ac(2): 14324322423 1422+ 2224223 4 24
Acs(2) : 1+22+ 22 1+22+ 22
Ac(z): z —22 4234 24
1000000 100111
C bad 0101011 010000
0010111 001000
Ac(z): 1+2+322+325 1+22+22+ 24 +225+ 26
Acs(2) : 1+ 324 1+ 22 + 22
Ac(z): z —22% — 23 42244+ 225

Fig. 2.1 Examples of some shortened binary codes.

We note that
k

g—1 k=1 _1 -1 -1
Pue(cba 1 ) = g n—1 < ¢ n = Pue(c’ q—)
q q q q

It is natural to ask if Pu(C%,p) < Pue(C,p) for all p € [o, ﬂ] In
terms of the weight distribution this can be written as

Ac(z) & {Ac(z) - 1} 1+ z){Acs(z) - 1} >0

for all z € [0,1]. The examples in Figure 2.1 show that this may or may
not be true. For these examples, ¢ = 2, the codes are linear and they



102 Codes for Error Detection

are given by their generator matrices. Clearly z > 0 for z € [0,1]. But,
224+ 23+ 24 <0 for 2 € [0, ‘/52*1), and —222 — 23 4+ 224 + 22% < 0 for
» € [0,0.87555).

2.8.3 Product codes

Let Cy be an [ny, k1,d1;q] code and Co an [ng, ko, ds; q] code. Let C be
the product code. This has length n = ninsy, dimension k = kiks, and
minimum distance d = d1ds. There is in general no simple expression for
Ac(z) in terms of Ac, (2) and A, (2).

Theorem 2.65. Let di and ds be fixred. The product code C' of an
[n1,k1,d1;q) code C1 and an [ne, ke, ds;q] code Cy where ny > ki and
ny > ng > ko is bad if n1 s sufficiently large.

Proof. First we note that
n—k=ning — kiks anng—(nl—l)(ng—l) =ni1+ny—1>nq.
Rough estimates give

Pue(C, 2)
—1
Pue(ca qT)

Y

Q"‘k(ﬁ)d(l -9
() (- 8y

d n/dy d
= () w{ (- ™)

=5 ((qf 1))d(n17112)d (%)d

if n > 2d. Since ¢™ is exponential in n; whereas (n1n2)% is polynomial,
the theorem follows. O

Y
<

d

2.8.4 Repeated codes

Let C be an (n, M, d;q) code and let r > 1. From the definition of C", we
see that

Acr(2) = {Ac(z)} .
In particular,

Ad(Cr) = TAd(C).
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Theorem 2.66. If C' is an (n,M,d;q) code where 1 < M < q"™, and
O<p<1-— M;/n, then
Pue(C",p)
Pue(cra (q - 1)/(])

Proof. The condition 0 <p <1 -— %/n is equivalent to (1 —p)™ > év—f.
Hence

— oo when r — oo.

Ru(C".) 2 1Al O) (=) (=)™

P d M — 1
> (=)
P d s q—1
- rAd(O)((q 5 _p)) Puo(C7, =)
and so
Poe(C7,p) p L
R CRrER Y RG] (e o)
when r — oo. O

Corollary 2.14. If C is an (n, M,d; q) and r is sufficiently large, then C”
is bad.

A careful analysis shows that C” is bad for all r > 5.

2.9 Probability of having received the correct code word

If C'is an (n, M; q) and a code word from C is transmitted over a symmetric
channel with symbol error probability p, then the probability that the code
word is received without errors is (1 — p)™. The probability that another
code word is received is, by definition, P,e(C,p). Hence the probability
that we receive some code word is

(1 =p)" + Pue(C,p),

and the probability that we have received the correct code word under the
condition that we have received some code word is

B (1—p)
Peon 1) = T Pty

Theorem 2.67. Let C be an (n, M;q) code. The function Peown(C,p) is
strictly decreasing on [0, (¢ — 1)/q],

Pcorr(C, O) =1 and Pcorr(c, (q — 1)/(]) = 1/M
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Proof. We have

- ;Ai(c)((q—lil—p)) '

Since m is strictly increasing on [0, (¢—1)/ql, 1/ Peorr(C, p) is strictly

increasing also, and so Peopr (C, p) is strictly decreasing. (]

Any lower (resp. upper) bound on P,(C, p) gives an upper (resp. lower)
bound on Peor(C, p). For example, from Theorem 2.51 we get the following
result.

Theorem 2.68. Let C be an [n,k;q] code. Then Peow(C,p) > (1 — p)*.

By Theorem 2.8, the average value of P,.(C,p) over all (n, M;q) codes
is %{1 —(1— p)"}. Hence, we get the following result.

Theorem 2.69. The average value of 1/ Poore(C, p) over all (n, M;q) codes
18

@ -M M-1 1

-1 ¢ —1(1-p)

From Theorem 2.69 we also get an asymptotic result.

Theorem 2.70. Let Cg., be an average (n,q™";q) code of rate R. Then

{1f07’p<1—qR1,

lim Pcorr(CR,nap) = 0 fO?"p >1— qul.

n—oo

Proof. We see that

" —q™ 1
qn —1
and
M-1 1 qul n
¢ —1(1-p" " (l—p)

when n — oo. If ¢~ < 1—p, then 1/P.ow(Crpn,p) — 1 by Theorem 2.69.
Similarly, 1/Peorr(Cr.n,p) — o0 if ¢F71 > 1 —p. O
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2.10 Combined correction and detection

2.10.1 Using a single code for correction and detection

Let C be an (n, M;q) code. Let Pé?(C, p) be the probability of having an
undetected error after the correction of ¢ or less errors (after transmission
over the g-ary symmetric channel). A more detailed discussion of Pé? (C,p)
is outside the scope of this book, but we briefly mention some basic results.

In 1.6.2 we showed that the probability of undetected error after using
the (n, M, d) code C to correct ¢ or less errors, where 2t + 1 < d, is given
by

P(Cp) = 3 At,j(i)j(l —p)n (2.47)

where

and N¢(, ) is given by Theorem 1.21.

Any question considered for P,.(C,p) may be considered for P,E?(C, D)
for ¢ > 0, e.g. bounds, means, etc. In particular, C is called t-proper if
P,E,?(C, p) is monotonous and t-good if

PY(C,p) < PR (C, 1) (2.48)
q

for all p € [0, q;ql}
In Figure 2.2 we give examples of generator matrices of two [12,4;2]
codes which show that a code C' may be proper without being 1-proper, or

good without being 1-good.

A simple upper bound

Let C be an [n, k,d;q] code where d > 2t + 1. When 0 is sent and y is
received, then we have an undetected error, after correcting of ¢ or less
errors, if and only of y € U,c (o} St(x). By definition, the spheres Sy (x)
are disjoint and the union is a subset of GF(q)". Hence A;; < (’;) (q—1)7
and we get the following upper bound.

Theorem 2.71. Let C be an [n, k,d;q] code with d > 2t + 1. Then
rocp s Y (Tpa-m

j=d—t
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c 100011110000
is proper 010001101111
: 001000010001
is not 1-proper
000100010011
A(CO)(z) : 223 4 24 + 25 4220 + 427 + 428 + 2°
AD (z) 622 + 623 + 2424 + 2125 + 3726
+4827 4 3328 + 1729 + 3210
o 100011100101
is good 010000011001
is not. 1-good 001000011111
000100011011
AD(z) : 223 + 224 4 25 + 226 4+ 227 + 328 4 320
AD(2) : 622 + 1023 + 252* + 2925 4 232

+3827 + 4028 4+ 1529 + 9210

Fig. 2.2 Examples of two [12,4; 2] codes, given by generator matrices.

The ratio P! (C,p)/ Pue(C, p)

We now consider how the probability of undetected error increases when
some of the power of the code is used for error correction.

For p =

In general

and

(1 =p) " Pue(C,p)

(1—p)"PY(C,p) =

1 we have

= Agz? + Agy 20 4+

1

d—
Ata— +2% +Atd t+1%

where z =p/((¢ — 1)(1 — p)) and

d
At gt = (d— t) Aq

Apd—t+1 = (d

d

—t+1

){1+(d—t+1xq—2ﬁAd+(dd+l >AML

—t+1
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Hence,

Pé?(C,p) _(d th{l_t(AdJrl/Ad'f‘l
Pue(C,p) t d—t+1

More terms can be added, but they soon become quite complicated.

+(q—2))z+-~-}.

Average

One can find average results for Py (p) similar to those found for Py.(p) in
Section 2.4. The proof is also similar and we omit the details. The result
can be expressed in various ways, and we list some.

Theorem 2.72. Let C be a set of codes of length n and minimum distance
at least d =2t + 1. Then

Pé? (C,p) = Z a(x) Z (%)WH(y)(l _p)n—wH(y)

wp (x)>2t+1 yESt(x)
n 1+t .
. Py —j
= Ai(C Ni(i, j)(——) @ —p)"7
PIEEDY ) () (=)
i= Jj=i—t
wi (y)
= 3 ()T e 3 et
wi (y)>t+1 q x€St(y)

We consider one example.

Theorem 2.73. For the set C = SYSL(n,k,2t + 1) we have

R < — ?gg_(g)(n#) {1- > (”) (25) a-}
Proof. Let
_ 1
T EE -y

By (2.27) we have a(x) < § for all x of weight at least 2¢t + 1. Hence

wr (y)
rOCn s Y ()" a-pr sy

wa (y)>t+1 g1

ol () a2 (7).

=0 =0 O
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2.10.2 Concatenated codes for error correction and detec-
tion

Two types of concatenated codes for combined error correction and detec-
tion have been studied.

m=1

Let the outer code D be a [k,l;¢] code and the inner code C' an [n, k;q]
systematic code. Let u(x) € GF(q)"* be the check bits corresponding to
the information vector x € GF(q)*, and let

E = {(xu(x)) | x € D}.

Then F is an [n,l; q] code. Suppose without loss of generality that the all-
zero code word is sent. At the receiving end we first use complete maximum
likelihood decoding for the code C|, that is we decode into the closest code
word of (x|u(x)) € C, and if there is more than one closest code word,
we choose one of these at random. If the corresponding x is a non-zero
code word in D, then we have an undetectable error after decoding. Let
P.(D,C,p) be the probability that this happens. The question we must
ask, how does use of the code C' affect the probability of undetected error,
that is, what is

def Pue Dacap
R(D,C,p) = ﬁ

By a careful choice of codes it is possible to get R(D, C,p) — 0 when p — 0.
In particular, this is the case if dpin(C) > 2dmin(D).

Remark 2.8. An alternative way of using the combined code is to correct
up to t errors using code C' and the use the remaining power to detect
errors; this is a special case of the next method considered. In this case
an error is undetected if the received vector is within distance ¢ of a code
word of the form (x|u(x)), where x € D\ {0}, that is, within distance ¢
of a non-zero code word in E. Hence the probability of undetected error is
Pi(E
ue ( 7p)

m>1

Let D be an [mk, K; g] code and C an [n, k; q] code which is able to correct
t errors. Let E denote the concatenated code. Suppose that the all zero
vector in GF(q)™" is transmitted. Let (y1,y2, - ,¥m) be received. The
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probability that y; is within distance ¢ of a fixed code word in C' of weight
i is given by

n .
p/(i) = ZNt(l,]) (qf;l)j(l —p)”fj.
j=0
If some y; is at distance more than ¢ from all code words in C, then a
detectable error has occurred. Otherwise, each y; is decoded to the closest
code word y; € GF(¢)".
Let the corresponding information vector be z, € GF(q)*. If
(z1)22| - - - |1Zm) is a non-zero code word in D, then we have an undetectable
error. The probability that this happens is then given by

> Ay g i (O) (11)P' (i2) - P (i)

(7;1 NENEE )im)¢(0307”' 70)

2.10.3 Probability of having received the correct code word
after decoding

The results in Section 2.9 can be generalized to situation where we com-
bine correction of up to t errors and error detection. Assume that C' is
an (n, M,d;q), that a code word from C is transmitted over a symmet-
ric channel with symbol error probability p, and that the received vector
is decoded to the closest code word if at most ¢t < (d — 1)/2 errors have
occurred. The received vector is decoded into the sent code word if it is
within Hamming distance of the sent code word. The probability for this to
happen is 23:0 (?)pj (1 — p)"~J. The probability that another code word
is decoded to, by definition, P,E?(C, p). Hence the probability that we have
decoded to the correct code word under the condition that we have been
able to decode

>0 (3)p7 (1 =)
PO.(C,p) = — =0 ‘ .
corr( p) Zj:() (;L)p.?(]_ - p)nfj + Pue(t)(c7 p)

It can be shown that Pc(f,zr(C, p) is strictly decreasing.

2.11 Complexity of computing P,.(C,p)

The following theorem shows that it is a hard problem to compute Pye(C, p)
in general. For a generator matrix G, let C denote the code generated by

G.
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Theorem 2.74. The problem of computing Pue(Cq,p), as a function of a
rational p and a generator matriz G, is an N'P hard problem.

Proof. 1t is known Berlekamp, McEliece, and van Tilborg (1978) that
the following problem is AP complete:

Given a k x n (binary) generator matrix G and an integer w, decide if
the code C¢ contains a code word of weight w.

In particular, this implies that the problem of finding the weight distribu-
tion of Cg is NP hard. We show that the problem of finding the weight
distribution of C¢ has the same complexity as the problem of evaluating
Pue(Cgq,p) in the sense that each has a polynomial time reduction to the
other.

First, computing Py.(Cg,p), given a rational p and the weight distribu-
tion of Cg, is a simple evaluation of a polynomial using Theorem 2.1, and
this can be done in polynomial time.

Next, if we know Pue(Cq,p;) for n different values p1,ps,...,p, (all
different from 1), then the weight distribution can be determined in poly-
nomial time from the set of n linear equation:

21A1 + Z%A2 + -+ Z?An = (]- _pl)inPue(CGapl)a
22A1 + Z§A2 + -+ Z;’LA’I’L = (]- _p2)7nPue(CGap2)a
ZnAl + Z%A2 + -+ ZgAn = (]- _pn)inpue(CGapn)a

where z; = p;/((¢—1)(1—p;)). Since the coefficient matrix of this system of
equations is a Vandermonde matrix, it has full rank and the set of equations
determine Ay, As, ... A, uniquely. O

2.12 Particular codes

In this section we list the weight distributions of some known classes of
codes. Results that apply only to binary codes are given in the next chapter
in Section 3.5.

2.12.1 Perfect codes
Repetition codes and their duals

Over GF(q) the (generalized) repetition codes are the [n, 1; q] codes whose
non-zero code words have Hamming weight n. The weight distribution
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function is
14+ (g—1)z".

Both the code and its dual are proper. In the binary case, the dual code is
known as the single parity check code.

Hamming and simplex codes

For given m and ¢, the simplex code is the cyclic code over GF'(q) generated
by a primitive polynomial of degree m. It has dimension m and length
qnz _

q_ll. All non-zero code words have weight ¢™ ™!, that is, its weight
distribution function is

n =

1+ (qm — l)zqm_l.
The dual code is the {n, n—m; q} Hamming code. The weight distribu-
tion can be found from the weight distribution of the simplex code, using

MacWilliams’s identity:
m—1__ 1

e () ) ()t

=0

Both codes are proper. The extended Hamming code and its dual code are
also both proper.

Estimates of the minimum distances of shortened binary simplex codes
(the partial periods of binary m-sequences) were given by Kumar and Wei
(1992). Whether such shortened codes are good or not will depend on the
primitive polynomial used for generating the code and the shortening done.
Shortening of binary Hamming codes will be considered in more detail in
the next chapter (in Section 3.4).

Golay codes
The binary Golay code is the [23,12, 7; 2] CRC code generated by the poly-

nomial

L4 04 64 5 4 2
Its weight distribution is given in Table 2.10. Both the code and its dual
are proper.

The ternary Golay code is the [11,6,5; 3] CRC code generated by the
polynomial

PR, iy
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Table 2.10 Weight distribution of the [23, 12, 7; 2] Golay
code.

7 0 7 8 11 12 15 16 23

A;: 1 253 506 1288 1288 506 253 1

Table 2.11 Weight distribution of the
(11,6, 5; 3] Golay code.

1: 0 5 6 8 9 11

A;: 1 132 132 330 110 24

Its weight distribution is given in Table 2.11. Both the code and its dual
are proper.

References: MacWilliams and Sloane (1977, pp. 69, 482), Leung,
Barnes, and Friedman (1979), Mallow, Pless, and Sloane (1976).

2.12.2 MDS and related codes
MDS codes

The Singleton bound says that d < n — k + 1 for an [n,k,d;q] code.
Maximum distance separable (MDS) codes are [n,k,d;q] codes where
d=mn—k+ 1. For these codes

n i—n+k—1 i
A - () (g 1)
() % ()6
7=0
for n — k41 < i < mn, see Peterson and Weldon (1972, p. 72). Kasami and
Lin (1984) proved that Pé?(C, p) is monotonous on [0, %] for all [n, k, d; q|
MDS codes C' and all t < %, that is, the codes are t-proper.
The defect and MMD codes
The defect s(C) of an [n, k,d; q] code is defined by
s=s(C)=n—k+1—-d.

By the Singleton bound, s > 0, and C' is MDS if and only if s = 0. Similarly,
the dual defect s(C) is the defect of the dual code, that is

st=5(C)=k+1—d*.
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Faldum and Willems (1997) proved that

A= (") jf(—l)i(” RN [UaE

=0

R s — i\ (-1 4s—i
—(-1 g=s An— —s+i-
- ; (k—j>< j—st ) e
Let C be an [n,k,d;q] code with defect s. Olsson and Willems (1999)
proved that if m is a positive integer and k& > m + 1, then

Q< q"(q—1)

T (s +m). (2.49)

They called a code with equality in (2.49) a mazimum minimum distance
code. A complete characterization of MMD codes were done by Faldum and
Willems (1998) and Olsson and Willems (1999). Based on this character-
ization, Dodunekova and Dodunekov (2002) showed that all MMD codes
are proper, and Dodunekova (2003a) showed that the duals of all MMD
codes are proper.

The MMD codes with s > 1 are the following codes (and any codes with
the same weight distribution).

e Si* for t > 0, where Sy, is the simplex code.

e The [¢*71, k, (¢—1)¢*~2; q] generalized Reed-Muller code of first order.
For ¢ = 2, we must have k > 4 (see e.g. Assmus and Key (1993)).

e The [12,6,6; 3] extended Golay code.

e The [11,5, 6; 3] dual Golay code.

e The [¢2,4,q* — g; q) projective elliptic quadratic code for ¢ > 2 (see e.g.
Dembowski, Finite Geometries, Springer, 1968).

e The [(2! —1)2™ + 2,3, (2! — 1)2™;2™] Denniston code for 1 <t <m
(see Denniston (1969)).

Almost MDS codes

Codes with s = 1 are called almost MDS codes (AMDS). In particular, if
also da(C') = n—k+2 (where do(C) is the second minimum support weight
defined in Section 1.5), the codes are called near MDS (NMDS). They
have been discussed by de Boer (1996), Dodunekov and Landgev (1994),
Faldum and Willems (1997). The error detecting properties of almost MDS
codes were discussed Klgve (1995b) and Dodunekova, Dodunekov and Klgve
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(1997). Some of these codes are good, others are not. For example, if C' is
an [n, k,n — k;q] AMDS and

1/n
Api < E(k){l 126 +2/5? +ﬂ},

where
_l k—1 n—=k

s g k n—k+1’

then C' is proper.

Ezxpanded MDS codes

A symbol in GF(g™) can be represented as an m-tuple with elements
in GF(q). Therefore, an [n,k;¢™] code can also be considered as an
[nm, km; q] code. For some Reed-Solomon codes (as well as some generaliza-
tions), the weight distribution of the corresponding binary codes have been
studied by Imamura, Tokiwa, and Kasahara (1988), Kasami and Lin (1988),
Kolev and Manev (1990), Pradhan and Gupta (1991), Retter (1991), and
Retter (1992). In particular, Retter (1991) considered generalized Reed-
Solomon codes generated by matrices of the form

V1 (%) . Un
V101 Vg ... UpQp
2 2 2
VI V20 ... UpQd
vlalffl vgaéﬂ*l - Unaﬁ’l
where «j,q9,...,a, are distinct non-zero elements of GF(g) and
v1,V2,...,U, are non-zero elements of GF(q). Retter (1991) determined

the average weight distribution for the class of codes where the «; are kept
fixed, but the v; is varied in all possible (¢ — 1)™ ways. Nishijima (2002)
considered upper bounds on the average probability of undetected error for
this class of codes, and Nishijima (2006) gave upper and lower bounds on
the probability of undetected error for individual codes in the class.

2.12.3 Cyclic codes

Several of the codes presented under other headings are cyclic. Here we
will give some references to papers dealing with cyclic codes in general, and
more particular, irreducible cyclic codes.
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Barg and Dumer (1992) gave two algorithms for computing the weight
distribution of cyclic codes.

A cyclic code is called irreducible if the polynomial h(z) in Theorem 1.2
is irreducible. An irreducible cyclic [n, k; ¢] code C' can be represented as
follows.

{(Tr]f(a:), ek (2p), ... ,Tr]f(a:ﬁ"_l)) ‘ x € GF(qk)},

where Tr is the trace function and § is a root of h(z) = 0.

McEliece and Rumsey (1972) and Helleseth, Klgve, and Mykkeltveit
(1977) gave general methods for computing the weight distribution of ir-
reducible cyclic codes and also gave explicit expressions for several infinite
classes of such codes. Their papers also contain a number of further refer-
ences. Segal and Ward (1986) and Ward (1993) have computed the weight
distribution of a number of irreducible cyclic codes.

One drawback with the use of cyclic codes is that they are not good for
block synchronization. However, we can overcome this drawback by using
some proper coset S of the cyclic code C since Pue(C,p) = Pue(S, p).

2.12.4 Two weight irreducible cyclic codes

Baumert and McEliece (1972) and Wolfmann (1975) studied a class of ¢-
ary two weight linear irreducible cyclic codes. The class is parametrized by
three parameters, r > 1, t > 2, and s > 2, where s divides ¢" + 1. The
dimension and length of the code are

k=2rt, n=

The codes have the two weights and corresponding number of code words:

1) F(— 1) (s—1)g"t !

)qkfl_(_l)tqrtfl

S 3

) Aw1 = n?
A, =n(s—1).

wy = (q —
W = (q -1
The error detecting properties for these codes were studied by Dodunekova,

Rabaste, Paez (2004) and Dodunekova and Dodunekov (2005a). They
showed that the codes and their duals are proper in the following cases:
q=2,8>2,teven, r>1,
q=2,s=3,todd, r>1,
¢g=3,5=2,t>2, r>1,
q=3,s=4,t=2, r=1.

In all other cases, both the codes and their duals are bad.
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2.12.5 The product of two single parity check codes

Leung (1983) determined A¢(z) for the product of two binary single parity
check codes. If Cy and Cy are [I,] — 1] and [m, m — 1] parity check codes
respectively, then the weight distribution function of the product code is

m—1
1 m—1 4 m—il
=0

The product code is proper for

(I,m) €{(2,2),(2,3),(2,4),(2,5),(3,2), (3,3), (3,4), (3,5),
(4,2),(4,3),(4,4),(5,2), (5,3)},

in all other cases the product code is bad.

2.13 How to find the code you need

There are two main classes of problems we may encounter when we want
to use an error detecting code on the ¢-SC:

e how to calculate Py (C,p) or Péé)(C, p) for a given code,
e how to find an (n,M;q) code or [n,k;q] code for which P,.(C,p) or
,EZ)(C, p) is below some given value.

In general these are difficult problems and a solution may be infeasible.
However, in many cases of practical interest, solutions may be found using
the results and methods given in this and the next chapter. Since the results
are many and diverse, we give in this section a short "handbook” on how
to attack these problems.

Given C and p, how to find or estimate Pyo(C,p)

The first thing to do is to check in Sections 2.12 and 3.5 if your code is in the
lists of codes with known weight distribution. If not, the weight distribution
of the code or its dual may possibly be found by a complete listing of the
code words (if k£ or n — k are small). Having found the weight distribution,
P,(C,p) can be computed from Theorem 2.1. If you have found the weight
distribution of the dual code, Pyo(C, p) can be found combining Theorems
2.1 and 2.7. Likewise, Pé?(C, p) can be computed from (2.47) if the weight
distribution is known, and from Theorem 1.14 and (2.47) if the weight
distribution of the dual code is known.
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If the weight distribution is not possible to obtain, you have to be sat-
isfied with estimates for Pue(C,p). One upper bound is given in Theorem
2.51. Another is obtained by combining Theorems 1.22, 1.23 and 2.50. Any
partial information you may have about the weight distribution may help
to improve the bound thus obtained. If p < d/n, Theorem 2.2 can be used.
Lower bounds may be found using Theorems 2.42-2.48. Upper bounds on
Plgé)(C, p) is obtained by combining (2.47) and Theorems 1.22 and 1.23.

Given C, a, and b, how to find or estimate Py.(C,a,b)

To determine Py.(C,a,b) exactly is usually a harder problem than to de-
termine Py (C,p) for a particular p. In the special cases when we can prove
that the code is proper, and b < (¢ — 1)/q, then Py.(C,a,b) = Pu(C,b).
Likewise, if b < d/n, then Py.(C,a,b) = Pye(C,b) by Theorem 2.2. If the
code is good, then by definition Py.(C,0,(q —1)/q) = Pue(C, (¢ —1)/q) =
(M —1)/q".

With known weight distribution of the code, the algorithm based on
Theorem 2.35 can be used to get as good an approximation to Py.(C,a,b)
as we want. Otherwise, any upper bounds on the weight distribution (e.g.
from Theorems 1.22 and 1.23) can be combined with Theorem 2.35 to give
upper bounds on Pyc(C,a,b). The last resort is to hope that Py.(C,a,b)
is about average and that the upper bound on the average (2.41) is also
an upper bound on Py (C,a,b) (this is not very satisfactory, cf. Theorem
2.391).

Given p and a bound B, how to find an (n, M;q) code C such that
Pue(C.p) < B

It is possible that B is too small, that is, there are no (n, M;q) codes C
with the required property. The first thing to do is therefore to compare
B with the lower bounds in Theorems 2.42-2.48. If B is not smaller than
any these lower bounds, the next thing to do is to look through the list of
codes in Sections 2.12 and 3.5 to see if any of those satisfy the requirement.
If not, possibly a code with the requirements can be obtained using the
*-operation one or more times on any of these codes. If k or n — k is not
too large, the next possibility is to pick a number of (n, M;q) or [n,k;q]
codes at random and check them.

The problem of finding the [n, k;¢] code which minimizes P,.(C,p) is
usually harder, but the line of attack would be the same. The solution
for K < 4 and for n — k < 4 is given in Section 3.2. Further, if n =
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(q —1)/(g— 1), then the optimal code for all p is C(*~1* where C is the
[(¢" —1)/(q — 1), k; q] simplex code. Further, the [(¢™ —1)/(q — 1), (¢™ —
1)/(g — 1) — m; g Hamming codes are also optimal for all p.

Given a, b and a bound B, how to find an (n,M;q) code C such
that Pye(C,a,b) < B

This problem should be attacked in the same way as the previous problem,
the main difference is that now it is Pye(C, a, b) which needs to be computed
or estimated. As for a lower bound, note that Pye(C,a,b) > (M —1)/q™ if
a<(¢—1)/g<b.

How to choose a code which can be used for different sizes of the
information, but with a fived number of check bits

The problem can be stated as follows: find an [m + r,r; ¢] code such that
the shortened [k + r, k; g] code is good for all k£ within some range, possibly
for 1 < k < m. The main choices of codes for this problem are CRC
codes. You should consult the sections on CRC codes and, if need be, the
references given there.

2.14 The local symmetric channel

A channel is called a local symmetric channel (LSC) if it behaves as a ¢-
ary symmetric channel for each transmitted symbol, but the channel error
probability may vary from symbol to symbol. We consider linear codes
over GF(q). Suppose that an [n, k; q] code C' is used on a LSC where the
probability that symbol ¢ is in error is given by p;. A similar argument
as for the g-ary symmetric channel gives the following expression for the
probability of undetected error.

ue(c b1,p2,- - apn)

=l -mle(Gga=y G Y

q
i 1= —op,) = [[ = p0).

q—1 i=1

S

S
qr q—

Ezample. Let C be the [n,n — 1;2] even-weight code, that is, C+ = {0,1}.
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Then
ACL(Zl,ZQ,- .. ,Zn) =1 + 2129 2,
and so
1 n n
PG = 5 Tl -0}l -0
=1 i=1

In analogy to what we did for the ¢-SC, we define
Py (C,a,b) = max{Pue(pl,pg, ey Dn) ‘ p; € [a,b] for 1 <i < n}
Theorem 2.75. Let C' be an [n,k;q] code, and let 0 < a < b < 1. For
X C{1,2,...,n}, define z(X) =z by

L _[bifieX,
‘T laifig X.
Then

Pye(C,a,b) = maX{Pue(C,z(X)) ‘ X C {1,2,...,n}}.
Proof. For convenience, we write
Q={pla<p;<bforl1<i<n}.
We prove by induction on j that there exists a vector y € @ such that
y; € {a,b} for 1<i<j, (2.50)
Pue(C,p) < Pue(C,y) for all p € Q. (2.51)

First, let j = 0. Since @ is a closed set and P,.(C,p) is a continuous
function of p on @, it obtains its maximum on @, that is, there exists a
y € @ such that (2.51). Moreover, (2.50) is trivially true for j = 0. This
proves the induction basis.

For the induction step, let 7 > 0 and suppose that the statement is true
for j — 1; let y € @ such that y; € {a,b} for 1 < i < j—1 and (2.51) is
satisfied. For a ¢ € C' we have

H( Yi )wH(Ci)(l B yi)l—wH(Ci)

v )wH(Ci)

(1= gt ity £0,
)wH(ci)

[

(1 — ;) —wule) if ¢; = 0.

—Yj) Hi;éj(qyjl
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Hence

Pue(C,y) = ajy; + 5

where

ZH(

CGC\{O} i#]
;=0

wa(ei) —wu(c;
= 2 II( —1) (1 — gy) ' monen),
CEC\{O) iH£] q
cj=0

If a;; > 0 we must have y; = b since y is a maximum point, and so (2.50)
is true. Similarly, if a; < 0 we must have y; = a and again (2.50) is
true. Finally, if a; = 0, then P.(C,y) is independent of the value of y;.
Therefore, we may replace y; by any other value in [a,b], e.g. a which
makes (2.50) true also in this case. This proves the statement for j and the
induction is complete. For j = n we see that (2.50) and (2.51) implies that

there exists an X such that Pyc(C,a,b) = Pye (C, z(X)). O
Lemma 2.9. Ifa =0 and b =1, then

Pa(cat) = FESERES

Proof. In the case we consider, z(X) is given by
 f1lifie X,
Tloifig X

and so

L\ wne) 1 if wi(e;) = 2z, =0 and ¢; = ¢,
(Z) ™ amzome) = 3 1/(g 1) i wn(e) = % £ 0 and 6 # ¢
4 0 otherwise.

Hence

ﬁ( 2 )wH(Ci)(l _yimune) _ {1/((1— D#Xif x(c) = X,

g1 0 otherwise.

Summing over all ¢ € C'\ {0}, the lemma follows. O
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Theorem 2.76. Let C be an [n, k,d;q] code. Then

1
Py (C,0,1) = W.
Proof. First, let ¢ be a code word in C' of minimum weight d, and let
X = x(c). Then x(ac) = X for all a # 0. Hence
qg—1 1
Pye(C,0,1) > Pue(C,z(X)) = P
On the other hand, let X be the support of some non-zero code word. Let
Bx ={cx | ceC and x(c) = X}
where cx denotes the vector of length #X obtained by puncturing all
positions of ¢ not in X (the elements in the punctured positions are all
zero). Let Ux be the vector space generated by Bx. Let r be the dimension
and ¢ the minimum distance of Ux. Clearly, d < §. By the Singleton bound
we have 0 < #X —r + 1. Hence r < #X — (d — 1). By Theorem 1.23,
Ux contains not more than (g — 1)#X~(¢=1) code words of weight #X. In
particular, #Bx < (¢ — 1)#X~(¢=1)_ By Lemma 2.9 we have
Pue(C,z(X)) _ _#Bx < (¢ — 1)#X-(d-1) _ 1 _
(¢ —1)#X (¢—1)#X (¢ — 1)t
By Theorem 2.75 we have

(2.52)

1
PWC(C70’ 1) = max{Pue(C,z(X)) ‘ X C {1,27 .. 7TL}} < W
This, together with (2.52), proves the theorem. O
Lemma 2.10. Consider the interval [0, (¢ — 1)/q]. We have
_ #Hy e C\{0} [ x(y) € X}
Pac (O,Z(X)) = = .
Proof. First we note that if ¢ € X, then z; = (¢ — 1)/q, and so
Zi 1
=1- Zi = —.
q—1 q
Therefore
Zi )wH(c’i) 1—wr(c)
1—2z; HAG) — —
() a-=) ;
for any value of ¢;. If i € X, then z; = 0 and so
g—1 0if¢; #0.
Hence
H( i )wH(Ci)(l - Zi)l—’u)H(Ci) — {q#X lf x(y) € X,
qg—1 0 ifx(y) ZX.

i=1
Summing over all non-zero y in C, the lemma follows. O



122 Codes for Error Detection

For X C {1,2,...,n}, let
Vx ={ceC|x(c) C X}.

We note that Vx is a vector space, i.e. Vx is a subcode of C. If the
dimension of Vx is 7, then

#{yec\ {0} [x(y) S X} =g -1

and

dr < #x(Vx) < #X.

Hence

Poe(C2(X)) < (2.53)

Moreover, for each r, 1 < r < k, there exists a set X such that #X = d,
and dim(Vx) = r. Combining this with Theorem 2.75 and Lemma 2.10 we
get the following result.

Theorem 2.77. For an [n,k;q| code C we have

Pye(C,0,(¢ —1)/q) = max {qr d_ 1}.

1<r<k L gdr

Next, we state a lemma whose simple proof is omitted.

Lemma 2.11. Let l, m, and t be positive integers. Then

l I+t
~q¢—1 q¢gTt-1
(2) o < T (2.54)
l I+t
~1 —1
(i4) qqm > qqm+u foru>t+1. (2.55)

We can now restate Theorem 2.77.

Theorem 2.78. Let C be an [n,k,d;q] code. Let
8:max{r‘1§r§k anddrzdl—i—(r—l)}.

Then

¢ -1
Py (C,0,(g—1)/q) = T
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Proof. First, since ds —d, = s —r for 1 < r < s, we have, by Lemma
2.11 (i),
¢ -1 _¢-1
nl— < -
q q%
for 1 <r < s. For s <r <k we have, by (1.18), that d,, — ds > r — s+ 1,
and by Lemma 2.11 (ii) we get
¢-1_q -1
— >
q% g
Hence, by Theorem 2.77, we get

g—1\ ¢-1 ¢ -1
PWC(C; q )_ qu — qd+s—1' D

We give some corollaries of Theorem 2.78. Usually only part of the
weight hierarchy is needed to determine Py.(C,0,(q — 1)/q), sometimes
only d;. For instance, by (1.17) we have do > d; + 1 if d; > ¢+ 1. Hence
we have the following corollary.

Corollary 2.15. Let C be an [n, k, d; q] code with minimum distance d > q.

Then
—1 -1
Puc(C0, =) = L=,
q q

From Theorem 2.77 we see that
-1 k_1 k_1
Puc(C0, =) 2 = > T
q qer q"
In particular, Py.(C,(q —1)/q) = (¢® — 1)/q" if and only if n = dy =
di1 + k — 1, that is, if and only if the code is MDS.

Corollary 2.16. For an [n,k;q] code C we have
_ k _

PWC (Ca 07 g) 2 d !

q q"
with equality if and only if C' is an MDS code.

Remark 2.9. The average value of Pyo(C,p1,p2,...,pn) over all [n, k;q]

codes can be shown to be
n

E(Pue(O,pl,pg,---,pn)) 3 {1_H(1_pi)}’

=1

and so

maX{E(Pue(Cypl,pz,---,pn)) ‘ 0<pi<(qg— 1)/(1} _i L

n
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In analogy to what we did for the ¢-SC, we could call a code good if
Puc(C,0,(q — 1)/q) = (¢ —1)/q". However, we note that this is a very
strong condition, which by Corollary 2.16 is satisfied only by MDS codes.

It is often difficult to determine the weight hierarchy. Therefore it is
useful to have good bounds. Corollary 2.16 gives such a lower bound.
Theorem 2.78 and Lemma 2.11 a) give the following general bounds.

Corollary 2.17. Let C be an [n, k,d;q] code. Then

qg—1 g—1 -1 q-q
7 SPWC(C’()’ q )Squrkfl: q°

(k=1)
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Chapter 3

Error detecting codes for the binary
symmetric channel

For ¢ = 2, the g-ary symmetric channel is called the binary symmetric
channel (BSC). In this chapter we give some results that apply for the BSC,
but which does not generalize to general ¢ or a possible generalization is
not known or has not been studied. Since ¢ = 2 throughout the chapter,
we (usually) drop ”;2” from the notations and write [n, k] for [n, k; 2], etc.

3.1 A condition that implies ”good”

For linear codes with code words of even weight only, the following theorem
is sometimes useful to show that

Pue(C.p) < 287" {14 (1—2p)" —2(1 - p)"}. (3.1)

Since 1+ (1 — 2p)™ — 2(1 — p)™ is monotonically increasing on [0,1/2], this
is a stronger condition than C' being good.

Since all code words have even weight, the all-one vector 1 belongs to
C*. Therefore, for any code word x € C*t of weight 4, there is a code
word in O+ of weight n — 4, namely x + 1. Hence we can write the weight
distribution function of C* as follows:

Aci(z) =D Bi(z' 42",
=0
where v = {%J

Remark 3.1. If n is even, then B, = 3$A,(C*). For i < % we have
B; = A;(CH).

129
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Theorem 3.1. Let C be an [n,k,d] code where n = 2v + 1 is odd and all
code words have even weight. If

v—1 ,. .
_ v ; Z 1+
2n k _ 2 > 22j+1 Bu_i
( )<j> - 2j

i=j
for
d . (n—2d%)?%+n
- <
3 =7 o ’
then

Puo(C,p) < 287" {14+ (1 —2p)" — 2(1 — p)"}
for allp € [0, %} .

Theorem 3.2. Let C be an [n, k,d] code where n = 2v is even and all code
words have even weight. If

weea) oo B (4 -

(n—2dY)%+n—-2
2n —2 ’

<Jj<
then
Pae(C,p) <287 {1+ (1= 2p)" = 2(1 = p)"}
for allp € [0, %} .
Proof. We sketch the proof of Theorem 3.1. By Theorem 2.4

Pue(Cyp) =2""Aci(1—2p) — (1 —p)"
=28 {14 (1-2p)" —2(1 —p)" — F(p)}

v

F(p)=@""*=2)(1-p)" =Y Bi{(1-2p)' + (1-2p)"'}.

i=1

We will show that F'(p) > 0 for all p. We see that

(1-p)"=(1-p) i (lzf)pzj(l gy

Jj=0
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and
A n—1i : j 7’+j j v—j
(1-2p)'+(1—2p)" " =(1 —p)Z22J+1< 2 )p2j(1 —2p)" .
j=0
Hence
F(p)=(1—-p) Y p (1 -2p)" 7 Fj,
§=0
where

v—1 . .

_ v ; 1+
F,=(@2"F%_2 —§ 92j+1 B,_,;.

= )<j> 2j

i=j
We will show that F; > 0 for all j. By assumption, this is true for g <5<
L
do & [%n)u"] Consider j < . Then

v—1 . . n . . .
j +7 j t+)+v—n i1 () +V
Y oowt ("B, =2 Y B — 92t
2j 2j 2j

i=j i=0
2 j+v—mn - jtv
:22j - B’L 22j+1
> ()50 -2

Jtv gn—k—1 (T 9j41(J+V
_223 — 92jt
> (5 () -2 (1)

— 2717]@ (V) _ 22j+1 <] + V)
J 2j

where the second to last equality follows from Theorem 1.3, and so

e S I T )
2j J

Finally, consider j > do. We prove that F; > 0 by induction on j. As basis
for the induction, we use that Fy,_1 > 0. We observe that B,_; = 0 for
n—d+ <i<wv—1. Further

241 (i5) ) 2070 ()

_ 204 )E—g+1 2(-1)j

. 22(3— 1);+1(1+(§J 11));)

B (jzl)
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for j > dg and j < i < v —d*. Hence

v—dt 2j+1 (i+]
F Z 2271 (%)
o B, v
(5) O
Ve dL 2211 (4G 1)
2 277, k _ Bu i - J
0z 0%
= Fju‘l >0
(j—l)
by the induction hypothesis. O

Remark 3.2. If

3

d < (n—2d+)? +n
2|~ 2n

then there are no further values of j to check and similarly for n even.
Hence we get the following corollary.

Corollary 3.1. Let C be an [n,k,d] code where all code words have even
weight. If n is odd and

d S (n—2d)?+n
20~ 2n

or n is even and

ajl (n—2dY)?2+n—2
- 2n — 2

then

Pue(Cyp) <287 {14+ (1= 2p)" —2(1 - p)"}
for allp € [0 %}

3.2 Binary optimal codes for small dimensions

It is an open question for which n and k there exist [n, k] codes which are
optimal for all p € [0, %} However, for k& < 4 such codes do exist for all
n; by Corollary 2.12 the same is true for k£ > n — 4. Before we can prove
this, we must first show a couple of lemmas. The proof is quite long and
we divide it into some lemmas. The proof will be based on Corollary 1.7.
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Let C be an [n, k] code generated by G whose column count function is m.
Then

s(U°,m)

0 p

Recp == ¥ (1) (32)
U€eSk, k-1 p

Lemma 3.1. If C is optimal for p € (0, %), then m(0) = 0.

Proof. Suppose that m(0) > 0. Let y be an arbitrary non-zero vector in
GF(2)*. Define m’ by

m’(0) =0,
m/(y) = m(y) +m(0),
m'(x) = m(x) for x € GF(2)¥\ {0,y},

and let C’ be a corresponding code. Then

s(U°,m') = {zgcg +m(0)) ﬁz ; gc
Hence
Pae(C,p)—Pao(C", p) = (1—p)™ {1 - (L)mm)}z (L)swc’m) y
) ue(C - = (2 |
where the last sum is over all U such that y € U € S j—1. O

Let T be an invertible linear transformation on GF(2)¥, and let Cr
be a code corresponding to m o T', that is, if mp corresponds to Cp, then

mp(x) = m(T(x)).
Lemma 3.2. We have Pue(Cr,p) = Pue(C,p) for all p.

Proof. We have
sUymp) =Y m(Tx)= > mT(x)=s(TUm).

xeU T(x)eTU

Since T'U runs through Sy r—1 when U does, we get

ACr2) =1+ 3 nmsCmm) Zqp 7 pnmsm) Z 402,
UESk k-1 UESk k-1 0

Lemma 3.3. If C is an optimal [n, k] code for p € (0,3) and k < 4, then
Im(x) —m(y)| <1 for x,y € GF(2)" \ {0}.
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Proof. We give the proof for k = 3. For k = 1,2 the proof is simpler, for
k = 4 more complicated, but similar. For the details of the proof for k = 4
we refer to Klgve (1992).

To simplify the notation, we write

my1 = m(100), mg = m(010),--- ,m7 = m(111).
First we note that there exists a linear transformation on GF(2)? such that
mz(100) < myp(x) < mp(010) for all x € GF(2)% \ {0},

and mp(101) < mp(011).
Hence by Lemma 3.2, we may assume without loss of generality that

mp <m; <mgforl <i<7,

ms S me.

Note that this implies that ms — mq > mg — ms. By Corollary 1.7 we get
Ac(z) =1+ Lmatmat+ms+me + Lmatmetmatms + LMstmet+matms

_|_Zm1+m5+m3+m7 +zmz+me+m3+M7
+Zm1+MG+m3+m4 +zm2+M5+m3+m4

Suppose that the lemma is not true, that is, C is optimal, but ms—mq > 2.
By Lemma 3.1, mg = 0.

Case I, ma — m1 = mg — ms. Define m by
mi=mi+1, meo=mo—1, ms=ms+1, mg=mg—1,
and m; = m; for i € {0,3,4,7}. Then m; > 0 for all i. Let C be a
corresponding code. Then

Ac(z) — Ag(z) = gmtmstmstme (1 _ 52) (1 — pmammitme=ms=2) 5

for z € (0,1). Hence Poo(C,p) > Pue(C,p), contradicting the optimality of
C.

Case II, mg — m1 > mg — ms. Define m by
mi=mi1+1, mg=mg—1,
and m; = m; for i € {0,3,4,5,6,7}. Again m; > 0 for all i. Let C be a
corresponding code. Then
Ac(z) — Ag(z) = zmitmetmstme (1 — 2) (1 — zm2_m1_1+m6_m5)
{4 pmatmatmatme (1 _ Z) (1 _ Z(m2—m1)—(m6—m5)—1)

>0
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for z € (0,1). Again P,(C,p) > Pue(C, p), contradicting the optimality of
C.

For an [n, k] code C for which m(x) > 0 for all x # 0, define C~ to be
an [n — (2% — 1), k] code corresponding to m ™~ defined by
m~(0) =0,
m~ (x) =m(x) — 1 for x # 0.
Then (C~)* = C and

2k—1

P (1 =p)* T Pu(C7,p) = Pue(Cp). O

Lemma 3.4. Let C be an optimal [n, k] code for p € (0,%) where k < 4.
Then

(i) C* is optimal for p,

(ii) if n > 28 — 1+ k, then C~ is defined and it is optimal for p.

Proof. Let C; be an optimal [n + 2% — 1, k] code for p. By Lemma 3.3
C| is defined. Hence

2k—1

k—1
P> (1-p)* T'Pu(C,p) = Puc(C*,p)
k—1 k—1 _
Z Pue(clap) :p2 (1 _p)2 71Pue(01 7p)
and 80 Pue(C*,p) = Pue(C1,p), that is, C* is optimal for p. This proves
(1), and (47) is similar. O

By Lemma 3.4, for k < 4 it is sufficient to determine the optimal [n, k]
codes for p € (0,1/2) where n < 2¥ —1+k. This can be done by a computer
search. The search gives the following result.

Theorem 3.3. If 1 < k < 4 and n > k, then there exists an [n,k] code
which is optimal for all p € [0,1/2].

We write n = 7“(2”C — 1) 4+ ng where 0 < ng < 2k _ 1. Then the column
count function for an optimal code is given by

me(x) = r + mo(x)
and
Ac(z) —1=2"2""{Ag(z) — 1}

where mg and Ap are given in Tables 3.1-3.3. Note that in the tables, x is
written as a column vector
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Table 3.1 mo(x) and
Aog(z) for k=2

no x Ao(z)
101
011
0 000 4
1 100 2+ 22
2 110 1422422

Table 3.2 mg(x) and Ag(z) fork =3

no x Ao(z)
1010101
0110011
0001111
0 0000000 8
1 1000000 444z
2 1100000 2+ 4z 4 222
3 1101000 1+ 3z 4 322 + 23
4 1101001 14622 4 2%
5 1111100 1+ 222 4423 + 24
6 1111110 14423 + 324

3.3 Modified codes

3.3.1 Adding/removing a parity bit

Consider an [n, k] code C containing some code word of odd weight. Adding
a parity bit, that is extending each code word a to (a| Y ., a;) gives an
[n+ 1, k] code C* where all the code words have even weight. The weight
distribution function of C'** is given by
L*5]
o1
Ager(2) = D (Agiir + Agi(C))2% = 5 tdc(z) + Ac(=2)}.
i=0

The code C' may be good without C** being good and vice versa. The
various combinations of possibilities are given in Figure 3.1 which gives a
generator matrix and the weight distribution function of the corresponding
codes.

Puncturing the last position of C** we get C'. From the examples above
we see that a code may be good without the punctured code being good
and vice versa.
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Table 3.3 mo(x) and Ag(z) for k =4

no x Ao(z)
101010101010101
011001100110011
000111100001111
000000011111111
0 000000000000000 16
1 100000000000000 8 + 8z
2 110000000000000 4+ 8z + 422
3 110100000000000 2+ 6z 4 622 + 223
4 110100010000000 14 4z + 622 + 423 + 24
5 110100010000001 141022 4524
6 110100110010000 1+ 322 4823 4 324 + 26
7 110100110010100 14723 + 724+ 27
8 110100110010110 1+ 1424 + 28
9 111110011000011 1+ 62% + 825+ 28
10 111111011000011 14 22% 4 825 4 426 + 28
11 111111011100110 14 62° 4+ 628 + 227 + 28
12 111111011100111 141226 4+ 328
13 111111111111100 14426 4827 4328
14 111111111111110 14827 + 728

3.3.2 FEven-weight subcodes

137

Consider an [n, k] code C containing some code word of odd weight. The

even-weight [n,k — 1] subcode C° is the set of code words in C of even

weight. The weight distribution function of C*¢ is given by

13]
Ace(z) = > An(C)2™.
i=0

Figure 3.2 illustrates the various possibilities.

3.4 Binary cyclic redundancy check (CRC) codes

Consider a polynomial

9(2) = 2"+ gm-12" "+ g1z + L

The [n = k+m, k] code C ,, generated by g(z) is a cyclic redundancy check
(CRC) code. In general, the optimal choice of g(z) will depend on k and p.
We describe the case m = 16 in more detail since a number of such codes

are used in practice.
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C** proper C** bad
10 1000001
C proper <01> 0100001
0011111
Ac(z) : 1+2z+22 143224325 +27
Ace=(2) : 1+ 322 14322+ 320428
100 1000
¢ bad (om) (0100)
Ac(z) : 1+2z+2° 1+2z+ 22
ACez(Z) : 1 +3Z2 1 +3Z2

Fig. 3.1 Codes and extended codes

C* proper C* bad
1000 11000
C proper 0100 01100
0011 00111

Ac(z) : 1+22+222 4222+ 2% 1+322432342°
Ace(z) : 1+ 222+ 2% 1+ 322
1000 10000
C bad 0100 01000
0010 00100

Ac(z): 1+32+322 423 1+32+322+ 23
Ace(z) 1+ 322 1+ 322

Fig. 3.2 Codes and even-weight subcodes

Examples of CRC codes used in standards are the codes generated by
the following polynomials of degree 16:
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IEC TC57 210421 212 I 9 L 8 Tt 24,
IEEE WG77.1 210 421 4 218 4211 4 210 4 29 4 28 1 26 4 25 4 241,
CCITT X.25 210 4212 4 25 41,

ANSI 216 4 215 4 22 41,

IBM-SDLC 210 4215 2B Tt 4 222 4 1

An example for m = 32 is the ISO 3309 with polynomial
2324 ,26 4 23 92 16 124 A1, 104 8 T 5 4 2 L

In practice, a chosen g(z) will be used for a range of k, and the best
choice will depend on the criteria we use.

Methods for efficient computation of the weight distribution of CRC
codes has been given by Fujiwara, Kasami, Kitai, and Lin (1985), Miller,
Wheal, Stevens, and Lin (1986), Castagnoli, Brauer, and Herrmann (1993),
and Chun and Wolf (1994).

For p sufficiently small, a code with larger minimum distance is better
then one with smaller minimum distance. A candidate for an interesting
generator polynomial is therefore a polynomial such that the minimum
distance of the corresponding [k + 16, k] codes is large for a large range of
values of k. Castagnoli, Ganz, and Graber (1990) considered the choice
of g(z) from this point of view. For example, the polynomial 216 + 214 +
21242 429 4+ 28 4+ 27+ 2% 4+ 2 + 1 (used in IEC TC57) generates codes
with minimum distance at least 6 for all lengths up to 151, and no other
polynomial has this property. In Figure 3.3 we list similar polynomials for
other values of dyin (we write only the coefficients in the polynomial).

Based on an exhaustive search of all polynomial with m = 16, Castag-
noli, Ganz, and Graber (1990) gave the optimal choices presented in Figure
3.4. In the table, n. is the largest length for which dmin(Cyn) > 2. A sum-
mary of the main properties of the codes is also given. For more details,
we refer to Castagnoli, Ganz, and Graber (1990).

Miller, Wheal, Stevens, and Mezhvinsky (1985) and Miller, Wheal,
Stevens, and Lin (1986) considered the polynomials g(z) = (1 + z)p(z)
where p(z) is irreducible of degree 15. There are 896 such polynomials.
They used the criterion that a polynomial g(z) is better if the bound

Puo(Conp) <2710{1 =201 = p)" + (1 = 2p)"} (3.3)
is satisfied over a larger range of values n. By this criterion the best poly-
nomial turned out to be a polynomial that was optimal also by the criterion
used by Castagnoli et al., namely the last polynomial in Figure 3.4. For
this polynomial, (3.3) is satisfied for all n < n..
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dmin > coeff. of polynomial length <

17 11111111111111111 17
12 10101101111101101 18
10 11101001000101111 21
9 11000111101010111 22
8 10001111110110111 31
7 10010011010110101 35
6 10011110101100101 151
) 10101100100110101 257
4 11010001011101011 32767

Fig. 3.3 Generator polynomial which generate codes of a given minimum distance to a
given length.

Castagnoli, Brauer, and Herrmann (1993) and Wolf and Blakeney (1988)
have done a similar analysis of polynomials g(z) of degrees 24 and 32.

Wolf and Chun (1994) considered an alternative model for channels
with single bursts and the use of CRC codes to detect such burst. In
Chun and Wolf (1994) they also describe special hardware to compute the
probability of undetected error of CRC' codes. Using this hardware they
determined polynomials of the form (z 4+ 1)p(z), where p(z) is irreducible,
such that the corresponding shortened code is good for a large number of
test lengths. They gave one polynomial for each degree from 8 through 39.
These polynomials are listed in Figures 3.5 and 3.6.

3.5 Particular codes

In this section we consider the error detection of some known classes of
binary codes.

3.5.1 Reed-Muller codes

The rth order (binary) Reed-Muller code of length 2™ is a [27”, i o (™)

code. The first order Reed-Muller code is the dual of the extended Hamming
code and has weight distribution given in Table 3.4. The code is proper.
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coefl. of the polynomial g, Ne
properties of the codes Cy 1,

10011110101100101 151
dmin > 6 for n < n., proper for n < n.,

11111001010011111 258
dmin > 6 for n < 130, dpin > 4 for n < n.,

proper for n & {43,...,48} U{189,...,258},

Pye(Cygyn,0,0.5)/ Pue(Cyn, 0.5) < 1.042 for n < n.

10101100100110101 257
dmin > b for n < n., proper for n < n.,

10000000100011011 28658
dmin > 6 for n < 115, dpin > 4 for n < n.,

proper when n <1127 and n ¢ {17,...,28} U{31,...,58},
Pye(Cyn,0,0.5)/ Pue(Cy n, 0.5) < 2.11 for n < ne

11010001011101011 32767
dmin > 4 for n < n., conjectured! to be proper for n < n.,
(T Castagnoli et al. verified that Cg, » is proper for n < 256

and a number of larger values of n)

Fig. 3.4 Generator polynomials and properties of the best CRC codes for m = 16.

Table 3.4 Weight distribution of first
order Reed-Muller code.

i 0 2om-1 gm

A 1 2m -2 1

The weight distribution of the second order Reed-Muller code was de-
termined by Sloane and Berlekamp, see MacWilliams and Sloane (1977, p.
443). Tt is given in Table 3.5. The code is proper for m < 5, but it is bad
for m > 6. The class of second order Reed-Muller codes is asymptotically
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m = degree of g(z) coeff. of the polynomial p(z)

8 10001001

9 101100011

10 1000101101

11 11100111001

13 1101110100111

14 10111010011001

15 110100001110111

16 1000011100101001

17 11000101110110111

18 100010010010111011

19 1011101000100010111

20 10010010111000010011

21 110101101110101100011
22 1000011100100110000101
23 10111101110110110100011
24 100010110000111010101011

Fig. 3.5 Generator polynomials g(z) = (2 + 1)p(z) generating CRC which are good for
a range of shortened distances.

bad. In fact, any infinite subset of the set {R(r,m) | r > 2, m > r + 3} is
asymptotically bad, see Klgve (1996b).

Table 3.5 Weight distribution of second order Reed-Muller code.

i A

0, 2m 1

H;n=7n72h+1 (2171>
H«};lzl (22i_1>

m— m24+m m/2
2 1 2( +m+2)/2 _ - 2Z}E:{ ] 2h(h+1)

gm—1 4 gm—1=h 2h(h+1) for 1< h<|%]

H?;nz72h+1 (2171>
e, (22-1)

Kasami (1971) determined the weight distribution of several subcodes
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m = degree of g(z) coeff. of the polynomial p(z)

25 1011100100110001111110101

26 11100101101000010110110001

27 100010110010010101110110111

28 1001001010010010101001111001

29 10001011001101101110011101001

30 100110110000010010001000101001

31 1110101100110110111010011111101

32 10100010100010001100010101011001

33 110111011100110101011110100001001

34 1001100010111001001000010010010011

35 10111110010001101111101000010110001

36 110110010011100010101100101110110001
37 1001100001001000011100101110000101101
38 10010000110101010001110010111000000111
39 111011111010001100110101000111100111001

Fig. 3.6 Generator polynomials g(z) = (z 4+ 1)p(z) generating CRC which are good for
a range of shortened distances.

of the second order Reed-Muller codes.

3.5.2 Binary BCH codes

The primitive BCH codes are defined as follows. Let a be a primitive
element of GF(2™). Let M;(z) be the polynomial of lowest degree over
GF(2) having o/ as a root (the minimal polynomial of a’). The t-error
correcting BCH code (for short: ¢-BCH code) is the CRC code generated
by the polynomial

lem{M;(z), Ma(z), ..., Ma(x)}.

The code has length n = 2™ — 1, minimum distance at least 2t + 1 and
dimension at least n — tm. The 1-BCH code is the Hamming code. Note
that this definition generalizes immediately to g-ary BCH codes.

The weight distribution of the dual code of the binary 2-BCH is given
by Tables 3.6 and 3.7. See MacWilliams and Sloane (1977, p. 451f) or Lin
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and Costello (2004, p. 177f). Leung, Barnes, and Friedman (1979) proved
that the binary 2-BCH and the extended binary 2-BCH are both proper.

Table 3.6 Weight distribution of 2-BCH code for

m odd.
i A;
s (g 1) (o om0
gm=1 _o(m=1)/2  (gm _ 1) (2m=2 4 o(m=3)/2
gm—1 (2m — 1) (2’"—1 + 1)

amol4a(m=1/2 - (gm 1) (2m2 - gm=3)/2)

Table 3.7 Weight distribution of 2-BCH code for m

even.

i A;
0 1
gm—l —gm/2  g(m=4)/2(gm _ 1) (2(m=2)/2 4 1) /3
gm—1 _ gm/2-1 om/2 Ezm —1)(2m/2 1) /3
om—1 2m —1)(2m72 +1
am=1 4 gm/2-1 Logm/2 gzm - 13 Ezmﬂ - 1)
m=lpgm/2 La(me0)/2(gm 1) (20m-2/2 1)

The binary 3-BCH code is a [2" —1,2™ — 1 — 3m] code whose dual code
has the weight distribution given by Tables 3.8 and 3.9, see MacWilliams
and Sloane (1977, p. 669) and Lin and Costello (2004, p. 178). Ong and
Leung (1991) proved that for m odd the 3-BCH and the corresponding
extended code are both proper. For m even, however, Perry (1991) showed
that neither the 3-BCH nor the extended 3-BCH are good for m > 6.
However, these classes of codes are asymptotically good.

3.5.3 Zs-linear codes

Let, as usual, Z; denote the integers modulo 4. A linear code over Z4 of
length n is a module, that is, a subset C' of Z}' such that if u,v € C, then
au+bv € C for all a,b € Z4 (the arithmetic is done modulo 4). The dual
code Ct is defined in the usual way via inner product (modulo 4). Let
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Table 3.8 Weight distribution of 3-BCH code for m odd, m > 5.

7 A;

0 1
om—1 _ 9(m+1)/2 2(m—5)/2 (2771 _

om—1 _ 9(m—1)/2 2(m—3)/2 (2m —1
gm—1 (2m - 1)
om~—1 + 2(m—1)/2 2(m—5)/2 <2m —1

(20m-9/2 1) 3
gm—1 _ 1) (2<m—1)/2 + 1)/3

om—1 + 2(m+1)/2 2(m—5)/2 (2m _

Table 3.9 Weight distribution of the 3-BCH code for m even, m > 6.

i A
0 1
gm—1 _ 9(m+2)/2 (2m - 1) (2m —4)(2m-1 2(m+2>/2)/960
gm—1_ gm/2 7(2m —1)2m(2m—1 4 2m/2) /48
gm—1 _ o(m=2)/2 (2m - 1) (2m—1 + 2<m—2>/2) (6 2™ 4 16) /15
gm—1 (2m —1)(29-22m — 2m+2 1 64) /64
mol g 20m=2/2 (gm 1) (21 = 20m=2/2) (6 2m 4 16) /15
gm—1 4 gm/2 7(2m = 1)2m (2mt - 2m/2) jas

2m—l2(mtD)/2(gm 1) (2m —4) (2m - 20m+2)/2) /960

¢ : Zs — GF(2)? be defined by
$(0) = (00), ¢(1) = (01), ¢(2) = (11), &(3) = (10),
and ¢ : Z — GF(2)?" by
P(v1, vz, vn) = (8(v1)|p(v2)] .. . [B(vn))-

Finally, for a linear code C' over Z4 of length n we define the binary code
#(C) of length 2n by

$(C) ={o(v) | veC}.

Note that ¢(C) is not in general linear; such codes have been termed Z4-
linear. For a more detailed description of these concepts we refer to the
paper by Hammons, Kumar, et al. (1994). In particular they prove the
following two results which are important in our context:
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e A Zj-linear code is distance invariant, in particular,

Aqs(c)(z) = A;Y(@(ZL
o Aycny(z) = Ag{(\g)(z)
Note that both ¢(C) and ¢(C*) may be non-linear and are not dual in the
usual sense.

One class of codes which can be obtained this way is the Kerdock codes
K(m) which are non-linear (2™,22™) codes. The distance distribution is
given in Tables 3.10, see MacWilliams and Sloane (1977, p. 456) or Ham-
mons, Kumar, et al. (1994).

Table 3.10 Distance distribution, Kerdock codes.

7 A; for m even A; for m odd
0, 27 1 1
molg(m=2)/2 gm(ym—l_1) -
gm=1 4 o(m=1)/2 - am=1(2m-1 - 1)
gm—1 gm+1 _ o om (2"1*1 i 1) —2

The Preparata codes are another class of binary Z-linear (2,22" —2™)

codes. The distance distribution of the Preparata code is the MacWilliams
transform of the distance distribution of the corresponding Kerdock code.
Dodunekova, Dodunekov and Nikolova (2004a) showed that both the Ker-
dock codes and the Preparata codes are proper.

The Delsarte-Goethals DG(m,d) codes, where m > 6 is even, are non-
linear (2, 2(m=D(lm/2]=d+1)+m+1) codes. In particular DG(m,m/2) =
K(m). The distance distribution of the DG(m,m/2 — 1) codes is given in
Table 3.11, (see MacWilliams and Sloane (1977, p. 477)).

Table 3.11 Distance distribution, DG(m,m/2 — 1)
codes.

0,27 1
gm—1 4 gm/2 gm—2 (2%1 - 1) (2m ~1)/3
am-lagom/2-1 gm(gmel 1) (2mel4a) /3
gm—1 2(2m 1) (22m3 —2m2 1)
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3.5.4 Self-complementary codes

A binary linear code C is self-complementary if the complement of any code
word is again a code word, that is, if c € C, then ¢+ 1 € C, where 1 is the
all-one vector. For example, the codes considered in Section 3.1 are duals
of self-complementary codes. For a self-complementary [n, k] code C, the
weight distribution is symmetric, that is, A;(C) = A,_;(C) for all i. For
the study of such codes, we start with a lemma.

Lemma 3.5. Let

n—+/n
2

<t <

N =

Then the function
fo)=p'A—p)" " +p" (1 —p)
is increasing on [0,1/2].
Proof. We have
flp)=ip A =p)" " = (n—i)p'(1 —p)"
+(TL — Z‘)pn—l—l(l _p)z _ Z-pn—z(l _ p)1_1
=p" T 1= p)' T (n =i = np)g(p),

where

1-— n—21 —_q
o) =1 (Lo2y i
p n—it—np

g(p) = (%)n_%_lé%{np(l —p)—(np—i)(n—i-— np)}

_ (ﬂ)“*%*li (n — 21)

p p? (n—i—mnp)?
2

'{(nz—n)(p—%)Q— = 4_n +i(n—i)}.

We see that ¢’(p) has its minimum for p = 1/2. Moreover, this minimum

is non-negative since
n2—n>n—\/r_z( n—\/ﬁ) n?—n
n— _
4 = 2 2 4

Hence f/(p) > 0 for all p € [0,1/2], that is, f(p) is increasing. O

i(n—1i)— =0.
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From the lemma we immediately get the following result.

Theorem 3.4. If C is an (n, M,d) code with symmetric distance distribu-

tion and d > ”72‘/7_1, then C' is proper.

Remark 3.3. If C is a self-complementary code (n, M,d) and d > %ﬁ,
that is, n — (n — 2d)? > 0, then M < %; this is known as the Grey-
Rankin bound. Further, the condition of Corollary 3.1 is also satisfied and

so (3.1) is satisfied.

3.5.5 Self-dual codes

A linear code C is self-dual if C+ = C. For a self-dual code k = n — k,
that is n = 2k. The binary self-dual codes of dimension up to 16 has been
classified, for some larger values of k partial classification has been done.
The weight distribution has been determined for many self-dual codes. In
particular, the classification and weight distributions of all binary self-dual
[32, 16] codes was determined by Bilous and van Rees (2002). An excellent
overview of self-dual code is given by Rains and Sloane in Pless and Huffman
(1998) pp. 177-294.

We note that ¢ - ¢ = 0 if and only if ¢ has even weight. Hence, all
the code words of a self-dual C' code have even weight. In particular, this
implies that the all-one vector is contained in C+ = C, and so C is in
particular self-complementary and A,_;(C) = A4;(C) for all i.

Example 3.1. Following Perry and Fossorier (2006b), we describe the error
detecting capability of the self-dual [32,16] codes. From Theorem 2.10, we
see that a necessary condition for a self-dual [32,16] code to be good is
As = 0 and A4 < 2. From the tables in Bilous and van Rees (2002) we
see that there are exactly 29 possible weight distributions that satisfy these
conditions. These weight distributions fall into four classes given in Table
3.12.

The first class is proper for all b.

The second class is proper for b < 7, bad for b = 8§, 9.

The third class is good but not proper for b < 3, bad for b > 4.

The forth class is proper for all b.

For those codes that are proper, this can in all cases be shown using
the sufficient condition in Theorem 2.19. The code with b = 3 in the third
class is an interesting example of a good code with two local maxima in
the interval (0,1/2), namely for p =~ 0.1628 and p =~ 0.4109. Also the (bad)
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Table 3.12 Classes of weight distributions for self-dual [32, 16] codes

Class: 1 2 3 4
Ay 0 1 2 b
Ag 4b 4b 4b 0
Asg 364 — 8b 374 — 8b 384 — 8b 620 + 10b
A1o 2048 — 12b 2048 — 12b 2048 — 12b 0
Ai2 6720 + 32b 6771 4 32b 6622 + 32b 13888 — 49b
A1g 14336 + 8b 14336 + 8b 14336 + 8b 0
Aig 18598 — 48b 18674 — 48b 18750 — 48b 36518 + 76b

range: b=0and 2<b<8 2<b<9 b=0and 2<b<10 b=0,1,2

code with b = 4 in this class has two maxima.

3.6 Binary constant weight codes

For given n and m, let 27" denote the set of all binary vectors of length n
and weight m. A (binary) constant weight code is some subset of 7. The
distance between two code words in a binary constant weight code is clearly
even. If the minimum distance is 26, we call the code an (n, M, 26, m) code.
Note that these codes are not linear (in particular, the zero vector is not a
code word).

In this section we will first give some results for the codes (27" and next
results for constant weight codes in general, that is, subcodes of 2. The
code Q™™ is essentially the same code as Q™ (we have only interchanged
the zeros and the ones). In particular, Pue(QR™™, p) = Pue(Q2", p). There-
fore, we will assume that m < n —m, that is m < [n/2]. In this section we
mainly quote known results without proofs. However, we give references
for the results.

3.6.1 The codes Q"
Theorem 3.5. Let 0 < m < |n/2]. For all i, 0 < j < m we have
m\ [n—m
Agi (QU) = |, . .
24 (J )( j )
For all other i we have A;(2") = 0.

Proof. For any code words in 27", we obtain a code word at distance 2j
exactly when j of the m ones are changed to zeros and j of the n —m zeros
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are changed to ones. The number of ways to choose the j ones is (7) and

the number of ways to choose the j zeros is (";m). O

Theorem 3.6. a) Forn <4, all Q7" codes are proper.
b) For 5 <n <8, the codes Q,LL”/ZJ are proper.
¢) For all other n and m < |n/2], the codes Q7 are bad.

The threshold was defined in (2.3). In particular, §(Q") is the smallest
root in the interval (0, 1/2] of the equation P,q(Q2", p) = P,q(2",1/2). For
p < 6(C), the bound P,q(Q0", p) < Pua(Qnr,1/2) is valid.

Theorem 3.7. Let
_ I e

2"m(n —m

1) For all n and m such that 1 <m < n we have
32 \1/4

v < (25) -

1) For all sufficiently large n and all m such that 1 < m < n we have

w(n,m) <) <w(n,m)+ n?y(n, m)?

where
w(n,m) =¢Y(n,m)+ (n ; 2)w(n,m)2.
Corollary 3.2. We have
lim_ 2/29(0) = 1.
Corollary 3.3. If 0 < A < 1/2, then
tim o/ (=) 2 gy - L
nee (27A3(1 — \)3)
where Ha(\) is the (binary) entropy function.
Corollary 3.4. We have
32\ 1/4
g - (2)”

Let Pye(n, M, w,p) denote the minimum value of P,.(C,p) over all bi-
nary (n, M,2,w) constant weight codes. A binary (n, M,2,w) code C is
called optimal (error detecting) for p if P,.(C,p) = Pye(n, M,w,p).
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3.6.2 An upper bound

Let C(n, M,w) be the set consisting of all binary (n,M,2,w) constant
weight codes. The mean probability of undetected error for the codes in
C(n, M, w) is given by

_ 1

Pue(n, M,w,p) = W CEC%MM) P..(C,p).
Theorem 3.8.
Pue(n, M, w, p) = (M —-1(,) - 2 n-2i
Pl Mo P) = 3T -2 2 1_1( )( )p (1)

Corollary 3.5.

Rt tonn) < i (1) (s

I3

3.6.3 Lower bounds

Theorem 3.9. If C is a binary (n, M,2,w) constant weight code, then
P 2w(n—w)M
n n(M—1)
Pue(C,p) = (M —1)(1 —p) (lTp) :
Theorem 3.10. Let C be a binary (n, M,2,w) constant weight code, then

Pue(C.p) > (wM) {i (2:) (n - w)p%(l —p)" ] - 1= (—]\f)} (1-p)"

i=1 w

There are a couple of lower bounds which are analogous to Theorem
2.44.

Theorem 3.11. Let C be a binary (n, M, 2,w) constant weight code. Then

P, (C,p) > Zmax{(), Fi(n, M, w)}pl(l — 2p)”_l
=1

where

min{w,n—1} (w)Z( n_lw )2 n
Fin M) = 01 etd (v,
t_mag(),w—l} ( t l) (l) !
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Theorem 3.12. Let C be a binary (n, M,2,w) constant weight code such
that

—t
for some t, where 1 <t < w. Then

t n—w-l
Pue(Cyp) > (1=p)" " Y [Af%zf—l—-q (7)pmﬁ-—%ﬁ"l
l=w—t w

If Disat— (v,k,\) block design, the rows of an incidence matrix for
D form a constant weight code Cp of length v, size )\%, and weight k.
Theorem 3.13. Let Cp be a binary (v, M,d, k) constant weight code ob-
tained from a t — (v, k, \) block design such that A < (n —t)/(w —t) and
d > 2(w—t). Then Cp is an optimal constant weight code for allp € [0,1/2]
and

t n w+l
Pue(c,p) n 2w Z l ) ) 1] <1;}>p2l(1_2p)nl

l

3.7 Comments and references

3.1. Theorems 3.1 and 3.2 are from Kasami, Klgve, and Lin (1983).

3.2. The results are taken from Klgve (1992).

3.3. The results and examples are taken from Klgve and Korzhik (1995).

3.4. The referred standard CRC codes are mainly collected from the inter-
net.

3.5. Lemma 3.5 and Theorem 3.4 are due to Dodunekova, Dodunekov and
Nikolova (2004a) (actually, they gave a more general version of the
lemma).

3.6. Theorem 3.6 was shown by Wang, Yang, and Zhang, see Wang (1987),
Wang (1989), Wang (1992), Wang and Yang (1994), Wang and Zhang
(1995), Yang (1989). A simpler proof was given by Fu, Klgve, and Xia
(2000a).

Fu, Klgve, and Xia (2000a) proved Theorem 3.7 and its corollaries.
Theorems 3.9, 3.10, and 3.11 are due to Fu, Klgve, and Wei (2003).
Theorems 3.12 and 3.13 are due to Xia, Fu, and Ling (2006a).

In addition to the result listed, a number of asymptotic bounds were
given by Fu, Klgve, and Wei (2003) and Xia, Fu, and Ling (2006a).



Chapter 4

Error detecting codes for asymmetric
and other channels

4.1 Asymmetric channels

Let the alphabet be Z, with the ordering 0 <1< 2-.- < ¢g—1. A channel
is called asymmetric if any transmitted symbol a is received as b < a. For
example, for ¢ = 2, a 0 is always received correctly while a 1 may be received
as 0 or 1. The binary channel where

7(0]0) =1, w(1]0)=0, =(0]1)=p, =(11)=1-p

is known as the Z-channel.
An asymmetric channel is called complete if 7(bla) > 0 for all b < a.
For general ¢, the two main complete channels considered are the one
where each error is equally probable and the one where the errors are given
weight proportional to a — b. For both channels 7(bla) = 0 if b > a and
m(0]0) = 1. For a > 0, the first channel is defined by

(bla) = {

and the second channel is defined by

1—p if b = a,
a(a—l)/2p .

1—pifb=a,
p/a ifb<a.

We note that for ¢ = 2, these two channels are the same, namely the
Z-channel. We first give some results for the Z-channel.

4.1.1 The Z-channel

Let x be sent and y. By definition, P(y|x) =0if y £ x. If y < x, then
P(y|x) = de(x,y)(l _ p)wH(x)de(x,y) — pwH(x)wa(y)(l _ p)wy(y)'

153
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Therefore

1
PulC.Zy) = 55 30 > p 7O L)) (1)

xe(C yeC
y<x

It is interesting to compare Pyu.(C,Z,) and P..(C,BSCp) for some
codes. If y £ x for all y,x € C, then clearly Pu(C,Z,) = 0, whereas
P,(C,BSC)p) > 0 (if #C > 2 and p € (0,1)). For other codes, the ratio
Pue(C, Zp)/Pue(C, BSC,) may be large or small, depending on the code
and p.

Example 4.1. As a simple example, consider the [2* — 1, k] simplex code
Si. This is a linear code where all non-zero code words have Hamming
weight 2871, Hence y < x for y,x € S}, if and only if y = 0 and x # 0.
Therefore

Poc(Sk, Z,) = 22—;11)2“
and
Pue(Sk, BSC,) = (28 — 1)p*" (1 = p)2" .
Hence
Poo(Sk, Z 1
Pue(;:]stzgp) —gr when p—0,
and

Pue(Ska Zp)
Pe(Sk, BSC))
Also, for any p < 1 we have

Pue(Ska Zp)
Pye(Sk, BSCy)

— oo when p— 1.

— oo when k — oo.

A code C is called perfect for error detection on the Z-channel if
P(C,Zy) = 0 for all p. By (4.1), C is perfect if and only if y £ x
for all y,x € C, y # x. The largest perfect C of length n is obtained by
taking all vectors of weight L%J

A perfect systematic (k + [log, k],2¥) code can be constructed as fol-
lows:

Cr = {(xlr(x)) | x € Z3}
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€ Z2[log2 *'is obtained by first taking the binary expansion of

where 7(x)
wg(x) and then taking the binary complement (changing 0 to 1 and 1 to
0). E.g.

C3 ={00011,00110,01010, 01101, 10010, 10101, 11001, 11100}

We note that Cj, has 2* code words whereas the non-systematic perfect
code of the same length given above has

<k+ [log, k]) _ %2”@

k+log, k
2

One general construction of (non-perfect) error detecting codes for the
Z-channel is given in the next theorem.

™

code words.

Theorem 4.1. Let a; be integers for 1 < i < k such that
0<am <ag<---<ap<n.
Let
C={x€Z}|wu(x)=a; for some i}.
Then

PoelC.7y) = zl X Z ( )( ) s (1 — o,

Proof. There are (;) vectors x € C' of Hamming weight a,;. For each of

these there are (Z) vectors y € C of Hamming weight a; such that y < x.
J

O

Example 4.2. Let a; = 2i — 1 for i = 1,2,...,k where k = [n/2], that is,
we take all vectors of odd weight. The corresponding code C, detects all
single asymmetric errors (and many others), and from Theorem 4.1 we get
after simplifications:

1 ]_ n p n 1 1 n
PaolCorZy) = 5+ 51 =p)" = (1-3) ‘(Tﬁ) |

Another possibility is to let a; = 2i for i = 0,1, ...,k where k = [n/2],
that is, we take all vectors of even weight. For the corresponding code C,
we get

11 . mne (1 1\
Pue(Ce,Zp)—§+§(1—p) (1 2) +(2 2n>p .
In particular, #C, = #Ce and Pye(Co, Zp) < Pue(Ce, Zp) for all n > 1,
p#0.
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4.1.2 Codes for the g-ary asymmetric channel

For x = (xg,x1,...,2-1) € Zé“, let
k-1
we(x) = x;, the weight of x,
i=0
k-1
ug(x) = » (g—1—ux;), the coweight of x.
i=0

Clearly, wq(x) + uq(x) = k(g — 1).
For non-negative integers a and s, where a < ¢°, let

(a)s = (ag,a1,...,as-1) € Z

where
s—1
a= Zaiqi, a; € Zg.
i=0
Define
s—1
wq(a) = we({a)s) = Zai'
i=0

For example, if ¢ = 5 and k = 6, then
ws((1,3,1,0,2,4)) = 11 and u5((1,3,1,0,2,4)) = 13.

Further, (33)4 = (3,1,1,0) since 33 = 3+1-541-52+40-53, and w4(33) = 5.
For integers a and n, let [a],, denote the (least non-negative) residue of
a modulo n.
For integers m > 0 and n > 0, let S(m,n) denote the number of arrays
in Z;* of weight n.

Theorem 4.2. For a complete q-ary asymmetric channel, a maximal per-
fect code of length m is

{x €z, ‘ we(x) = {@J }
The size of this code is S(m, {%D

Generalized Bose-Lin codes (GBL codes) is a class of systematic codes.
They are determined by four (integral) parameters, ¢ > 2 (symbol alphabet
size), k (number of information symbols), r (number of check symbols), and
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w where 0 < w < r. We use the notations p = r—w, 0 = S(w, |w(g—1)/2]),
0 = q”, and pu = of. Finally, let

{bw,Oabw,la ce. 7bu.),17—1},

the set of vectors in Z’ of weight L—““‘;”J.

A code word is a vector in Zf*r. It consists of an information part x
with k information symbols concatenated by a check part ¢(x) with r check
symbols. Let © = uq(x). The check part, which depends only on [u],, will
be determined as follows. Let a = |[u],/0]. Then 0 < o < ¢ and

[u], = af + [us.
The check part is defined by c(x) = (c1(x)|c2(x)), where
c1(x) = by,o and c2(x) = ([ulg),.

As usual, an undetectable error occurs if a code word is sent and the
received array is another code word. We characterize the undetectable er-
rors. Assume that (x|c1(x)|c2(x)) is the sent code word and (y|c1 (y)|ca(y))
is the received code word, where y # x. This is possible if and only if

y C X, (4.2)
c(y) = a(x) (4.3)
since wq(c1(y)) = wq(c1(x)), and
c2(y) C ea(x). (4.4)
Suppose that (4.2)—(4.4) are satisfied, and let
U = uqg(x) (4.5)
and
= A = ug(y) = ug(x), (4.6)

where j > 1 and 0 < A < p1. Note that A = [ug(x) — uq(y)],. Let
[u], = af + [ulp and [u — A], = 80 + [u — Alp.
Since [u — A, = [u+ (jpu — A)]u, we get

c1(x) = bu,a c2(x) = ([u]o)p,
c1(y) = bu,g c2(y) = ([u— o),
Hence, (4.3) is satisfied if and only if

B =a, (4.7)
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and (4.4) is satisfied if and only if

([u—= Ao} < ([ulo)p- (4.8)
We observe that if A > 6, then a # 3, and if [u]lg < A < 6, then (4.8)
cannot be satisfied. On the other hand, if A < [u]g, then (4.7) is satisfied;
further (4.8) is satisfied exactly when (\), C ([u]s),. We also note that

(A), C ([u]g), implies that X\ < [u]g. Hence, we have proved the following
result.

Theorem 4.3. The code word (x|c(x)) can be transformed to the code word
(yle(y) # x|e(x)) by transmission over the q-ASC if and only if

y Cx and (A), C ([ug(x)]o)ps
where X = fug(%) — g (y)]u-

We now consider the minimal weight of an undetectable error. From
the proof of Theorem 4.3, we see that the weight of the undetectable error
considered is

W (x[c(x)) — wq(¥]e(y)) = wq(x) — wq(y) + we(c2(x)) — wq(c2(y))
= we(x) — wq(y) +wqe(([ulo)p) — we({[u —N)]o)p)
=jp— A+ we((N)p)
=jp— A+ wg(A).

Suppose that

p—1 p—1
A= Zaiqi, and X = Zagqi,
i=0 i=0

where a;,a; € F and (\), C (X),, that is, a; < a] for all ¢. Then

p—1

(N = wg(\)) = (A —wg(N) = D (af —ai)(¢ =1) 2 0. (4.9)

We note that (#—1), = (¢—1,¢—1,...,g—1). Hence wy((#—1),) = (¢—1)p
and ([ulo), € (6 — 1), By (4.9), if (\), C ([uly),, then

A= w,(N) < Jul — wy([ulo) <0~ 1~ (g~ Dp. (4.10)

[}

Therefore, the weight of an uncorrectable error is lower bounded as follows:

Jp=A—wg(A) Zp—0+1+(q—1)p.
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Consider the uncorrectable errors of minimal weight. We see that we get
equality in (4.9) if and only if a} = a; for all ¢ > 1. Hence we have equality
in both places in (4.10) if and only if

A=60—¢€and [ulp =60 -9,
where 0 < § < e < g — 1. This proves the following theorem

Theorem 4.4. A GBL-code detects all errors of weight up to
(0 —=1)0+ (q—1)p,
and there are undetectable errors of weight
(c—-1)0+(q@—1)p+1.
Undetectable errors of minimal weight occur exactly for code words of
coweight t0 — § fort > 1 and 0 < § < q — 1. For such code words, an
error is undetectable if the weight of the error to the information part is

w—0—¢e+ 6 where 6 < e < q—1 and the last p symbols of the check part,
namely (¢—1,q—1,...,q—1,q—1-10), are changed to (0,0,...,0,g—1—¢).

A natural question is: given ¢ and r, which value of w maximizes

Alg,r,w) = (0 =1)0+ (g — 1)p.
For ¢ = 2 it was shown by a simple proof in Klgve, Oprisan, and Bose
(2005b) that the maximum is obtained for w = 4 when r > 5. For ¢ > 3
it seems to be much more complicated to answer the question. Numerical
computations reported in Gancheva and Klgve (2005b) indicate that for
q > 3, the maximum is obtained for w = 2. The computations show that
A(q,r,2) > A(g,r,w) for 3 < ¢ < 7 and w < 100. One can also show the
following result.

Theorem 4.5. Let ¢ > 3. We have A(g,r,2) > A(q,r,1) for r > 3. For
3 <w <6 we have A(q,r,w —1) > A(q,7,w) forr > w.

This shows that for w < 6, the maximum is obtained for w = 2 and that for
w > 2, the value of A(q,r,w) decreases with w. Whether this is true also
for w > 6 is an open question.

4.1.3 Daiversity combining on the Z-channel

For noisy asymmetric channels repeated retransmissions can increase the
reliability, at the cost of decreasing the throughput efficiency of the sys-
tem. One such method is called diversity combining. The scheme works
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as follows. Let a code word x = (z1,22,...,2,) be transmitted re-
peatedly. Let the received word in the rth transmission be denoted by
Xp = (Tr1,%r2,...,%Trn). At the receiving end we store a vector z. We
denote the value of z after the rth transmission by z, = (2,1, 2r.2, - - -, Zrn)-
It is computed by

20,i = 07

Zpi = max(zr_1,4, Tri)
for 1 <i < n. We note that
Zr—1,i < Zrg < I

When the combined word z becomes a code word, this is passed on, and
a new code word is transmitted. If the passed-on code word is different from
the one sent, then we have an undetected error. We will further assume
that there is a limit k£ on the number of transmissions of a code word, that
is, if the combined word is not a code word after k transmissions, it is
discarded. A special case of the protocol is a protocol without a limit on
the number of transmissions (that is, k = 00).

The probability that the combined word is passed on with an undetected
error will depend on the channel, the code word transmitted x, the set
X = Xx of code words y such that y C x (that is, y; < z; for all 4 and
x #y), and the maximum number of transmissions k. We will here discuss
in some detail the situation when the channel is the Z-channel (binary
asymmetric channel) with transition probability p, and we write Pg(x, X; p)
for the probability of passing on a wrong code word (an undetected error).

We assume that x # 0. Note that

Pk(X7X7O) :07
Py(x,X;1)=0, if 0 € X,
Py(x,X;1)=1, if0¢ X.

Therefore, from now on we will assume that 0 < p < 1. If we introduce more
code words into X, P, will increase, that is, if X C Y, then Py(x, X;p) <
Pi(x,Y;p). One extreme case is when all y C x are code words. Then
P =1—(1—p)“#®), The other extreme is when X is empty: Py(x,0;p) = 0.

The case when X contains a single code word

We first consider the case when X contains exactly one code word, that
is, there is exactly one code word y such that y C x. Let w = wgy(x),
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u = wg(y) and d = w — u. Since Py(x,{y};p) only depends on w, u, p,
and k, we write Py (w,u;p).

Suppose that the combined word becomes y after exactly r transmis-
sions. The d positions not in the support of y must be in error for all r
transmissions and the probability of this happening is p®". The u positions
in the support of y must become all 1 for the first time after exactly r
transmissions. Consider one position. The probability that the 1 in this
position is transformed to a zero in all the r transmissions is p”. Hence
the probability that the bit in this position in z, is a one is 1 — p". Hence
the probability that all the u positions in the support of y are one after r
transmissions is (1 — p")*. The probability that this happens for the first
time after ezactly r transmissions is therefore (1—p™)%—(1—p"~1)%. Hence,
the probability that the z, = y after exactly r transmissions is

pdr[(l _ pr)u _ (1 _pr—l)u]. (4.11)

Summing over all r we get
Py(w,usp) =Y p™[(1—p")" = (1—p )],

In particular (if k£ > d),
Py(w,u;p) = p(1 = p)" + O(p*).

We can rewrite the expression for Py (w,u;p):

wn = S5 (8) o35 (D) apie

§=0
— (u i—1 i,d : (d+j)(r—1)
=D () a = ppt Y plttde
=0 M r=1
v U . . ]__pk(dJrj)
> ()t -mt E

The values of Py(x, X;p) when the code words in X are unordered

We say that the code words of X are unordered if y ¢ y’ and for all
v,y € X,y #y’ € X. We observe that the event that the combined word
becomes x after having been y and the event that it becomes x after having
been y’, where y # y’, are mutually exclusive. Hence

Pe(x, X;p) = > Pu(x,{y};p).
yeX
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In the special case where all the code words in X have the same weight,
u, (and x has weight w) we get

k(d+35)

Py(x, X;p) = |X|Z< ) (1—Pj)pd11__pw

Bounds on Py(x,X;p) when some code words in X cover others

In the general case when the code words in X are not unordered, to de-
termine Py (x, X;p) becomes more complex and may even be unfeasible.
Therefore, it is useful to get some bounds. Let T be the smallest value of
wp(x) — wpg(v) over all code words v and y such that v C y C x, (in
particular, T > 2d where d is the minimum distance of the code). Define
the set Y by

Y={yeX|wuly) >wng(x)—T}.

Then the code words of Y are independent. Hence Py(x,Y;p) can be
computed as explained above. Further, if p” is small, then Py (x,Y;p) is
a good approximation for Py (x, X;p). We will make this last claim more
precise. On the one hand we know that Px(x, X;p) > Pi(x,Y;p). On the
other hand, if the combined word becomes a code word not in Y, then after
the first transmission, the combined word must have weight w — T or less.
The probability that the combined word is some vector of weight w — T or
less (not necessary a code word) after the first transmission is

w—T w—T
w —J j w— w w—Tow
3 ( .)pw = pf <pT(1—p) TS ( ) <pT(1—p)oT2v.
i=0 \J i=o \J
Therefore

Pe(x,Y;5p) < Pe(x, X;p) < Pe(x,Y;p) +2“p" (1 — p)*~".

For the whole code C' we get

xeC

4.2 Coding for a symmetric channel with unknown charac-
teristic

If we have to transmit over a symmetric channel with unknown charac-
teristics, the best strategy is to do a coding which makes the number of
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undetectable errors as small as possible for all possible error patterns. To
be more precise, let us first consider a channel transmitting binary symbols.
Let C be an (n, M;2) code. If x € C is transmitted and y € C' is received,
then e = y + x is the error pattern. The error is undetected if (and only
if)yy=x+eecC.

For each error pattern e € F3', let

Qle)=#{xeC|x+ec(C}, (4.12)

that is, Q(e) is the number of code words in C for which e will be an
undetectable error. The idea is to choose C such that

Q(C) = max{Q(e) | e € F3' \ {0}}
is as small as possible.

For channels with ¢ elements, where ¢ is a prime power, we consider
the same approach. We assume that Fy, = GF(q) and when x € GF(q)" is
submitted and we have an error pattern e € GF(q)", then x +e € GF(q)"
is received.

4.2.1 Bounds
For a code C C GF(q)" and an error pattern e € GF(q)", let
Qle)=#{xeC|x+ec(C}, (4.13)
and
Q(C) = max{Q(e) | e € GF()" \ 0}. (4.14)
Theorem 4.6. If C is an (n, M;q) code and M > 2, then Q(C) > 1.

Proof. By assumption, C has two distinct code words, x and y, say. Let
e =y —x. Then Q(e) > 1. Hence Q(C) > 1. O

Theorem 4.7. If C is an (n, M;q) code, where q is even, and M > 2, then
Q(C) > 2.

Proof. By assumption, C has two distinct code words, x and y, say. Let
e =y —x. Then x —y =e. Hence Q(e) > 2 and so Q(C) > 2. O

Theorem 4.8. If C is an (n, M;q) code, then M(M —1) < (¢" —1)Q(C).

Proof. The number of pairs (x,y) of distinct elements in C' is M (M —1).
For each of the possible ¢™ — 1 error patterns e € GF(¢q)™ \ {0}, there are
at most Q(C) pairs (x,y) € C? such that y —x = e. Hence M (M — 1) <
(@~ 1)Q(C), O
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We will first consider systematic codes C for which Q(C) =1 and q is

odd. Since
qQk—l < qk(qk _ 1) < qQk _ 1

we get the following corollary.

Corollary 4.1. If C is a systematic (n,q";q) code and Q(C) = 1, then
n > 2k.

4.2.2 Constructions
Construction for q odd

Let ¢ be an odd prime power. There is a natural linear bijection F' from
GF(q)* to GF(¢"): let @ € GF(q*) be a primitive root (that is, a’ # 1 for
1<i<qg"—2anda? ! =1) and define F by
F:(20,01,...,0p_1) — T = 2o + 2100 + T202 4+ - + aF o .
Note that F(xo,21,...,25k—1) = 0 if and only if (xg,x1,...,25-1) =
(0,0,...,0). Define the (2k, ¢"*;q) code by
C ={(20, 1,y Tho1,Y0, Y15+ Yk—1) | (X0, 1, .., 28_1) € GF(q)*}
where (yo, y1, - .-, Yr—1) is defined by
F(yo,y1, - yr_1) = Fzo,21,...,28_1)>
Mapping C into GF(¢*)2 by F, let the image be C, that is
6 = {(@,2%) | v € GF(")}.
This is clearly a systematic (2, ¢*; ¢*) code over GF(¢*). An error pattern
(€0, €1y er_1, fo, fi,--+, [r_1) maps into (e, f) € GF(q")?, where
e= Fl(ep,e1,...,ex—1) and f = F(fo, f1,--, fr—1),
and
(eo, €1y yek—1, fo, f1,-- s fu—1) # (0,0,...,0)

if and only if (e, f) # (0,0). X

Let (e, f) # (0,0) be an error pattern and suppose (x,z%) + (e, f) € C,
that is

(x+e)>=a?+f
Since (z + €)% = 22 + 2ze + €2, this implies that
2ze +e? = f. (4.15)

If e = 0, (4.15) implies that f = 0, that is (e, f) = (0, 0); however this is not
the case for an error pattern. Hence e # 0 and so z = (2¢) "1(f — €?), that

is, x is uniquely determined and so Q((e, f)) = 1. Hence Q(C) = Q(C) = 1.
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Construction for q even

Construction 1 can be modified to give a systematic (2k, ¢*; q) code C with
Q(C) = 2. We give the details only for those parts at the construction and
proof that differs.

Let F be the linear bijection from GF(q)* to GF(q*) defined in Con-
struction 1. Define the (2k,¢*;q) code C by

C={(z,2% | x € GF(¢")}.

As for Construction 1, an error pattern (eg,e1,...,ek—1, fo, f1,--+, fk—1)
maps into (e, f) where

(607617" '7ek717f07f17' "7fkfl) 7& (070,70)
if and only if (e, f) # (0,0).
Let (e, f) # (0,0) be an error pattern and suppose (z,z3) + (e, f) € C,
that is
(x+e)P=a3+f
Since (z + €)? = 2% + 2%e + xe? + €3, this implies that
etz 43 = f. (4.16)
If e = 0, (4.16) implies that f = 0, that is (e, f) = (0, 0); however this is not
the case for an error pattern. Hence e # 0. The equation (4.16) therefore

has at most two solutions for . Hence Q((e, f)) < 2and Q(C) = Q(C) = 2.

4.3 Codes for detection of substitution errors and transpo-
sitions

A transposition occurs when two neighbouring elements change places. For
example, acb is obtained from abc by transposition of the two last elements.
Transpositions are a common type of error in data that is handled manually.
Therefore, there has been introduced many codes to detect substitution
errors and/or transpositions, in particular for digital (base 10) data.

4.3.1 ST codes

An ST (substitution - transposition) code is a code that can detect a single
substitution error or transposition error. We first give a simple upper bound
on the size of ST codes.

Theorem 4.9. If C is an (n, M;q) ST code, then M < q"~ 1.
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Proof. 1If two vectors of length n are identical, except in the last position,
then one is obtained from the other by a single substitution. Hence at most
one of them can belong to C'. Therefore, the code words are determined by
the first n — 1 elements and therefore the code contains at most ¢ ' code
words. U

It turns out that for all ¢ > 2 and all n there exist (n,¢"~'; ¢) ST codes.
We describe some constructions of ST codes for various types of g.

Construction of codes over GF(q) where ¢ > 2

If g is a prime power, we can consider an [n,n — 1;¢] code C. Let the dual

code be generated by (wy,ws,...,w,), that is
n—1
C’:{(xl,xg,...mn)eGF(q)" | Zwim:O}. (4.17)
i=1
The code can detect single substitution errors if all
w; # 0 (4.18)

(that is, d(C') > 2). We see that if z; is changed to z}, then Z?:_ll w;T; is
changed by
—w;x; + wir; = w;i(z; — ) # 0.
Similarly, if x; and x;41 are transposed, then the sum is changed by
—WiTj — Wit1Tiq1 + WiTip1 + Wip1T; = (Wi — Wig1)(Tip1 — 25) # 0

if x; # x;41 and

w; # Wit (4.19)
If ¢ > 2, we can find w; that satisfy conditions (4.18) and (4.19), for example
w; = 1 for even i and w; = a for odd i, where a ¢ {0,1}.

Construction of codes over Z, where q is odd

If ¢ is an odd integer, we can make a similar construction with elements
from Z,. We define

C = {(xl,mg,...mn) | ;wlxl =0 (mod q)}

where now

ged(wi, ¢) = 1 and ged(wipr — wi, q) =1
for all 7. The proof that this gives an ST code is similar. A possible choice
for the w; is w; = 1 for even 7 and w; = 2 for odd 3.
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Product construction

Let C; be an (n, ¢} ';¢1) ST code over F,, and C an (n, ¢35 q2) ST code
over Fy,. Let ¢ = q1g2 and

F,=F, xF, ={(a,b)|a € F,, and b € F,,}.
Define
C ={((a1,b1), (az,b2), ..., (an,by)) | a € C1,b € Ca}.
Then C'is an ST code over F,. To check this, we first note that if (a}, b;) #

1) 71
(@i, b;), then a; # a; or b} # b; (or both). Hence a single substitution will
change a code word to a non-code word. Similarly, if (a;, b;) # (ait1,bi+1),
then a; # a;41 or b; # b;41 or both. Hence, a transposition will change a

code word to a non-code word.

Any integer ¢ can be written as 2"r where r is odd. If m > 2, Con-
struction 1 gives an (n,2™m"~1;2™) ST code and Construction 2 gives an
(n,7"~1;7)ST code. Combining the two, using Construction 3, we get an
(n,q"1;q) code. It remains to consider ¢ of the form 2r, where r is odd.
This case is more complicated.

Construction of codes over Z, for ¢ =2 (mod 4)

Let ¢ = 2r, where r > 1 is odd. Let the alphabet be Z,. For x =
(z1,22,...,2,) € Z;', we define some auxiliary functions:

Ne = ne(X) is the number of even elements in x,

Ny = No(x) is the number of odd elements in x,

Se(x) = > i, (—1)%e; where ey, ea,...,e,, are the even elements of x,
So(x) = >, (—1)0; where 01,02, ...,0,, are the odd elements of x,
Kp(21,22,...,2;) are the number of ¢ < j

such that z; is even and n — ¢ is even,
S(x) = (=1)"Se(x) + So(x) + 2K, (%x).

In particular, we see that
Ko(z1,29,...,xn-1) = Kp(1,22,. .., Zn). (4.20)
Let
C={xeZ;|Skx)=0 (modq)}.

We will show that C is an ST code of size ¢"~'. We break the proof up
into a couple of lemmas.
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Lemma 4.1. For ¢ = (c¢1,¢2,...¢n—1), define ¢, by
—cn = (—1)"Se(c) + So(c) + 2K, (c) (mod q).
Then
(clen) € C.

Proof. Letx = (c|c,). First we note that Se(c) is even and S,(c) = no(c)
(mod 2). Hence ¢,, = n,(c) (mod 2) and so n,(x) is even. This also implies
that ne(x) =n (mod 2). If n,(c) is odd, then we get
So(x) = Sy(c) + (—1)" ¢, = —(=1)"Se(c) — 2K, (c),
Se(x) = Se(c).
Combining these and (4.20), we see that x € C.
If n,(c) is even, we similarly get
Se(x) = Se(e) + (—1)" e, = =S, (c) — 2Kn(c),
So(x) = So(c),

and we can conclude that x € C also in this case. O

Lemma 4.2. The code
C={xeZz;|S(x)=0 (modq)}
is an ST code.

Proof. First we note that
ne(x) = S,(x) =0 (mod 2)

for all code words. We consider the various types of single errors that can
occur.

e If a substitution error change the parity of a symbol, then n,(c) is
changed by one and becomes odd.

o If a substitution error change an even element, say e; to another even
element ¢/, then S, (x) is changed to Se(x) — (—1)7 (e; —¢}) whereas S, (x)
and K,,(x) are unchanged. Hence S(x) is changed by (—1)7+! (ej—e}) #£0
(mod q).

e If a substitution error change an odd element to another odd element,
the situation is similar.

o If two elements of opposite partity are transposed, then K, (x) is changed
by one, whereas Se(x) and S,(x) are unchanged. Hence S(x) is changed
by £1 # 0 (mod gq).
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o If two even elements, e; and e;q;1 are transposed, then S.(x) is changed
by

—(=1)(ej — 1) + (= 1) (41 — €5) = 2(=1) (ej41 — ¢5)

whereas S,(x) and K, (x) are unchanged. Hence S(x) is changed by
2(—1)(ej41 —ej). Since 0 < |ej41 —ej| < ¢=2r and ej+1 — €  is even,
we can conclude that €41 —e; Z 0 (mod r) and so 2(—1)7(e;+1—e;) £ 0
(mod q).

e If two odd elements are transposed, the situation is similar. 0

Since C' is an ST code, its size is at most ¢"~¢ by Theorem 4.9. By

Lemma 4.1, the size is exactly ¢" .

Verhoeff’s code

Another code construction for the case when ¢ = 2r, r > 1 and odd, is
based on so-called dihedral groups D,. This was first shown by Verhoeff
for ¢ = 10. We describe this code, but omit the proof that it is an ST code.

One can map the elements of D5 onto Z19. The ”addition” table of i & j
is given in Table 4.1. An entry in the table gives ¢ @ j where 7 is given in
the left column and j in the top row. In particular, i ® 0 = 0@ ¢ = i for
all 4, that is, 0 is the unit element of the group. The operation & is not
commutative. For example 15 =6 and 51 =9. We see that if i@ j =0,
then j @ i = 0, that is, j is the inverse of ¢ in the group.

Table 4.1 Addition table for @.

© 00N U WN = O
0T ODUO O R WN
O NMN© 0O R W
D UTO 0NN~ O R W
GO 00T W~ O
INEIUN I = BN N B o NI
W = O Ul 0O
N = OB WO U©
= OB WO WO
OB W =0~ Ut ©

For the construction, we also do a substitution in each position using
Table 4.2 of functions f; : Z19 — Z19 where i are given in the left column
and x in the top row. For i > 8, f; = fi_s. Hence, for example, fos = fa.
The code is defined by
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Table 4.2 Functions f; for Verhoeff’s construc-
tion.

fi(z)
0

o
—_
no
w
NN
ot
(=)
N
oe]
e

N OO W N

NN © 0O O
O NN © 00 Ut
O 00Ut O NN
DWW Wo W
© 00 Ul = O NN
= O NN © 0o Ut
W WoDH WY WD
DO © 0Tt O
U= O NN ©
00 U= O N K ©

{(x1,22,. ., 20) | fr(21) © fo(w2) @ - @ fu(zn) = 0}.

Analysis has shown that this code detects all single substitutions and all
single transpositions. Also more than 95% of the twin errors are detected.

Construction of a binary code

It turns out that the maximal size of a binary ST code of length n is {%—‘ .
We will not give the proof of this fact here, but give a code of this size. By

Construction 2, the ternary code
{(xl,xg, ceTn) € ZY Xn:(—l)ixi =0 (mod 3)}
i=1
is an ST code. A binary subcode is the code
{(xl,xg, cey ) € ZY | Xn:(—l)ixi =0 (mod 3)}
i=1

As a subcode, this is also an ST code, and it can be shown that it has

maximal size, that is [%]

4.3.2 ISBN

A number of modifications of the constructions given in the previous sec-
tion are used in practical systems. A typical example is the International
Standard Book Number - ISBN. The traditional ISBN code is a ten-digit
number. The first nine digits z1x5 . .. x9 codes information about the coun-
try, publisher and the individual book. The last digit x1¢ is a check digit
determined with check vector (10,9,...,1) modulo 11. This code can de-
tect any single substitution or transposition error. Note, however, that
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ws +wg =645 =0 (mod 11). Hence twin errors in positions 5 and 6 are
never detected. A (digital) information vector (z1,2,...,z9) € Z3, deter-
mines a check symbol 19 € Z11. If x19 = 10, the check symbol is written
X. Some countries have chosen to avoid the symbol X by not using the
information vectors that have X as check symbol.

From January 1, 2007, a new ISBN code with 13 digits has been in-
troduced. The first three digits yiy2ys are 978 (later 979 will also be
used), the next nine digits y4ys...y12 are now the information, and the
last digit 13 is the check digit. The code is determined by the check vector
(1,3,1,3,...,1,3,1) modulo 10. This choice of check digit is the same as
for the bar code EAN described below. In fact, most books published in
recent years contains both the ten digit ISBN number and a bar code with
the new 13 digit ISBN. If you look at one, you will notice that the check
digits are (usually) not the same. Since ged(1,10) = ged(3,10) = 1, this
code can detect all single substitution errors. However, transposition of x;
and z;j11 will not be detected if z;11 = ; +5 (mod 10).

4.3.3 IBM code

The IBM code is also known as the Luhn code after its inventor. It is
usually presented as a code over Zig, but here we consider the more general
alphabet of size ¢ = 2r where r > 1 is odd. We gave two constructions for
this alphabet size in the previous section. The IBM code is simpler, but it
cannot detect all transpositions.

For a sequence (1,2, ..., Zy—1) a check symbol x,, is chosen such that
n
S =0 (uodd
i=1
where
Yi = T; fori=n,n—2,n—4,...,

yi = 2x; fori=n—-1,n—-3,n—5,...and 0 <z; <r—1,
yy=2x;+1fori=n—-1,n—-3,n—-5,...andr <uz; >q—1.
Note that y; runs through Z,; when x; does. Hence, any single substitution
error can be detected. Consider a transposition of x; and x;; where n —1
is even. Then the sum Y., y; is changed by

i+ 2Ti41) +
T +2xi41 + 1
i+ 2Ti41) +
T+ 2xi41 + 1

Tit1 + 21?1) =T — Tit1 if x; <rand x;41 <,
+ (-Ti+1 + 2331) =x; — Ty — Lif x; <7rand x;41 > 1,
Tiy1 + 2x; + 1) =x; —xip1 +1ifx; > rand 2,41 <,
+ (-Ti+1 + 2x; + 1) =z; — iy ifz; >rand x4 > 7.

—(
—(
—(
—(

—_ T — T
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We see that the change is not congruent zero modulo ¢, except in two cases,
namely (z;,2;41) = (0,¢ — 1) and (z;,2;141) = (¢ — 1,0). Hence, the code
detects all transpositions, except transpositions of 0 and g — 1.

4.3.4 D:igital codes with two check digits

In some applications there are other types of errors in addition to ST errors
that are relatively frequent and therefore we want codes to detect such
errors.

We give one example modeled the Norwegian personal number
codes. In Norway each person is assigned a unique 11 digit number
P1P2P3P4P5PeP7P8PoP10P11 Where p1papspapspe is the date of birth in the
form ddmmyy, p7pspo is the persons serial number and pigp11 are check
digits. In addition to simple substitutions, twin errors, and transposi-
tions, common types of errors are interchanging date and month (i.e.
p1p2 <> psps) and interchanging date and year (pip2 <> psps, that is,
ddmmyy <« yymmdd). Also, interchanging month and year happens. The
check digits are chosen using a weighted sum modulo 11, discarding serial
numbers which produce 10 as value for one or both of the check digits. How
may the weights be chosen? If we choose the weights

109876543210
(11111111111) (421)

we know that all single substitutions, twin errors, and transpositions are
detected. However, if p1 + p2 = p3 + ps4 (mod 11) interchanging date and
month will not be detected. We modify (4.21) as follows: Suppose that we
multiply the first column of (4.21) by s and the third column by ¢ to get

10s98 76543210
s1 t11111111

As long as both s and ¢ are non-zero modulo 11, we can still detect all single
substitutions, twin errors, and transpositions (from one or the other of the
check digits). When p1ps and psps are interchanged, the sum defining the
first check digit is changed by

—(108}?1 + 9ps + 8tps + 7p4) + (108p3 + 9p4 + 8tpr + 7p2)

= (10s — 8t)(ps — p1) + 2(pa — p2). (4.22)
Similarly, the sum defining the second check digit is changed by

= (s =t)(ps — p1)- (4.23)
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We want at least one of these to be non-zero (modulo 11) if pi1ps # psps.
This is guaranteed to be the case if s Z ¢ (mod 11). In this case, the sum
defining the last check digit is non-zero unless p; = p3. On the other hand,
if p; = p3, then py # py and the change in the first sum is non-zero.

Similarly, if ¢t # 1 (mod 11) we are guaranteed to detect any transpo-
sition of month and year, and if s Z 1 (mod 11) any transposition of date
and year. For example, s = 3 and ¢t = 2 gives the check matrix

89576543210
31211111111

of a code which can detect all single substitution errors, twin errors, trans-
positions, or the interchange of any two of the date, month, or year.
The weights actually used in the Norwegian system are different, namely

37618945210
54327654321

4.3.5 Barcodes

There are a number of variants of barcodes. They usually have error detec-
tion on two levels, both in the coding of the number itself with a check digit
and in the coding of the individual digits as a sequence of bars. As an illus-
tration, we consider the important Furopean Article Numbering EAN-13.
The check digits are the same as for the new ISBN, that is, the weights are
(1,3,1,3,1,3,1,3,1,3,1,3,1) modulo 10. We denote the 13 digits number
by ((El, T2,X3,... ,xlg).

Table 4.3 Symbol encoding for

barcodes
left A left B right

0 0001101 0100111 1110010
1 0011001 0110011 1100110
2 0010011 0011011 1101100
3 0111101 0100001 1000010
4 0100011 0011101 1011100
5 0110001 0111001 1001110
6 0101111 0000101 1010000
7 0111011 0010001 1000100
8 0110111 0001001 1001000
9 0001011 0010111 1110100
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Each digit, except the first z;, are encoded into seven bars (black or
white) of the same width. In this presentation, we represent the bars by
1 (black) and 0 (white). The total barcode starts with lead sequence 101,
then barcodes for the six digits x2, €3, x4, 5, 6, x7 in the left part (that is
42 bars) follows, then a separator 01010, then the barcodes for the six digits
Tg,T9, T10,T11, T12, T13 in the right part, and finally a trailer sequence 101.
The bars for the lead, the separator, and the trailer are longer than the
others.

The seven bars encoding a digit contains two runs of zeros and two runs
of ones. The codes for the digits in the left part all starts with 0 and ends
with 1. For the digits in the right part, the codes starts with 1 and ends
with 0. The encoding is done using Table 4.3.

For the six digits in the right part, the codes are listed under the heading
"right”. For the six digits in the left part, the encoding is done either with
the code listed under ”left A” or the one listed under ”left B”. The choice
between the two is determined by x1, using Table 4.4.

Table 4.4 Choice of A or B.

zz O 1 2 3 4 5 6 7 8 9
2 A A A A A A A A A A
z3 A A A A B B B B B B
z4# A B B B A B B A A B
zs A A B B A A B B B A
z¢ A B A B B A A A B B
z7w A B B A B B A B A A

We illustrate with one example.
Example 4.3. Suppose that
T1T2 ... x12 = 978981270586.
The check digit x13 is determined by
13 = —{94+3-7+8+3-94+8+3-1+2+4+3-74+0+3-5+8+3-6} = —140 =0 (mod 10).

The barcode for 9789812705860 is given in Table 4.5 over two lines and
where the encoding is marked with A, B, and R (right).
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Table 4.5 Barcode example.

7(A) 8 (B) 9 (B) 8 (A) 1(B) 2. (A)
101 0111011 0001001 0010111 0110111 0110011 0010011 01010

7(R) 0(R) 5(R) 8 (R) 6 (R) 0 (R)
1000100 1110010 1001110 1001000 1010000 1110010 101

4.4 Error detection for runlength-limited codes

For this section we find it convenient to introduce a different notation for
binary sequences. First, 0% denotes a sequence of a zeros. Any binary
sequence of weight w, say, can then be represented as

0°010°10%1 - - - 0P ~110%>. (4.24)
The binary sequence (4.24) is said to be a (d, k) constrained sequence if
bp >0, by >0, andd<b; <kforl1<i<w-1

where 0 < d < k < oo (k = co means that b; may be arbitrarily large). For
example,

0%10%10*10710%1 = 00100100001000000010001

is a (2,7) constrained sequence. Let R, 4% denote the set of all (d,k)
constrained sequences of length n. A (d, k) run-length limited code of length
n is some subset of R, 4. Both the set of even weight code words in R,, 4
and the set of odd weight code words in R, 4 are codes that clearly can
detect single bit errors, and the larger of the two has size at least %#Rn,d, k-

Run-length limited codes have their main application in magnetic
recording. One type of errors occurring are substitution errors. Another
type of errors which is common in this context are shifts, that is, a one
is moved one place to the left or to the right. In the terminology of the
previous section, a shift is the same as a transposition.

Construction of a non-systematic code

The set Ry, 4,1 can be partitioned into three subcodes that can detect any
single bit-error or shift. Hence there exists such a code of size at least
1#R,, 1. The partition is as follows.

For a sequence c represented as (4.24), let 3; be the parity of b;, that is
Bi = b; (mod 2) and B; € {0,1}. Further, define a sequence

s_1=0,s0,81,...S0
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of numbers from {0, 1,2} by
s$i = ((2—Bi)si—1 +0:) (mod 3) for 0 < i < w. (4.25)

This is called the check sequence of c. Note that 2—3; # 0 (mod 3). Hence,
if 8} 1 # s;—1 (mod 3), and s, = ((2 — Bi)si—1 + 3;) (mod 3), then s, # s;
(mod 3). The error check value of the sequence is defined by s(c) = s,.
The couple of examples in Table 4.6 illustrate this. We see that s(ci) =1
and s(cg) = 0.

Table 4.6 Examples of check values.

c1 = 0210103102 by =2, bi=1, by=3, bz=2,
Bo=0, Bi=1p2=1 B3=0,
so=0, s1=1, s2=2, s3=1,

co = 103101031 bop =0, b1
Bo=0, B

so0=0, s1=

3, ba =1, b3 =3, by =0,
1y 52 = ly /65 = ]-7 54 - Oy
1, sg =2, s3 =0, sq4 =0.

Now, suppose j > 1. The jth run of zeros is preceded by a 1. Let
the sequence obtained by changing this 1 into 0, be denoted by ¢’. This
sequence has one run of zeros less than c since the (5 — 1)th and jth runs
now have been combined into one, and its parity is v = (6,1 + 1 + ;)
(mod 2). Let s(,s),...,s,,_1 be the check of ¢’. Then

sh=s; fori <j—2,

j-1=(2—=7)sj—2+7) (mod 3),
- (2= B:)si_o +5;) (mod 3) for j <i < w.

S

S

—

By (4.25)
85 = (2= B)((2 = Bj-1)sj-2 + Bj-1) + B;)  (mod 3).

The possible values of s; and s}_; are given in Table 4.7.

Table 4.7 Possible values of s; and 5;'—1'

Bi  Bj—1 v sj = sh_q = (85 — s4_y) (mod 3)
0 0 1 Sj—2 Sj—2 + 1 2
0 1 0 2sj_9+2 2552 2
1 0 0 25j72 +1 2Sj,2 1
1 1 1 Sj—2+2 sj—2+1 1
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From Table 4.7 we see that

sj—8;_1=2—0;#0 (mod 3). (4.26)

Since 2 — 3; # 0 (mod 3) for all 4, induction shows that s; # s,_; for
i=4,7+1,...,w. Hence, s(c) # s(c’).

Changing a 0 to a 1 is the opposite operation. Hence this will also
change the check value.

Finally, consider shifts. Let ¢/ denote the sequence obtained by shifting
the 1 preceding the jth run of zeros one step to the right. Then b;’_l =
bj—1+ 1 and b} = b; — 1. In particular, 3] =1 — ;. If we remove this 1
from ¢” we again obtain c¢’. Hence, by (4.26),

s —sj_1=2—(1-0;) =5+ 1.
Combining this with (4.26), we get
s] —s;=1-28;#0 (mod 3).

Again, induction shows that s(c”) # s(c).

This shows that the set of all (d, k) constrained sequences of length n
with a fixed check value is code that can detect any single bit-error or shift.
Since we have three possible check values, this defines a partition of Ry, g
into three such codes.

Construction of a systematic code

Let ¢ be a (d, k) constrained sequence. We first split this into parts x; of
length n, say, that is

C =X1X9X3""" .
We want to find sequences y; for ¢ = 1,2,3, ... such that

e The concatenated sequence x;y; has check value zero for all 7.
e The concatenated sequence X1y1XoyoXsys--- is (d, k) constrained.

Consider x;. Let u the length of the last run of zeros in x; and v the
length of the first run of zeros in x;11, that is

x; = ---10" and x;4.1 =01 --- .
Then

u>0,v>0 d<u+v<k.
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We first consider the simpler case kK = co. It can be shown that y; has to
be of length at least d+2. We will describe how one can choose y; of length
d+ 2. If u < d, we present three candidates for y;, namely

z1 = 097410u T 2, = 097U 0Y,) z5 = 0912,

First we observe that all of them will make the concatenated sequence
satisfy the (d,00) constraint. We further observe that zs is obtained from
z1 by a right shift of the 1, and z3 is obtained from z; by changing the 1
to 0. From the analysis of the non-systematic code above, this means that
the three sequences x;z1, X;22, and x;z3 have distinct check values. Hence,
one of z1, z3, z3 can be chosen as y; to get the check value zero.

If w > d, we again have three candidates for y;, namely

1071, 0107, 042,

The analysis is similar to the previous case.

For finite k& > 2d + 3, it can be shown that y; has to be of length at
least 2d + 3. We will describe how one can choose y; of length 2d + 3. The
description is now split into four cases which cover all possibilities for u and
v. The analysis is again similar and we just give the three candidates for
y; in each case in Table 4.8.

Table 4.8 Three candidates for y;.

range candidates

u<d 0d-v10dtiior  od-wtlipdior  2d-ut2ov
v<d<u 0v104104+1—v  gvipdtlipd—v  Qvip2d+2-v
d<u<|k/2], v>d 1091109 010%¢10¢ 09+2107
d<v<|k/2] <u 0410410 04104+11 0¢10%+2

4.5 Comments and references

4.1. Theorem 4.2 is due to de Bruijn, van Ebbenhorst Tengbergen, and
Kruyswijk (1951).
The systematic perfect code given is due to Berger (1961). Freiman
(1962) proved that no perfect systematic code has less redundancy.
Theorem 4.1 is from Klgve and Korzhik (1995). Freiman suggested using
the code with {a1,as,...ar} ={|n/2| £i(a+1)]0<i<n/(2(a+1))}
to detect up to a asymmetric errors. Note that Example 4.2 shows that
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this construction may not be optimal. Freiman also has a suggestion for
a systematic code to detect up to a asymmetric errors. A channel related
to the Z-channel is the unidirectional channel. For this channel, if there
are errors in a code word, they are all 0 — 1 errors or all 1 — 0 errors. A
number of codes have been constructed for correction or detecting of such
error-patterns. Also there are many constructions of codes correcting ¢
symmetric errors (where ¢t usually is 1) and detecting all unidirectional
errors. For more information on such codes, we refer the reader to the
books by Rao and Fujiwara (1989) and Blaum (1993).

The Generalized Bose-Lin codes and their analysis were given by
Gancheva and Klgve (2005b) who proved Theorems 4.3 and 4.4. For
g = 2 (and w even) we get the codes given by Bose and Lin (1985).
For w = 0 (and general q) we get the codes given by Bose and Prad-
han (1982) (actually, Bose and Pradhan considered the codes with the
smallest possible value of 7, namely r = [log,((¢ — 1)k +1)]). For w = 2
(and general ¢) we get the codes studied by Bose, Elmougy, and Tallini
(2005), El-Mougy (2005), El-Mougy and Gorshe (2005).

The presentation of diversity combining is based on the paper by Klgve,
Oprisan, and Bose (2005a). Their paper contains a number of additional
results not presented in this book.

4.2. The results are essentially due to Karpovsky and Taubin (2004) (with
a different notation). See also Karpovsky and Nagvajara (1989).

4.3. Theorem 4.9 and the various constructions in Section 4.3.1 are taken
from AbdelGhaffar (1998). This paper also contains a good bibliogra-
phy on ST codes. Another recommendable survey was given by Gallian
(1996).

Description of the various decimal codes and barcodes can be found many
places on the web. As URLSs often become obsolete, I do not include any
here.

The Verhoeff code was given by Verhoeff (1969). The use of various
algebraic structures, e.g. quasigroups, for construction of single check
digits have been studied by a number of authors since. We refer to the
paper by Belyavskaya, Izbash, and Mullen (2005a) which contains a good
bibliography for such codes.

The Norwegian personal number codes were constructed by Selmer
(1967).

4.4. The non-systematic code was given by Perry (1995) and the systematic
code by Perry, Li, Lin, and Zhang (1998).
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cyclic code, 5, 114

cyclic linear codes, 10

cyclic redundancy-check code, 12

d, minimum distance, 2

d(C), minimum distance, 2
defect, 112

Delsarte-Goethals code, 146

du, Hamming distance, 2
distance distribution, 13
distance distribution function, 13
distance invariant, 21

d(n,M;q), 2
d(n, R;q), 2
5(R;q), 2

dual defect, 112
dual distance, 13

encoding, 1

entropy function, 3
equivalent code, 4
equivalent linear code, 7
error check value, 176
even-weight subcode, 5, 137
E(X), average, 66
extended code, 4, 136
extended Hamming code, 48
extended linear code, 7
extended vector, 3
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Ty, 7

Gaussian binomial coefficient, 71
generalized Hamming weight, 33
generalized Singleton bound, 30
generalized weight distribution, 24
generator matrix, 6

generator polynomial, 10

Golay [116;3] code, 111

Golay [23 12;2] code, 111

good for error detection, 38

Hamming code, 7, 12, 44, 111
Hamming distance, 2
Hamming weight, 2

H,(z), entropy function, 3

IBM-SDLC code, 139

IEC TC57 code, 139

IEEE WGT77.1 code, 139
irreducible cyclic codes, 115
ISO 3309, 139

Kerdock code, 146

linear code, 6
local symmetric channel, LSC, 118

MacWilliams transform, 13
MacWilliams’s theorem, 23
MDS code, 112

minimal polynomial, 143
minimum distance, 2
minimum support weight, 30

new linear codes from old, 7
[n, k,d; q], linear code, 2

[n, k; q], linear code, 6

(n, M, d;q), code, 2

NMDS, near MDS code, 113
(n, M;q), code, 1

Ni(i, §), 27

optimal code, 36

optimal error detecting code, 36
optimal linear code, 36, 132
ordering vectors, 3

parity check matrix, 6
perfect code, 110

Tue(n, R, D;q), 95
Tue(R, p), 95

Tue(R, D), 95

Kue(Rvp)v 95

Pless identities, 14
Preparata code, 146
primitive polynomial, 12

probability of undetected error, 30, 36

product code, 8, 102

proper for error detection, 38

P.(C,p), average probability of
undetected error, 66

Pue(C,K), 30

PY(C, K), 31

Pyue(C, p), asymptotic bounds, 95

P.(C,p), upper bounds, 89

Pueln, k. pi ql, 84

Pye[n, k, p; q], lower bounds, 84

Pue(n, M, p; q), 84

punctured code, 4, 136

punctured linear code, 8

puncturing, 4

pure detection, 30

Pyc(C,a,b), worst-case error
probability, 79

g-ary symmetric channel, ¢SC, 35
qSC g-ary symmetric channel, 35

rate, 2

Reed-Muller code, 140
repeated code, 9, 102
repetition code, 110

satisfactory for error detection, 38
shortened code, 5, 101

shortened linear code, 8
shortening, 5

simplex code, 7, 111

single parity check code, 7, 111
sphere, 27

standard deviation o, 66

star operation, 8, 98



Sturm sequences, 47

St(x), sphere, 27

support, 2

symbol error probability, 35
SYSL(n, k), 72
SYSL(n,k,d), 73

SYS(n, k), 72

systematic code, 3

tensor product code, 8
threshold, 42

trace function, 16
transposition, 165

ugly for error detection, 38
undetectable error, 30

Index

Var(C,p), 66
variance, 66
Var(X), 66
vector, 1

weight distribution, 22

weight distribution function, 22
weight distribution of cosets, 25
weight hierarchy, 30

wy, Hamming weight, 2
worst-case error probability, 79

Z-channel, 153
Z4-linear code, 144
zero-sum subcode, 5

201



	Contents
	Preface
	1. Basics on error control
	1.1 ABC on codes
	1.1.1 Basic notations and terminology
	1.1.2 Hamming weight and distance
	1.1.3 Support of a set of vectors
	1.1.4 Extending vectors
	1.1.5 Ordering
	1.1.6 Entropy
	1.1.7 Systematic codes
	1.1.8 Equivalent codes
	1.1.9 New codes from old
	1.1.10 Cyclic codes

	1.2 Linear codes
	1.2.1 Generator and check matrices for linear codes
	1.2.2 The simplex codes and the Hamming codes
	1.2.3 Equivalent and systematic linear codes
	1.2.4 New linear codes from old
	1.2.5 Cyclic linear and shortened cyclic linear codes

	1.3 Distance distribution of codes
	1.3.1 Definition of distance distribution
	1.3.2 The MacWilliams transform
	1.3.3 Binomial moment
	1.3.4 Distance distribution of complementary codes

	1.4 Weight distribution of linear codes
	1.4.1 Weight distribution
	1.4.2 Weight distribution of  -extended codes
	1.4.3 MacWilliams's theorem
	1.4.4 A generalized weight distribution
	1.4.5 Linear codes over larger  fields
	1.4.6 Weight distribution of cosets
	1.4.7 Counting vectors in a sphere
	1.4.8 Bounds on the number of code words of a given weight

	1.5 The weight hierarchy
	1.6 Principles of error detection
	1.6.1 Pure detection
	1.6.2 Combined correction and detection

	1.7 Comments and references

	2. Error detecting codes for the q-ary symmetric channel
	2.1 Basic formulas and bounds
	2.1.1 The q-ary symmetric channel
	2.1.2 Probability of undetected error
	2.1.3 The threshold
	2.1.4 Alternative expressions for the probability of undetected error
	2.1.5 Relations to coset weight distributions

	2.2 Pue for a code and its MacWilliams transform
	2.3 Conditions for a code to be satisfactory, good, or proper
	2.3.1 How to determine if a polynomial has a zero
	2.3.2 Suffcient conditions for a code to be good
	2.3.3 Necessary conditions for a code to be good or satisfactory
	2.3.4 Suffcient conditions for a code to be proper
	2.3.5 Large codes are proper

	2.4 Results on the average probability
	2.4.1 General results on the average
	2.4.2 The variance
	2.4.3 Average for special classes of codes
	2.4.4 Average for systematic codes

	2.5 The worst-case error probability
	2.6 General bounds
	2.6.1 Lower bounds
	2.6.2 Upper bounds
	2.6.3 Asymptotic bounds

	2.7 Optimal codes
	2.7.1 The dual of an optimal code
	2.7.2 Copies of the simplex code

	2.8 New codes from old
	2.8.1 The  -operation
	2.8.2 Shortened codes
	2.8.3 Product codes
	2.8.4 Repeated codes

	2.9 Probability of having received the correct code word
	2.10 Combined correction and detection
	2.10.1 Using a single code for correction and detection
	2.10.2 Concatenated codes for error correction and detec- tion
	2.10.3 Probability of having received the correct code word after decoding

	2.11 Complexity of computing Pue(C; p)
	2.12 Particular codes
	2.12.1 Perfect codes
	2.12.2 MDS and related codes
	2.12.3 Cyclic codes
	2.12.4 Two weight irreducible cyclic codes
	2.12.5 The product of two single parity check codes

	2.13 How to  nd the code you need
	2.14 The local symmetric channel
	2.15 Comments and references

	Chapter 3 Error detecting codes for the binary symmetric channel
	3.1 A condition that implies "good"
	3.2 Binary optimal codes for small dimensions
	3.3 Modified codes
	3.3.1 Adding/removing a parity bit
	3.3.2 Even-weight subcodes

	3.4 Binary cyclic redundancy check (CRC) codes
	3.5 Particular codes
	3.5.1 Reed-Muller codes
	3.5.2 Binary BCH codes
	3.5.3 Z4-linear codes
	3.5.4 Self-complementary codes
	3.5.5 Self-dual codes

	3.6 Binary constant weight codes
	3.6.1 The codes  m n
	3.6.2 An upper bound
	3.6.3 Lower bounds

	3.7 Comments and references

	Chapter 4 Error detecting codes for asymmetric and other channels
	4.1 Asymmetric channels
	4.1.1 The Z-channel
	4.1.2 Codes for the q-ary asymmetric channel
	4.1.3 Diversity combining on the Z-channel

	4.2 Coding for a symmetric channel with unknown charac- teristic
	4.2.1 Bounds
	4.2.2 Constructions

	4.3 Codes for detection of substitution errors and transpo- sitions
	4.3.1 ST codes
	4.3.2 ISBN
	4.3.3 IBM code
	4.3.4 Digital codes with two check digits
	4.3.5 Barcodes

	4.4 Error detection for runlength-limited codes
	4.5 Comments and references

	Bibliography
	Index



